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Warning: If you are using a public computer, certain web browsers may
automatically save vour PDF documents that have been opened. These
may be viewed by other people. To keep your information secure, please
log out of SMART eR and delete yvour files out of this computer's
'"Downloads' folder.

Browsers/Software Supported

* Internet Explorer 11 x, Edge -or-

* Safan 10 x -or-

® Firefox 53 x. 54 x -or-

* Google Chrome 58 x, 59.x

* Adobe Acrobat Reader 9.x, 10x. 11.x

The easiest way to access the SMART Systems is to go the NLS Schools website>For
Staff>ESS. This will take you to the correct screen to log into SMART Systems.

For new employees and employees who have never logged into SMART ESS the User ID
is your employee ID number. The Password is the District humber plus the last 4
digits of your social security nhumber (no spaces).

District: Verify the district number displayed in this field is your school district. If
not, change the District to 0345 in the URL to select your district number.



Once logged in you will be are required to change your password and setup a
minimum of three (3) question choices.

e Password: The new password cannot be the same as the old password and
must be a minimum of eight (8) characters in length and must contain at
least one upper case letter, one lower case letter, one number and one symbol
(e.g. Johnldeere$ or Smart#1234).

e Security Question: The security question will allow the employee to use the
“forget password” link to reset their password should they forget it. Users
will have the option to select predefined questions, type in customized
questions, or a combination of both.

The system will randomly choose one question from this list of questions for the
user to verify at time of login. If answered correctly the user will be logged in. If
incorrect, an additional two tries will be provided before the account is locked for
account safety. The user would then have to contact the appropriate district staff
to have the lock removed.

Please make sure Javascript (s enabled for the browser for SMART eR to work
correctly in Internet Explorer 10 & 11. If it (s not enabled, the following screen will
be displayed:

P-8R¢ { Enabie Javascript | - h = a

You currently have javascript disabled in your web browser.

To ensure proper functionality you are required to enable javascript before you are
allowed to enter ER.

Please follow the directions below.
Step 1: Click on Tools(Little gear symbol on the top right of your screen)
Step 2: Click on 'Internet options’
Step 3: Click on the "Security’ Tab
Step 4: Click 'Reset all zones to default level
Step 5: Click ‘Apply’
Step 6: Click ‘0K’
Step 7: Click the 'Return To Log In Page’ button below and Log In again.

' Return To Log In Page

After successfully entering a login id and password, the system will redirect the
user to a security question setup page. All fields with a colored background need
to be entered in order for the page to save.



You MUST check at least 3 security guestions. They can include a combination of your own guestions and/or predefined ones.

Choose Your Own Question |

Check Here [] Answer |

Choose Your Own Question |
Answer |

Check Here []

O Choose Your Own Question |

Check Here Answer

Pre-Setup Question What is your favorite color?
ANSWer |[Fererreemreeeaarraes

Check Here

Pre-Setup Question Who was your first boyfriend/girifiend?
Answer

Check Here []

Pre-Setup Question What color was the first house you remember growing up in?
ANSwer |[Feerreemrrssarrrens

Check Here

Pre-Set tion What is your favorite Sports team?
Check Here [ re-Setup Question

Pre-Setup Question What is your Father's middle name?
Answer |y

Check Here

Your password has expired. Your new password must be at least 8 characters in length, cannot be the same as your old password, must contain at
least 1 lower case letter, 1 upper case letter, 1 number and 1 symbol.

Current Password
New Password
Re-Type New Password

Please memorize your password as it will not be repeated back to you.

Fields with a colored background need to be entered before saving.
* If you forget your password, please use the 'Forgot Password?' button on the SMARTeR. Login page to reset it.

= Your security questions can also be changed after successfully logaing into the application.

When changes have been saved successfully, the following message will display.

Success! Yourinformation is updated. Please hit OK to log in again.

Once “OK” has been selected, the user is returned to the login window and required
to log in using the new password.
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It will then display a security question. Enter an answer correctly and the system
will finish logging in.

Please answer 1 of your security questions to verify your identity.

What is your favorite color?

Fields with a colored background need to be entered before saving.

Note:

1. If locked out and security questions are setup —Use the Forgot Password link
to reset the password. One security questions must be answered correctly.

2. If the user provides the correct User ID and Password, but forgot the answer
to the security question — Close out of SMART ESS and re-login. This will
trigger a new security question.

3. Three attempts to login successfully are allowed before the user is locked
out. After two invalid attempts to get in and then successfully submit the
username and password, three attempts to answer the security question are
given before the user is locked out.

4. If totally locked out please—email the District Office:

decathelineaur@isd345.0rg to reset the password.

Changing Password and Security Questions

Password and Security Questions can be maintained or changed using links provided
in the upper right corner of the Home page.

Select Logout to exit SMART ESS
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