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CYBER SECURITY

= 95% of cyber security breaches are due to

human error.
= Human intelligence and behavior is the

best defense against cyber attacks.



LONFIDENTIAL INFORMATION
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CONFIDENTIAL PERSONAL INFORMATION

Account
Numbers

) |

Passwords

Social Security
Number




CONFIDENTIAL WORK INFORMATION

Client
Information

) |

Financial Information
Inside
Company
Information




KEEP CONFIDENTIAL INFORMATION SECURE

= Never send confidential information
through email.

= Use extreme caution when providing
confidential information to a website.

= Keep your confidential information in a
secure location.
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LHOOSE A PASSWORD
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What is the most used password?

123456




CHOOSE A SECURE PASSWORD

Use at least 8 digits.

Use a combination of both upper and
lower-case letters.

Include both a number and special
symbol.

Don't use the same password for all your
accounts.

Change your passwords every

3 to 6 months.



PASSWORD EXAMPLES

accident AcciDent Acc!Den?7

smellycat sm3llycat Sm3llyc@t

creditunion CreditUnio Cr#ditUnio
n n




TWO-FACTOR AUTHENTICATION
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3 RECOGNIZED FACTORS FOR AUTHENTICATION

1. Something you know (password).
2. Something you have (mobile phone).

3. Something you are (fingerprint).

Two-factor authentication
uses two of these options.



Always turn on two-factor authentication
for your important accounts.
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COMPUTER VIRUS

Computer programs that reproduce and infect other computers.
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ADWARE

Hijacks your browser and forces it to display annoying
advertisements.



SPYWARE

Secretly monitors all of your internet activity and sends your
information to a third party.



PREVENT MALWARE

Install antivirus / malware software.
Keep your antivirus software up to date.
Run regularly scheduled antivirus scans.
Keep your operating system and software
up to date.
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[NSTALL SOFTWARE THE SAFE WAY

Don't install personal software on
company computers.

Have up-to-date antivirus software.
Make sure the software comes from a
reliable source.

Be careful when you install new software;
decline any additional software you don't
want.
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EMALL AND PHISHING
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of Americans could not distinguish
fake and legitimate emails
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Subject: Project File

\

From: Julie Cameron
To: Hector Gonzalas

Project.zip
1MB

Here s that project file.

g

J

REAL OR FAKET
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5 | From: Julie Cameron
= To: Hector Gonzalas

Subject: Project File

[ Proectzip
. 1MB

| Here is that project fie. |

N Y
FAKE

Emails can appear to come from someone you know; but notice the vague message.
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From: Wells Fargo
To: Hector Gonzalas

Subject: Revisions to Wells Fargo Agreements

www.wellsfargo.com
WELLS

FARGO

We've recently revised our Online Access Agreement and E-Sign Consent to make
them easier to understand.

You do not need to do anything to continue using our Online Banking services.

To see what's changed, visit https:/www wellsfargo com/onlineupdates.

https:faww. go.comionli pdates

REAL OR FAKET




From: Wells Fargo
To: Hector Gonzalas

Subject: Revisions to Wells Fargo Agreements

www.wellsfargo.com
WELLS
FARGO

We've recently revised our Online Access Agreement and E-Sign Consent to make
them easier to understand.

You do not need to do anything to continue using our Online Banking services.

To see what's changed, \l'i5|| https:Hmw.r.wellsfargo.ccmfmllneupdatesl

Ihttps:!Mww.wellafnrgo.coﬂ#onlineupdatw I

REAL

Email is just informational, it's not asking you to do anything.
URL matches what's shown in the link.
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H Message

From: PayPal
To: Hector Gonzalas

Subject: Account Suspended

P PayPal

Your PayPal account has been suspended

We need you to verify your credit card on file with to re
How to update your credit card information

1. Cligk here to login to your PalPal account.

2. Update your credit card information, using the instr

3. Click 'Save’

i http:ifus. paypal.com-stz.infoiwbsrfemd_login-run=hector
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H Message

From: PayPal
To: Hector Gonzalas

Subject: Account Suspended

P payPal
Your PayPal account has been suspended
We need you to verify your credit card on file with to re

How to update your credit card information

| 1. Gligk here to fogin mi your PalPal account.

2. Update your credit card information, using the instr

3. Click 'Save’

'Ihnp:#us,paypal_mm—slz.Inf@*ﬁlﬁr?cmd__loglmun:hectm

G J

FAKE

Link destination is not the official PayPal site.
Emails will usually not solicit you to change your password or login.
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EMALL SECURITY TIPS

Beware of phishing scams / fake emails.
Unsolicited, legitimate emails will almost
never ask you to login.

Never open attachments in unsolicited or
suspicious emails.
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BROWSE SECURELY
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https:

HTTPS

Secure, encrypted website.



( )

v | | | | Al Send Money, Pay Online or Se' X +
' (0f] & https://www.paypal.com/us/home

S5 Apps — B ] —R— - e - - ==

' PayPal PERSONAL -

Pay Touch-Free w

HTTPS SITES

HTTPS and a lock icon appear in front of the site address in your browser.




MAKE SURE YOU ARE USING HTTPS WHEN:

= Signing in; sending your user name &
password.

= Making purchases; sending your credit
card.

= Sending or working with confidential
information.
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Create Post

al

(@ public ][+ Album + |

Nill be GONE on vacation until May 12. Leawvt
deliveries at home address, 3387 Brownlow.

BE CAREFUL WHAT YOU POST T0 SOCIAL MEDIA

Keep personal information personal.



SOCTAL MEDIA SAFETY TIPS

Adjust your privacy settings.

Know and manage your friends.
Keep personal information personal.
Be mindful of your online reputation.



PROTECT YOUR COMPUTER'S DATA
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IMAGINE YOUR COMPUTER 15 STOLEN

What could someone take from you if that happened?



AL0ST OR STOLEN COMPUTER GIVES SOMEONE ACCESS T0:

The computer.

Credentials to log into all your sites.
Information about your financial
accounts.

Email and message history.

Files and projects you’ve worked on.



.

John Smith

ALWAYS REQUIRE A LOGIN PASSWORD

Prevent unauthorized access to your computer.



Screen saver

[Ribbon v Settings.. Preview

s
Wait: = minutele]On resume, display legon screen | A

=r management

e energy or maximize performance by adjusting display
- and other power settings.

-ettings

REQUIRE A PASSWORD TO RESUME FROM SLEEP

Keep your computer’s information safe when you’re away from it.



BACKUP YOUR IMPORTANT FLLES

Don’t lose hours of work if you lose your device.
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QUESTION |

Which of these does NOT need to be treated
as confidential information?

A. Customer List

B. Company Website

C. Business Process

D. Employee Information



QUESTION |

Which of these does NOT need to be treated
as confidential information?

A. Customer List

B. Company Website

C. Business Process

D. Employee Information

A company's website is not confidential
information.



QUESTION

True or False: It's recommended to use the
same password for all of your accounts so
it's easy to remember.



QUESTION

True or False: It's recommended to use the
same password for all of your accounts so
it's easy to remember.

False: You should always use a different
password for each account.



QUESTION 3

Which of the following is a common type of
malware?

A. Virus
B. Adware

C. Spyware
D. All of the above



QUESTION 3

Which of the following is a common type of
malware?

A. Virus
B. Adware

C. Spyware
D. All of the above

All of these are common types of malware.



QUESTION

True or False: A phishing scam downloads
malicious software on your computer.



QUESTION

True or False: A phishing scam downloads
malicious software on your computer.

False: A phishing scam is designed to trick
you into providing your confidential data to
steal money or information.



QUESTION 5

Which of the following is NOT something
you should do when backing up your data?

A. Make sure your files are saved off-site

B. Routinely verify backups

C. Copy and paste all your files to the desktop
D. Use automated backup software



QUESTION 5

Which of the following is NOT something
you should do when backing up your data?

A. Make sure your files are saved off-site
B. Routinely verify backups

C. Copy and paste all your files to the desktop
D. Use automated backup software

Copying and pasting your files to the
desktop is not a means of backup.



