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INDEPENDENT ACCOUNTANTS” REPORT
ON APPLYING AGREED UPON PROCEDURES

The Board of Education
Northport-East Northport Union Free School District

We have performed the procedures enumerated below, which were agreed to by the Northport-East
Northport Union Free School District (the “District™), solely to assist the District. This agreed upon
procedures engagerment was performed in accordance with standards established by the American Institute
of Certified Public Accountants. The sufficiency of these procedures is solely the responsibility of the
specified users of the report. Conseguently, we make no representation regarding the sutficiency of the
procedures described below either for the purpose for which this report has been requested or for any other
purpose.

We have updated our February 2020 Risk Assessment by performing certain internal andit procedures
pertaining to the time period starting February 1, 2020 through March 30, 2021, The updated Risk
Assessment and related internal audit plan concentrates on the following key internal control areas:

Security and Safety
Insurance / Risk Management

Purchasing and Related Expenditures
Facilities Maintenance
Capital Projects

s  Governance and Planning - Fixed Assels

*  [udget Development ¢ Food Serviee

*  Accounting and Reporting ®  Extra classroom Activity Fund
s Revenue and Cash Management *  Ipformation Systems

¢ Grants *  (yber Security

e Payroll ®  Student Data Management
s  Human Resources ®  Pupil Personnel] Services
¢ Renefiis &  Transporation

. L

a L]

a

Our engagemeni js limited in scope and will be confined to our agreed-upon procedures. We will not be
conducting an audit or review of the district’s financial statements and therefore we will not express an
opinion or any other form of assurance on them.

At the end of our engagement, we will present the results of applying the agreed-upon procedures in the
form of our findings in a report. Our accountants' report should be used only for the intent of the original
users of this teport and will include a statement indicating that had we performed additional procedures.
other matters might have come to our attention that would have been reported to you. As such, using this
report for anything other than the original intent of the agreed-upon procedures could mislead the readers.
You must notify us immediately if the original users of the report change.

Very truly vours,

Nawrocki Smith LLP
June 21, 2021

Nawrocki Smith LLP, Certified Public Accountamts & Business Consultants
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Northport-East Northport Union Free School District
Annual Risk Assessment Update

April 202}

RISK ASSESSMENT OVERVIEW

This Risk Assessment report provides a presentation of owr view of the school district’s risk pertaining to
its financial operations. 11 gives the District’s administration the information necessary to help optimize its
overall performance. The report identifies, expresses, and prioritizes the key program risks so that the
District’s administration can focus on these areas most eritical to its suceess. This analysisis used to define
the District’s risk profile. It will provide an overview of the risks facing the District’s operations.

In accordance with the laws of New York, 2005, Chapter 263, all school districts and BOCES were required

to establish an internal audit function no iater than July 1, 2006 and be in operation no later than December
31, 2006. This function sheuld include, at a minimuwm, development of a risk assessment of district

operations, including but not limited to:
e A review of financial policies. procedures, and practices,
s Anannual review and update of such risk assessment,
s Annual testing and evaluarion of ong or more areas of the Distriet’s internal controls.
e Preparation of reports which analyze significant risk assessment findings,

s Recommended changes for strengthening controls and reducing identified risk; and specifying time
frames for implementation of such recommendations.

Pursuant to Section 170.12 — Regulations of the Commissioner of Education — School District Financial
Accountability. each school district must prepare a corrective action plan, approved by the Board of
Education in response to findings to final reports issued by the internal auditor. This plan should include
expected dates of implementation and should be filed with the New York State Education Department.

INTERNAL AUDIT OBJECTIVES

The objectives of our engagement are as follows:

& Develop an understanding of the critical business processes of the District within each functional
arca.

» Identify and qualify risks based on the understanding of the business processes and stated business
rules.

¢ Identify stated controls that are currently in place 1o address those risks and ascertain if they are
aperating effectively.

«  Recommend improvements in ipternal conirols.

Nawracki Smith LLP, Certifted Public Accoumtants & Business Consultants
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Northport-East Northport Union Free School District
Annual Risk Assessment Update

April 2021

SCOPE AND METHODOLOGY

The Board of Education has engaged Nawrocki Smith as the District’s internal auditor, In compliance with
New York State Laws, we have performed an annual update to the District risk assessment with respect o
policies, procedures, and internal contyols pertaining to District operations. The procedures applicable 1o
the annual update of the District’s risk assessment were performed during the twelve months ending June
2020 and were carried oul in order 10 determine an internal audit plan for fiscal vear 2020/20271 and
thereafter. This risk assessment will be updated annually to reflect any changes in the curreni control
environment and the existing internal avdit plan.

Our risk assessment consisted of the following methodology:

Perform interviews of Administration and other appropriate personnel.
Document procedures within key Functional Areas.

Identify key controls and perforny audit tests of those controls,

Assess effectiveness of the key controls,

ldentification and review of organization structure.

Analysis of risks that are a threat to the achievement of objectives.
Create a risk profile and internal audit plan.

in addition to the above procedures, we have also evaluated and considered the following within our overall
risk assessment:

* & & 2 =

District policies and procedures.

Recent focus of State Comptroller Audits.
Board of Education/Audit Comimittee Meetings.
Materiality to Financial Staternents,

Changes in management or key personnel.
Financial reports provided to the Board.
External auditor management letters,

District corrective action plans.

Organizational chart and job descriptions.

INTERNAL AUDBIT COVID PANDEMIC CONSIDERATIONS

As Districts are challenged in camying out certain inlermal contrel procedures during the COVID pandemic,
our risk assessment included the following environmental considerations:

Has management’s risk tolerance increased allowing for a lower level of control effectiveness?
Have staff changes (reorganization, furloughs, and terminations) impacted controls. processes,
performance, and increased opportunities for potential frand?

Have segregation of duty conflicts been managed with changes in people and processes?

Has Management assessed the impact to key processes and controls including fechnology?

Has there been any material changes in internal control over financial reporting that will reguire
diselosure in the previous and upcoming audit report?

Nowrocki Smith LLP, Certified Public Accountants & Business Consuliants
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Northport-East Northport Union Free School District
Annual Risk Assessment Update
April 2021

INTERNAL AUDIT RISK ASSESSMENT UPDATE SUMMARY

We have analyzed twenty-one (21) Business Process areas within the District and have developed an
internal audit plan based upen our assessment of each area. Each of the twenty-one (21) Business Processes
contains multiple categories for which an extensive cycle analysis will be performed during the proposed
time period noted within the risk rating and internal audil plan. The plan as presented will be revised each
vear based upon the annual risk assessinent update and events/requests that cccur during the year which
impact the priority of future internal audit services,

The results of our initial risk assessment are swnmarized below and, in the tables, presented on pages 3
through 7. We have utilized a "Low,” "Moderate,” and “FHigh” control risk raling assessment scale of the
organization.

CURRENT YEAR RATINGS CHANGE FROM PRIOR YEAR
Rating 2019/2020 Category (¥} Count
High - 0.00% “High™ to “Law™ - 0%
Moderate 3 326% “High™ to "Muoderate™ - 0%
Low 89 vsrem "Moderate" to “Low™ L jon00%
Total 92 jap00% “Low™ 10 “Moderate™ - B0
“Moderate™ to “High™ - Y%
Total 1 jenoo%

Our Aprit 2021 risk assessment update contains one (1) recommendations, as follows:

Ratings S
Business Process Low Moderate  High Total Recﬂm_menﬂation[s!
Cybersecurity 1 - - 1 SRS IR
Total 1 N N i R 1 T T

The District has completed or taken action on the cight (8} prior risk assessment report recommendations
as follows:

Complete In-Process Not Started  Total
Recommendations 4 4 - g

We have summarized below areas we recommend the District to consider for the selection of two (2)
intensive cycle analyses to be performed during the fiscal year 2021/2022

Cvele Reviews: Ot i’(izﬂ)’z_'ozi Planned Internalm_zdn 'Ser_v_icg_s: S
o . Benefits Cycle «  External Audit Corrective Action Plan + Vendor Database Cycle Recommendations
. . Monitoring . . Follow-Up
s  Transportation i «  Other Internal Audit Services at the Request . & Annual Risk Assessment Update as of April
CCylle 0 oftheDistictBOE L 2021

Nawrocki Smith LLP, Certified Public Accountanis & Business Consgltants
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Narthperi-East Northport Union Free Schoo) District
Annual Risk Assessment Update
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RISK RATING AND INTERNAL AUDIT PEAN
v = [nternal Audit Services Provided X = Proposed Business Cycie Review
* = Business Cyele Review Complete T = Proposed Key Control Testing

C_nvernance and
Planning

© Budger 3
‘Development 4 _Budgel '\1011:10r1n5&12cp0rlllm

Accounting & 0 r 7k nanua} Aocmmtmg and Reper :né
-~ Reperting

3
L
L

falially

8§ Real Property Tax_
9 State Aid
10 Outof DIhIr]CI T umomRel
11 Use of Facilities
12 Donations o
13 Vending Machines
14 Cash Receipts y
15 Cash & Investmeni Management
16 Pemy Cash e
- 17 Bank Reconciliations
18 OnlineBanking
19 AccountsReceivable

NENEE S

' ‘Revenue and
Cash
Management

S e e e

Rrrrrr e e

ok

20 General Processing
. 21 Grant Application R
~Grants  © 22 Allowable Cosls&Expe_p_d_nureq_
S .23 Monitoring
.24 Reporting

H

po et e e
i e
it

' 25 Payroil Disbur%emmté _

- 26 Ovwertime Reporting o

 Payroll 27 Payroll Accounting & Reporting
© 0. .28 Payroll TaxFilings

.29 Payroll Reconciliation,

H

o
RN

-

- 30 Employment Requisition/Hiring
© ‘Human 31 Personnel Evaluation
"~ Resotrees - 32 Termination N _
33 Employee Attendanee

alalal

gt
i
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Northport-East Northport Union Free School District
Annual Risk Assessinent Update

April 2021

Risk Rating and Internal Audit Plan (Continued)
vV = loterral Audit Services Provided X = Proposed Business Cyele Review
%= Business Cvcle Review Complete T = Proposed Key Control Testing

) ]:llsztb}ht} B )
____3"; Benefit Ca]nu]atmns
36 Patient Protection & Affardablc Care - Act

37 Retiree Beneflts

38 ERSTRS

f d d ol o

39 PO System & Vendor Ddldbasa
Purchasing and 40 Purchasing Process
Related 41 _Paymem Processing
Expenditures 42 Employee Rumburscmems
.3 Credn Cards

2 e

44 Facilities Maintenance/
Facllities 45 Staff Supervision
Maintenapce 46 Preventive \fiamtenam,e
47 C oordmauon WJ[h Dutstdc VC]’]d{'ll'S

48 Consiructmn Planmng? & ’\r‘lomtormL____ L L '
Capital Projects 49 S Lo L
__________________ 50 Recordkeeping & _Rc_p_qrimg_.._._._._._ e Lok

| 51 Inventory/ Capitalization Poliey
Fixed Assets 52 Acquisition and Disposal .
S 53 Inventory Process & Recordkeeping

g
ol o

54 Sd]ts Cy dc and Systun S

: 55 Inventory and Purchasing
- Food Serviee 56 Free & Reduced Meals

C ; - 57 Ft,dt.rai dl‘ld Sldlc Rumbursemem

e

- 59 'thcraIComrols e
Extraclassroom 60 Revenue )

Activity Fand 61 Expendiwres -
' 62 Reporting

Nawrockf Smith LLP, Certified Public Acconntants & Business Consultants
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Northpert-East Northpert Union Free Schoel District

Annual Risk Assessment Update
April 2021

Risk Rating and Internal Audit Plan (Continued)
v = Internal Audit Services Provided X = Proposed Business Cycle Review
*:= Business Cvele Review Complete T = Proposed Key Control Testing

. Governance Lx
: Inventory R P S,
. Information 5 Nelwork Su.um) L *
© System Application Security L%
C ]’hysica! Security L B
_________________________________________________ L. . *x_
69 General Controls L
: . . M Information & Asset b;curny L
 Cybersecwndty gy Vuinerabiity Assessment L
72 1nc1dcnt Response & Recover}/ L
- | _Régiswalidn &Enrolmemt L
Student Data L
Management _ e L
76 ...5!H_@f:f_?..t...E.J.!é.l_l.?_.'.l_l._i}.’.. e B TR
7? Budgt_tmg and Plﬁnning L N * _
Pupil Personnel 78 STAC Reimbursement L *x
C Bervices . 79 Medicaid Reimbursement N P B
80 RFPand Contracts L Kk
81 ]:]L,ﬂ'],wemgry_ and Majntcna_n_cé S . L . )L
. §2 Bus Routing and Planning L X
Transportation =~ 83 Labor and Supervision L X
o . 84 Coniruct Management L X
85 Federal and State Reimbursement. L X
ce 86 Plan Development & Strategy L X
. Bafety & 87 Building Access & Security System L X
© ~Security 88 Compliance and Incident Reportmg I " X
89 Safety & Security Monitoring L X
Insurance / Risk 20 L General _ L .3
Management 91 Policy \4anagement . :_L_ X
92 Claims Reperting L X

Inherent Risk - Inherent risk pertains to the averall school district indusiry. Inherent risk is the risk of a
material misstatement may occur assuming the absence of internal controls.

Contrel Risk - Control risk pertains specifically to the Northport- East Northport Union Free School
District. Contro) risk is the risk that a material misstatemeni will not be detected and corrected by
Management’s internal controls on a timely basis.

Nawrocki Smith LLP, Certified Public Accountants & Buasiness Consultamnts
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Northport-East Northport Upion Free School District
Annual Risk Assessment Update

April 2021

RISK ASSESSMENT OBSERVATIONS AND RECOMMENDATIONS

Current Year Observations and Recommendations

Cybersecurity

1. Although the Information Technology Department provides formal training regarding
cybersecurity, phishing email, social engineering, protecting personally identifiable
information, and social media guidelines and related risks, it has not developed interactive
training measures to assess its effectiveness and identify the need for retraining,

7 The Information Technology Department should establish interactive truining procedures
to assess how District employees respond to phishing or social engineering attacks. In the
event that an employee does not comply with District procedures they should receive
additional fraining 1o assist in the safeguarding of District and persenally fdentifiable
information. District employees should be scheduled to receive such training at regular
intervals,

Status of Prior Year Recommendations

We have performed follow-up internal audit services applicable to our previously issued risk assessment
update report dated February 2020, The services we performed included observing and evaluating the
implementation status of the District’s action plan in respect to owr prior risk assessment recommendations.
The February 2020 risk assessmenlt update identified eight (8) recormmendations within four (4} distinct
areas. The District has completed or taken action on the eight (8) recommendations as follows:

Business Process Complete In-Process Not Started Total
Human Resources - ) - 1
Food Service 2 - - 2.
Exiraclassroom Activity Fund - 2 - 2
Pupi] Personnel Services 2 ] - 3
Total 4 4 - 8

Human Resources

# The Human Resource Department should consider implementing an exit checklist when an employee
is terminated or leaves the District. The District should also utilize the exit checklist to document that
all property in the custody of the employee including, but not limited to laptops, badges, keys, cell
phone, ete. has been retwmned. The exit checklist will provide support that proper procedures are
followed when employees are terminated.

Status at April 2021: In-Process

Nawrocki Smith LLP, Certified Public Accountuanty & Business Constiltants
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Northport-East Northport Union Free Schogl District
Annuoal Risk Assessment Lpdate

April 2021

! Food Service

In addition 10 the existing policies, documented procedures, and forms, the Food Service Depariment
should formalize documented puidelines regarding monitoring dietary requirements, monitoring of
pariicipation and profitability. inventory processes, free and reduced meal application process, federal
and state aid reimbursement process, and sales and cash management. The documented procedures
should be reviewed and updated annually to maintain relevance and reflect regular changes in the
Tacilities environment, The narratives attached to the Food Services internal andit report should serve
as supplemental enclosures to the Districet’s docwnented procedures,

Status at April 2021: Complete

The District should consider exploring the full capabilities of the food service management software
and implement a perpetyal inventory system. A perpetual inventory system would allow the Distriet to
immediately identify inventory items that are running low and allow the District to investigate any

discrepancies when a physical inventory is performed.

Statug at April 2021: Complete

Extraclassroom Activity Fund

The Board of Education should review the necessity of each club and eliminate any unnecessary and
inactive clubs. (Those for which there has been no financial and operational activity during the prior
two (2) fiscal periods). According to the Board of Educaiion Policy. disposing offre-allocating of
remaining funds from a Club that no longer operates should be done in a consistent manner for each
occurrence.

Status at April 2021: In-Process
The District should consider having it internal auditors conduct a cycle audit to address the following:

o Review and update, where needed, the District’s Exiraclassroom training. guidance and

procedures handbook issued to ali employees involved with Extraclassroom Activities.

Review the process of fundraising. deposits, dishursemenis, sales tax, and accounting

procedures.

o Assess student involvement and attendance, oversight of District approved club charters,
active and inactive club activity, and job duties/functions related to employee stipends.

o

Status at Aprit 2021: In-Process

Nawrockl Smith LLP, Certified Public Accounrants & Business Consultants
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Northperi-East Nerthport Union Free School District

Annual Risk Assessment Lipdate
April 2021

Pupil Personne] Services

# The Special Education Department should formalize documented guidelines regarding the STAC
application processing. expenditure accounting, recordkeeping, state reporting, and review of year-end
reimbursements, Procedures should be periodically reviewed to ensure that responsibilities are
adequately performed at the District and comply with New York State Education regulations. The
narratives and {lowcharts attached to the Special Education internal audit repon should serve as
supplemental enclosures to the District’s documnented procedures.

Status at April 2021: Complete

» The Special Education Department should evaluate the user permissions currently assigned to each
user, develop a process to verify that individual user access needs are compatible with the rights of the
assipned groups. and update the permissions or groups as needed. This will ensure that individuals are
assigned only those access rights needed to perform their job duties and will mimimize the risk of
unauthorized student enrollment or grade changes being made,
Status at April 2021; In-Process

» The caleulation of service costs should be reviewed by sameone other than the preparer. This review
should incJude verification of each figure to the source documentation. Both the preparer and the
reviewer should document their work on the calculation worksheet by initial or signing. This will
enhance the accuracy of the District’s STAC reimbursement process.
Status at April 2021: Complete

EXHIBITS

Exhibit ! History of Internal Audit Reports lssued

Nawracki Smith LLP, Certified Public Accountants & Business Consultants
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Northport-East Nerthport Linion Free School District
History of Internal Audit Reports Issned

@ = Risk Assessment Complete % = Business Cycle Review Complete
¥ = Limited Testing on Business Process Provided € = Special Request Services Provided

Risk Assessment RiskAsscssment @ @ & @

Governance and _(Jovemance I:nwronment
Planning Control Environment ’Pohcu.s & Pr{JL

- Budget Buodget Developmem
_Development  Budget Monitoring & Reporting
.............. I-"_in"eg_r;_ciai‘Accounting and Reporting
External/Internal/Claims Auditing - C
Fund Balance Management o K

Accounting &
" Reporting

el ?i'operty T : | * .
e ALy *
'_:Out of District Tmllunx’Re]mb Exp. o *
Useof Facilies X
Donations o X
Revenue and Cash ___‘:{’ending Machines *

‘Management  Cash Receipts
. : :__Cash & Investment Management
‘Bank Reconciliations -
”_Onlmt: Banking o
\ ceotints Recuvab}e

*
3
i

nmdénera'] Processing
‘Grant Application

N _Grat_;ts . Allowable Costs & I:xpendltures
s " Monitoring

CReporing

Paym]] Dleursemems ” _' |
B 'Overtime Reporting
" Payroll :Pavmil Accoum]m! &\"Ru.,pomng
SO0 Payroll Tax Filings
.qu roll Reconciliation

Nawrocki Smith LLP, Certified Public Accounrants & Business Consultants



Northpori-East Northport Einion Free School District
History of Internal Audit Reports Issued

© = Risk Assessment Complete % = Business Cyele Review Complete
¥ = Limited Testing on Business Process Provided 4 = Special Request Serviees Provided

S e

Employment Requisition/Hicing

Personnel Eleua\twn

Human Resources :
. Termination

Employ.:e Ancndance ”

. E]]g]bl ity o
Beneﬁt CaiCUIaUOnb ........... e e e e e e .
Benefits __Patlem Protection &Aﬂ"{:rdable Care Act - .: o -

PO System & Vendor Daiabase

Purchasingand  Purchasing Process

Related Payment Processing e
Expenditures ﬁmpidyeé Réimb'ﬁrsemt:n_t_s_ o ' L

- Facilities Maint. & Work Order Proc, .
. Facilities Custodial { Ovemme& Training

Maintenance  Preventive Maintenance S
- Ce oordmatmn w1th Dutstde Vendors o

' fonsxmcuon P]armms_ & Moniloring
Capital Projects __Cap;tal Project T undma & Payments
" Recordkeeping & Reporting

*Inventory/ Capitalization Policy
Fixed Assets  Acquisition and Disposal e
" Invemory Process & Recordkeeping

mbales Cyele and Systemy
: Inventory 2 a“d P“’Lham?& ...... o | |
- Food Service  Free & Reduced Meals
T IchuaI and State Reimbursemem
Fmanma} Repor[m;:, & Monitering
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Northport-East Northport Union Free School District

¢ = Risk Assessment Complete
¥ = Limited Testing on Business Process Provided

History of Internal Audit Reporis Issued

* = Business Cycle Review Complete
€ = Special Request Services Provided

Extraclassroom
Activity Fund

Cyhersecurity

- Stodent Data
Management

Pupil Personnel
Bervices

Geseral Controls . ...

% Information System

 Incident Response & Recovery

 Student Eligibility

~ Budgeting and Planning

.. RFPand Contracts
. :._i‘".lccl Iaventory and Mﬁintenang? )
Transportation

_ Federal and Sue Rejmbursement

Revenue

. Expenditures
... Reporting

Govemance x
Inventory i
Network Security x
Application Security x o .
Physical Security *

_ Disaster Recovery ko
General Controls R o
Information & Asset Securiy .

Vulnerability Assessment

Student Aendance
Student Performance

STAC Reimbursement
Medicaid Reimbursement

Ak

Bus Routing and Planning —
_Labor and Supervision S

. Contract Management
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Northport-East Northpoert Union Free Schoo! District
History of Internal Audit Reporis Issued

@ = Risk Assessment Complete % = Business Cycle Review Complete
v = Limited Testing on Business Process Provided @ =Special Request Services Provided

Plan Development & Strategy
Building Access & Seeurity System o
Compliance and Incident Reporting

 Safety & Sccurity Monitoring

Safety & Security

Abtu_ﬂr_v & Underwriting

* Insurance / Risk . )
M ent  Folicy Management
AHRREIERY  Claims Reporting
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