POLICY 404.1 12/18/2023
NRHEG PUBLIC SCHOOLS #2168
POLICY GOVERNING
FINGERPRINT-BASED CRIMINAL HISTORY RECORD INFORMATION (CHRI) CHECKS MADE FOR NON-
CRIMINAL JUSTICE PURPOSES

This policy is applicable to any fingerprint-based state and national criminal history record check made
for non-criminal justice purposes and requested under applicable federal authority and/or state statute
authorizing such checks for licensing or employment purposes. Where such checks are allowable by law,
the following practices and procedures will be followed.

I. Requesting CHRI checks

Fingerprint-based CHRI checks will only be conducted as authorized by the FBI and Minnesota Bureau of
Criminal Apprehension (BCA), in accordance with all applicable state and federal rules and regulations. If
an applicant or employee is required to submit to a fingerprint-based state and national criminal history
record check, he/she shall be informed of this requirement and instructed on how to comply with the
law. Such instruction will include information on the procedure for submitting fingerprints. In addition,
the applicant or employee will be provided with all information needed to successfully register for a
fingerprinting appointment.

NRHEG PUBLIC SCHOOLS #2168 has the authority, under Minnesota State Statute National Child
Protection Act/Volunteers for Children Act (NCPA/VCA), formerly known as 299C.60-64, to conduct
fingerprint-based criminal history background checks. After the initial determination for employment or
licensing is made, CHRI shall not be reused for any other purpose.

1. Access to CHRI

All CHRI is subject to strict state and federal rules and regulations. CHRI cannot be shared with other
entities for any purpose, including subsequent hiring determinations. All receiving entities are subject
to audit by the BCA and the FBI, and failure to comply with such rules and regulations could lead to
sanctions. Furthermore, an entity can be charged with federal and state crimes for the willful,
unauthorized disclosure of CHRI.

lll. Storage of CHRI

CHRI shall only be stored for extended periods of time when needed for the integrity and/or utility of an
individual’s personnel file. Administrative, technical, and physical safeguards, which are in compliance
with the most recent FBI security Policy, have been implemented to ensure the security and
confidentiality of CHRI. Each individual involved in the handling of CHRI is to familiarize himself/herself
with these safeguards.



In addition to the above, each individual involved in the handling of CHRI will strictly adhere to the
policy on the storage and destruction of CHRI.

IV. Retention of CHRI

Federal law prohibits the repurposing or dissemination of CHRI beyond its initial requested purpose.
Once an individual’s CHRI is received, it will be securely retained in internal agency documents for
the following purposes only:

e Historical reference and/or comparison with future CHRI requests
e Dispute of the accuracy of the record
e Evidence for any subsequent proceedings based on information contained in the CHRI.

CHRI will be kept for the above purposes in:

e Hard copy form in personnel files located in the locked filing cabinet located in the locked filing
room
o CHRI will be retained for a minimum of three (3) years. At the end of this term, the
CHRI will be disposed of according to the Disposal of Physical Media policy.

V. CHRI Training

An informed review of a criminal record requires training. Accordingly, all personnel authorized to
receive and/or review CHRI at NRHEG PUBLIC SCHOOLS #2168 will review and become familiar with the
educational and relevant training materials regarding CHRI laws and regulations made available by the
appropriate agencies.

In addition to the above, all personnel authorized to receive and/or review CHRI must undergo
Security Awareness Training on an annual basis. This training will be accomplished using the training
materials made available by the BCA.

VI. Adverse Decisions Based on CHRI

If inclined to make an adverse decision based on an individual’s CHRI, NRHEG PUBLIC SCHOOLS #2168
will take the following steps prior to making a final adverse determination:

e Provide the individual the opportunity to complete or challenge the accuracy of his/her
CHRI; and



Provide the individual with information on the process for updating, changing, or correcting

CHRI.

A final adverse decision based on an individual’s CHRI will not be made until the individual has been

afforded a reasonable time to correct or complete the CHRI.

VII. Point of Contact and Authorized Recipient Security O cer

Each NCJA receiving CHRI is required to designate a Point of Contact (POC) and an Authorized
Recipient Security Officer (ARSO). An individual designated as the POC and the ARSO is:

III

An individual who will be considered part of the NCJA’s “authorized personnel” group.
An individual that has completed a fingerprint-based background check and found appropriate
to have access to CHRI.

An employee directly involved in evaluating an individual’s qualifications for employment or

assignment.

The NRHEG PUBLIC SCHOOLS #2168 POC is the Administrative Assistant to the Superintendent. The POC is
responsible for the following:

Being the main point of contact between NRHEG PUBLIC SCHOOLS #2168 and the MN
BCA who will function as a liaison between MN BCA Training and Auditing.

Maintaining knowledge of NRHEG PUBLIC SCHOOLS #2168 retrieval, dissemination,
storage and destruction of CHRI.

Ensuring that CHRI is only used for authorized purposes, that all safeguards in place are
followed and that CHRI is not being improperly disseminated.

Maintaining a list of personnel who are authorized to access CHRI.

The NRHEG PUBLIC SCHOOLS #2168 ARSO is Administrative Assistant to the Superintendent. The ARSO is
responsible for the following:

Identifying who is using or accessing CHRI and/or systems with access to CHRI.
Ensuring that personnel security screening procedures are being followed as stated in this

policy.
Ensuring the approved and appropriate security measures are in place and working as expected.

When changes in the POC and ARSO occur, NRHEG PUBLIC SCHOOLS #2168 shall complete and return
a new agreement and a Non-Criminal Justice Agency Point of Contact Notification form. The most
current copy of the agreements will be maintained on file indefinitely by NRHEG PUBLIC SCHOOLS

#2168.



XI. Media Protection

All media containing CHRI is to be protected and secured at all times. The following is established and
to be implemented to ensure the appropriate security, handling, transporting, and storing of CHRI
media in all its forms.

Media Storage and Access

Physical CHRI media shall be securely stored within physically secured locations or controlled areas.
Access to such media is restricted to authorized personnel only and shall be secured at all times when
not in use or under the supervision of an authorized individual.

Physical CHRI media:

e |sto be stored within employee records when feasible or by itself when necessary.
e Is to be maintained within a lockable filing cabinet, drawer, closet, office, safe, vault, or other
secure container.

Disposal of Physical Media

Once physical CHRI media (paper/hard copies) is determined to be no longer needed by NRHEG
PUBLIC SCHOOLS #2168, it shall be destroyed and disposed of appropriately. Physical CHRI media
shall be destroyed by shredding, cross-cut shredding, or incineration. NRHEG PUBLIC SCHOOLS #2168
will ensure such destruction is witnessed or carried out by authorized personnel:

e The ARSO shall witness or conduct disposal.

® Cross-cut shredding will be the method of destruction used by NRHEG PUBLIC SCHOOLS
#2168 school year (May/June).

X. Incident and Disciplinary Response

Access to, and dissemination of, CHRI is governed by state and federal laws. The security of
information and systems in general, and of CHRI in particular, is a top priority for

NRHEG PUBLIC SCHOOLS #2168. Therefore, we have established appropriate operational incident
handling procedures for instances of an information security breach. It is each individual’s
responsibility to adhere to established security guidelines and policies and to be attentive to
situations and incidents which pose risks to security. Furthermore, it is each individual’s
responsibility to immediately report potential or actual security incidents to



minimize any breach of security or loss of information. The following security incident handling
procedures must be followed by each individual:

e Allincidents will be reported directly to the ARSO.

e If any records were stolen, the incident will also be reported to appropriate authorities.

® Once the cause of the breach has been determined, disciplinary measures will be taken in
accordance with the disciplinary policy.

In addition to the above, the ARSO shall report all security-related incidents to the BCA within 24 hours.

All agency personnel with access to FBl and/or BCA CHRI have a duty to protect the system and related
systems from physical and environmental damage and are responsible for correct use, operation, care
and maintenance of the information. All existing laws and

NRHEG PUBLIC SCHOOLS #2168 regulations and policies apply, including those that may apply to
personal conduct. Misuse or failure to secure any information resources may result in temporary or
permanent restriction of all privileges up to employment termination.



