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in protecting student data!



APPLICABLE FEDERAL 
REGULATIONS

• FERPA – right of parent or student over 18 years of age to consent to the disclosure 
of personally identifiable information

• PPRA – affords parents of elementary and secondary students certain rights 
regarding the conduct of surveys, collection and use of information for marketing 
purposes, and certain physical exams

• COPPA – protects children under 13 years of age from disclosing personal 
information:
• First and last name
• Address
• Screen or user name that functions as online contact information
• Telephone number
• Persistent identifier
• Photograph, video, or audio file containing child’s image or voice
• Geolocation
• Combination of information to identify child or parent



FCS BOARD POLICY - JR

• Directory Information - July 1, 2018
o student's name
o student’s address
o student’s photograph;
o student’s grade level;
o student's date of birth;
o student's participation in official clubs and sports;
o weight and height of student if he or she is a member of an athletic team
o dates of attendance at Forsyth County Schools;
o degrees, honors and awards received during the time enrolled in Forsyth County 

School System; and 
o major field of study, enrollment status, and the most recent educational agency 

or institution attended.
o Parent email with permission for school pictures, yearbook sales, and graduation 

marketing



PARENT CONSENT 
FOR BOARD POLICY –

AT BEGINNING OF 
THE SCHOOL YEAR



SCHOOL OFFICIAL EXCEPTION

• 4 qualifications must be met when schools want to share student information
beyond directory information:

1. Connected to state curriculum or an educational function/job
2. Meets security standards
3. Protected student information is NOT collected
4. At the end of contract or school year, we make sure student data is deleted.



WHAT APPS AND WEBSITES ARE FERPA SAFE? 
WHAT APPS NEED ADDITIONAL PARENT PERMISSION?



EDUCATION FRAMEWORK



CHECKING SCHOOL BASED APPS



EXAMPLE #2



PARENT PERMISSION



MEMORANDUM OF 
UNDERSTANDING (MOU)

• When contracting with a vendor to provide a service, you can use a MOU.
• Conditions:

• Students are not putting in information into a web-based application.
• Student information is being transferred from FCS to a vendor for the purpose of 

executing a school based service.

• Examples:
• Yearbook companies
• My Payments Plus
• Multi-criteria assessments for program qualifications



SUMMARY

• Check Education Framework when assessing new web-based resources for 
students.

• Help schools remember to check their self selected web-based resources.
• Are we supporting making solid choices for supporting curriculum?



RESOURCES

• https://studentprivacy.ed.gov/
• https://www.ftc.gov/tips-advice/business-center/privacy-and-

security/children%27s-privacy
• http://www.cosn.org/about/news/cosn-issues-k-12-privacy-toolkit-school-

leaders
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