STUDENT PRIVACY

August 2, 2018







APPLICABLE FEDERAL
REGULATIONS

« FERPA —right of parent or student over 18 years of age to consent to the disclosure
of personadlly identifiable information

* PPRA - affords parents of elementary and secondary students certain rights
regarding the conduct of surveys, collection and use of information for marketing
purposes, and certain physical exams

« COPPA - protects children under 13 years of age from disclosing personal
information:
 First and last name
Address
Screen or user name that functions as online contact information
Telephone number
Persistent identifier
Photograph, video, or audio file containing child’s image or voice
Geolocation
Combination of information to identify child or parent




FCS BOARD POLICY - JR

 Directory Information - July 1, 2018

o student's name

o student’s address

o student’s photograph;

o student’s grade level,

o student's date of birth;

o student's participation in official clubs and sports;

o weight and height of student if he or she is a member of an athlefic team

o dates of attendance at Forsyth County Schools;

o degrees, honors and awards received during the time enrolled in Forsyth County
School System; and

o major field of study, enrollment status, and the most recent educational agency
or institution attended.

o Parent email with permission for school pictures, yearbook sales, and graduatfion
marketing
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SCHOOL OFFICIAL EXCEPTION

« 4 qualifications must be met when schools want to share student information
beyond directory information:

Connected to state curriculum or an educational function/job

Meets security standards

Protected student information is NOT collected

At the end of contract or school year, we make sure student data is deleted.
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WHAT APPS AND WEBSITES ARE FERPA SAFE<¢
WHAT APPS NEED ADDITIONAL PARENT PERMISSIONZ?
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Search for Operator

(& . ;
|=J Enter operator name to Dggin search:
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Click on cperator name to view privacy policy details:
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Privacy Quality Detail
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View Privacy Polic
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View Terms of Use Policy / End User License Agresment @
View Types of Data Used . :[I-ﬂl:)r{}werﬂen13

if parents have agreed that the school may act as the parents

agent in the consent process, the school may grant consent an

behalf of parents for this app. However, the privacy score
indicates there are other risks associated with this app.

Improvements requested from vendor for Myon on 6/13/2018

Request Contract « Policy does not state that parents can request deletion of
student data.

« Policy does not state that student data is encrypted in transit or

Reguest improvements from vendor

Privacy policy is posted at rest.
« Faolicy does not state that data is retained only for education
Data used for school purposes only
purposes.

Parents can request deletion of data

Parents cannot delete data via online form
Student data transfer encrypted
Regular data backups are running

' & Data retention not for school purposes
" only

Student data is securely protected
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(Insert School Letterhead)

Dear Parent(s),

Char class would hike to use (Type Website Name £], an online learming tool that students will use to
(Describe Website Purpose Here). In order for students to use this program/service, cenan personal
information must be provided to the web site operator. Several laws and policies direct our notification to
parents and help protect our students online;

Children’s Internet Protection Act (CIPA): The school 15 required by CIPA 1o have technology measures and
policies mn place that protect students from harmful matenals mcluding those that are obscene and pornographic
Any harmful content contanad within inappropriate sites will be blacked.

hitp:/ffee. govicgb/consumerfacts/cipa html

Children’s Omline Privacy Protection Act (COPPA): COPPA applies to commercial companies and limits
their abality to collect personal information from children under 13vears of age. No personal student information
15 collected for commercial purposes

http:awnw fic_govi/pnivacy‘coppafags shtm

Family Educational Rights and Privacy Act (FERPA): FERPA protects the prnivacy of student education
records and gives parents the nght to review records. Under FEPRA, schools may disclose directory
information in certain circumstances

hitp:warw 2 ed gov/policy/gen/gind/ fpeo/ ferpa

Forsyth County Schools Board Policies:

Policy JR - Student Records

https://simbli eboardsolutions com/ePolicyv/policy aspx TPC=IR & Sch=-1069& S=1069& C=]&RevNo=1 B4&T=A
& Z=P&St=ADOPTEDE PG=60&SN=true

Policy - IFBGE Internet Safety:

hitps://simbli eboardsolutions. com/ePolicy/policy aspx TPC=IFBGE &Sch=40694 5=4069& C=1&RevNo=1 42&
T=A&Z=PESt=ADOPTED&EPG=6&SN=true

In some cases, schools are permitted to consent to the collection of personal information on behalf of parents of
students, thereby eliminating the need for mdividual parental consent given directly to the web site operator
However, for this website parsnt permission 15 needad. As a result, Forsvth County Schools ts providing vou
with this notice to provide the nesdad parent permission.

Please take a moment to look at the website we will be using: (Paste Website URL Here), as well as the
website’s Terms of Agreement and Prnivacy Policy which describe what personal information the site collects

(Paste link to Website’s Privacy Policy and Terms of Agreement Here].

After reviewing this information, please decide whether or not to provide vour student with permission to
uhhzed this web-based tool by completing the last page and returning it to vour child’s teacher. If vou have any

questions, please fasl frae to contact, (Insert the teacher’s name and contact information).

Sinceraly,

Web App Parcot Permission Slip

[ have read the micrmation provaded regasding the use of (Tipe Website ¥ ame Here) o my child's school

YES, | gave permmsswon for my chold v wse (Dype Website Name Hepe) to enhance hav'her learnmg

CXPETIENCE

N0, T do oot grve pemuission 1o use (Type Website Name Here) to enhance hisher learnmg expenence

sStadeni Name (Please Pront) Teacher s Mame

Student Signatare

ParentGuardian Signature

Chage
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« When contracting with a vendor to provide a service, you can use a MOU.

 Conditions:

« Students are not putting in information into a web-based application.
« Student information is being transferred from FCS to a vendor for the purpose of

execufing a school based service.

« Examples:
* Yearbook companies
« My Payments Plus
» Multi-criteria assessments for program qualifications



SUMMARY

« Check Education Framework when assessing new web-based resources for
stfudents.

« Help schools remember to check their self selected web-based resources.
« Are we supporting making solid choices for supporting curriculum?@



RESOURCES

« https://studentprivacy.ed.gov/

* https://www.ftc.gov/tips-advice/business-center/privacy-and-
security/children%27s-privacy

* http://www.cosn.org/about/news/cosn-issues-k-12-privacy-toolkit-school-
leaders
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