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Chapter 16

Today’s Challenges:
Security vs. Liberty,
Cyber Crime, and

White-Collar Crime




Learning Objective 1

e Summarize the three federal laws that have
been particularly influential on our nation’s
counterterrorism strategies.
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Security vs. Liberty

* National security and privacy

— Congress passed the Foreign Intelligence Surveillance
Act (FISA) in 1978.

— The Antiterrorism and Effective Death Penalty Act
(AEDPA) hampers terrorist organizations by cutting off
their funding.

— The Patriot Act
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Security vs. Liberty

= Sochion 201: Enables government agents to wiretap the communications of any persons
suspected of tammorism or the dissamination of chemical weapons,

s Spchion 204: Makes it easiar for gowarnmaent agants to gat a warrant 1o search stored e-mad
communications hald by Internet Senvica Providars 1SPs).

s Spction 2068: The “noving wiretap”™ provision removes the requiremant that govermment aganis
specify the particular places or things to ba saarchad when obtaining warranis for surveillance of
suspected temorists.

s Sachion 210 Gives governmeant agents enfancad authomty to access the duration and timing of
phone calis, along with phona numbers and cradit cards used to pay for cell phone sanvice,

s Spcfion 213 The "sneak and paak” provision removes the requirament that govermment agants
gave notice to a targat whan they have ssarched her or his proparty.®

» Sechion 214 Removes the requirement that government agants prove that the subject of a FISA
saarch, discussed earier in the section, is actually the "agent of a foreign power.”

s Sachon 215 The “business records” prosison parmits govermment agents to access "business

records, medical records, educational records and library records” without showing probablo
cause of wrongdoing if the invastigation is elated to termorism activitias
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Learning Objective 2

* Explain why private expectations are so
important to the federal government’s
metadata surveillance operations.
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Security vs. Liberty

* Revelation that NSA had been monitoring cell
phone and Internet activity of about 113
Americans without probable cause or a warrant
from the FISA court

— Government agents can search and seize, without a
warrant, information voluntarily disclosed to third

parties.

— Smith v. Maryland (1979) held that a defendant had no
expectation of privacy when he voluntarily turned over
phone numbers to a third party.
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Learning Objective 3

* Distinguish verbal threats that are protected by
the Constitution from verbal threats that can
be prosecuted as “true threats.”
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Security vs. Liberty

* True threat law

— In Virginia v. Black (2003), the Supreme Court held that
the act of burning a cross was not enough to constitute
a crime, and that the state must also prove that the act
was done to place a specific victim “in fear of bodily

harm or death.”

* Finding and capturing “known wolves”

© 2017 Cengage Learning. All rights reserved.



Learning Objective 4

e QOutline the three major reasons why the
Internet is conducive to the dissemination of
child pornography.

“You krot, you can dp (1S PSP g easuly enfine,”

P. C. Vey/The New Yorker Collection/Cartoonbank.com
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Cyber Crime

* Cyber crime is any criminal activity occurring
via a computer in the virtual community of the
Internet.

* Child pornography
— Speed
— Security
— Anonymity
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Cyber Crime

* Cyberattack: attempt to damage or disrupt
computer systems or electronic networks
operated by computers

— Infrastructure security
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Cyber Crime

e Cyber fraud

— Theft of personal information

e Cyber theft
— |ldentity theft
— Phishing
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Cyber Crime
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FIGURE 16.2 The Costs of Cyber Crime
Aftar poling adults in twenty-four countmss,
inclieding the United Siates, ressarchers associated
wiith the American securty software company
Symantec esimated that more than 1.5 milkon
comipuiar users worldwide are victims of cyber
crime each day. As the graph balow shows,

B3 parcant of the financial costs essociated
wiith-cyber cnime are the result of fraud, thedt,

o commiputer repairs mads necessary by the
wrongdoing.




Cyber Crime

* Cyberstalking

— Harassing a person through the Internet and putting
that person in reasonable fear for his or her safety

e Cyberbullying

— Willful and repeated emotional harm inflicted through
electronic devices
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Learning Objective 5

* Describe the three following forms of malware:
a) botnets b) worms and (c) viruses.
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Cyber Crime

* Hacker
— Person who breaks into another person’s computer

 Malware
— Any program that is harmful to a computer or computer user

* Botnets

— Networks of computers that have been appropriated by hackers
without the knowledge of their owners

 Worms

— A program that is capable of reproducing itself as it spreads from
one computer to the next

 \iruses

— Able to reproduce itself, but must be attached to an infested host
file in order to travel
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Learning Objective 6

* Explain how the Internet has contributed to
piracy of intellectual property.
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Cyber Crime

* Pirating intellectual property

— Intellectual property is the products that result from
intellectual, creative processes

— Includes piracy of books, films, music, and software
— An estimated 43% of all software is pirated
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Cyber Crime

* Cyber forensics

— Officers cannot put yellow tape around the computer
screen or dust the Web site.

— Digital evidence is stored or transmitted by an
electronic device.

* Cyber sleuthing

— Tools to bypass technology employed by cyber
criminals

— Jurisdictional challenges
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Learning Objective 7

* Indicate some of the ways that white-collar
crime is different from violent or property
crime.

Embezzlamant
Emberdement is 8 form of
empioyes freud in which an

Sacurities Fraud
Securities fraud covers ilegal
achivity inthe stock market.

Consumer Fraud
Thia term covers 8 wida
vanaty of activitiss designed o
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[such as stesing tham from the
Intermeat) and weing the numbers
for personal gain. Check fraud
ncdudes wiiting checks that

am not coversd by bank funds,
fongineg- checka, and stealing
treveler's chacks:

Mail and Wire Fraud

This umbealla term covars all
echemes that involva tha use
of mail, redio, tslevision, tha
Infemeat, or a telephons fo
mitenticnally deceein a
business environmesnt.

Also known a8 mifusncs
peddling, bribery oocurs in the
business world when somebody
within & company or governmsnt
sofis influancs, power, o
information o & person cutside
the company or govarnment
who can benshit. A county
afficial, for exampls, could gve 8
congtruchion comparny 8 lucrafve
county contract to build 2 new
il In meturm, the conatruction
company would give some of the
proceads, known &= 8 dickhack,
to the officisl

0P o o, DAY A

an impury in onder to recae
payments from a woekers'
compenzation pragram, fior
awampls, i3 2 form of insurance
frad.




White-Collar Crime

e What is white-collar crime?

— Covers a broad range of illegal acts involving “lying,
cheating, or stealing”

— Not an official category of criminal behavior

* Different techniques

— Have legal access to the place the crime occurs
— Are spatially separated from the victim
— Behave in a manner that is superficially legitimate
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White-Collar Crime

 Three main techniques of white-collar
criminals to commit crime
— Deception
— Abuse of trust
— Concealment and conspiracy

e Victims of white-collar crime:

— Sometimes the victims are obvious; in other instances
however, they are a little more difficult to define.

— Can be one person, multiple people, society, or the
environment
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Learning Objective 8




Corporate Violence

* Corporate violence

— Physical harm to individuals or the environment that

occurs as the result of corporate policies or decision
making

* Administrative laws attempt to control the
actions of these corporations.

 The U.S. Department of Justice is often given
responsibility for prosecution.
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