This Agreement will be posted on the CPS website.
SOETWARE AND SERWICES AGREEMENT

BLACKBEOARD CONNECT, INC.
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CRFPT) No. 12250027 =oliciing s interesied in providing inderactive:
voice response and out cEaling sefvices to the Board;

B. Vendor responded to fhe aforesnentioned RFP by subsiting a
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requisite knowlodge, skill, sxpesience and resources pecessary o
perform such sefvices, Vendor was subsonuently selecied 83 a prowder
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and
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Board, and the Board desires th puvchase or kcense the software: and
sopport senices pursiant to Be tesms and conditions of this Agresment.

ROW, THEREFORE, in considsation of the formgoing and the muluak
mwmmmmmum

tals: The melters recited above are hesely
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2. Definitiony:

A "Documentation” meons any and all operator’s and users
mamals, tainmg weleviols, gudes, commentary, and other
materiaks for usa i conjunclion with Be: Softwore.  The Board shall have
the right, as part of the hoense grasied horel, 1 make 35 many
rddilional copiey of the Documentation as it may deem necessary.

B. “Soltwars” means the solbware-as-a-sefvice identiied in Exhibit
A, hosted and maintained by Vendar, and accessie-to the Board via the
Intemet. -

3. Term of Agreement This Agreement is for & temn commencing on
(" Term"), unless temrninsted sooner as provided hercin. This
shatl have two {2} options o m,eadlkraperind of one (1) year.

Software, .
describad in Exhibit A of this Agreement anad anyy and all work necessary
to complete them or camy them out fully and to the stendad of
paiformance required in this Agreememt.  The Board relains final
autharity with raspact to ak Sexvices ralpled decisions. The Board may,
fram time to fime, request changes in the scope of Seivices. Any such
changes shall be documented by a writhen amandment fo this Agreement
signed by hoth parties and the Board's Genesal Counsel.

5. Personnel: Vendor agrees to assign and mantain during the Temn
of this Agreement and any renewal of it, an adequate staff of competent
parsonnel that is fully equipped, censed as appropriate, avallable as
nesded, qualified and assigned to perform e Senvices. If the Board
detemines, hhsobdsuaﬁonﬂammmmww
other porson providing Services heresnder for the Vendor i not
performing in accordance with the perfospance stondards or other
requirements of this Agreement, the Board shell lave the raht to direct
the Vendor ib remove: that person from pesforming Services under this

Vendor further agrees o bear any costs associated with eth

Agreemant.
remaoval of such person.

A Compenssiion: The total maxieman compensation payable o
Vandor pursuant o this Agreement during this Tern shall not exceed
One MBEon, Four Hundred Ninety-Four Thousand, Four Hundred
Fity and O0N100 Dotlrs ($1,494450.00)0 (Total Maximum

- virtue of entering into this Agreement.
: thie Agreament, the Boaxd shall only be cbligaled o pay for Senvices:
" mendated up o the date of lesmination. In no event shafl the Board be

Compensation’} in the aggregale (excduding renewal options), with no
reimbursement for o overfime. Compensation sndar this
Agreement shall be made as specified @ the “Pricing Scheduis™
agitached herebo and i hexein as Exhibit B. The Beard skall
not reimburse Vendor for any expenses.  Vendor is not entiled 1o any
payment nor is the Board obiligeted to pay Vendor any amount solely by
In the event of early termnation of

Kiable: for the: cost of Services performed afler the affective termination or
expiration date of this Agreamant.

O. Puechace Order: Orders must be on the Boerd's Standard
Purchase Order Foorm (POF). The pre-prinked terms and condffons
foundl an Bwe PO shalt apply o the extent that such terms
and are not inconsiclant with he terrns and conditions contained in this

W the avepl of & conflict between the povisions of this
Agreetnent and those of the PO, this Agreemerdt shall contol. It s
understood and agrecd that Vendor shall not provide any Services
without a valid puschasa omder. i Vendor provides any Senvices without
a vald purchase opder Vendor chall not be entitled to receive any
payment for such Sesvices,

C. Payment Vendor shali submit invoices seferencing this
Agreament.  All ivolees must include: a valid purchase order number,
RHembred descripton of the Services rendered, period the Services shall
be rendared, woice dale, and invoica amount.  Invoices shall be
subwnitted in a tmaly manner. The final invoice shall be submitted no
bates thon ninely (90) days after the expiratfon or terminatien of (his
Agmemnent I Vendor has more than one contract with the Board, -
separale invoices must be submitted for each contract.  The Board =hal
prosess payments o #s nommal course of business after recalpt of
invoites and 2 supporling documentation necessary for the Board to
verify the Sarvicas pravided uader thiz Agreement,

7. lLicense Implementation, Hosting, and Supporf:

A, License: Vendor hereby grants 1o the Board a non-exclusive,
workiwide, nontransferable royalty-free {except for foes spedfied in this
Agresment} hicense to use the Software for the Term of the Agreement.
The Boami shal not sell, lease, license or otherwise transfer, use or
disposa of the Softwase cxccpt as oxpressly provided herein.  The
Software a2nd Docamemstion shall at all times remain the sole an
exciusive properly of Vendot. The Board shail not copy of knowingly
permit the copying by any thid party of the Software (other than for a
reasonable number of back-up copres} or distibule, market, solf, rent,
mmmsmaawmigntoanylhwpaw“y
portion of the Software except as permilted undar this Agreement. The
Beant shalk not make sny altkerafions, addiions or modifications, create
derivative woiks, decompile, disassembla or reverse enpinesr the
Software without the prior weitien consent of Vendor.

B. Pemnissible Board Actions: Mothing in this Section shali
prevent the Board, its employees and representatives from diszeminating
Vendor's trainkhg materials and deta o the Boand's mdcrs who

participate in Train the Trolnar sessions.
C.  SECTION IRYENTWONALLY DELETED.
D. Softwars Mainlenance: During the Tern of this Agreement,

Vendor shall be solely responsible for maintenance of the Software and
itz accessibiity to the Board.
E. Schwae Support Vendaor shall provide the maintenance and
support Services o the Board as described in Agreement.
gement: The Board shall not be bound by the
mmmmmmdmrapagrﬁmat,dmrap
licenss, dickthrough agreement, clicithrough license, end user kcense




This Agreement will be posted on the GPS website.

-agreament. or any other. agreement or lense contaied-or réfafancad in

the Software.or any quots provided by Vender. Even if & Boeid User

agrees fo any ageement ‘or kcense contained or referspced nthe
Sofware or 2 quote fiom the Vendor, Vendor acknowiedges. and agress

that thosa terfms ang conditions mull and vaid dnd are not binding on'the
Board. Rathar, Vendor acknowiedges and agrées that the terms and
conditions of this Agreement represent the gntire agreement of the
pardiss for the Services. No additionat terms or conditions shail- apply to
elfther party uniess a wiitten amendment to this Agreement is made and
sigied by beth parties 4nd the Beant's Generat Counsel.

G. Hosting of the So Data: Subjact to the terms
and Gonditions of this Agreerment, Vendor shall provide: the Board with
access. to the Softwars and related materials, focliies and setvices and
shall host the Bourd Data {as further describeg in he exhibits) thirough &
-secure onfing means set forth by Vendor and -approved by the Boants
Chief Information Officer (*CIOM, and to-otherwiss make. the Software
and the Board’s data accessible on demand by the Baard's dasignated
users {collectively, he "Hosting Seivives"). The Hostirig Sérvices shak
be included in the term *Seyvices™ -as that € i§ defined ahd dsed

harain.

H. Compaibdity end Oata Flow: Veidor must énsure that any
other resources that are provided by Vendox to the Board, incofporated
by Vendor, ar approved or recommended by Vendor for use by the
Board in connection with the Software and Services, be filly compatible
with, and must not iatesisily ‘and advedsely affect, or be-materially and
adverssly sffoctsd by, edch ofer or the other hardwaié, software,
stviprient, network compotients, sy

that are owned ‘or leased by, or Bcensed to, the Boand (chiiectively, the

*Board Resources”). Vendor shall have no ohiigation under this section.

to snsure Hat the Board maintaine an active intemet connection. Any
unavallablty of the Software o Services due to the Board's tack of an
intemet cornection, unless such fack of an intemet connection. is. caused
by Vender or Vendor's Sofiware gr Services, shalf be thé ‘sole
responsibllity of the Board. '

‘8. SECTION INTENTIONALLY DELETED,

9. Standards of Performance: Vendor shalt devate; and shall cause
all of its staff and subcontractors, if any, 1 devote, such of thelr fime,
aftention, best skil and judgment, knowledge and professional-ability as
is necessary to supply all Services effectively, efficiantly, and consistent
with the best interests of the Boerd and {o the satisfaction of the Chisf
Procwement Officer. Verlor acknowledges that, i in the egurse of
providing Services hereunder, it is entrusted with of has access to
valugble or confidential information or reconds of the Board, that with
raspact Io that information, Vendor agrees (o be held to the standard of
care of a fiduciary. Any review, approval, acceplance of Services or
deliverables or payment for any of the Services by the Beard does not
reliéve Vendor of its rasponsibifity for the professional siill, care, and
techinical accuracy of Es Services and deliverables. Vendor shall remain
responsible for the professional and technical accuracy of all Services,
including any deliverables fumizhad, whether by Vendor or its
subcontractors or athers on its behalf.

10, Non-appropriation: Expendilures. nat appropsiated by the Board in
its current Bscal year budget are deemed 1o be contingent Hiabilities only
and sre subject to appraphation in subsequent fisoal year budgets. n
the event no funds or insufficient fnds are appropriated and budgetéd in
any subsequent fiscal period by the Board for performance under this
Agreement, the Board shall notify Vendor and this Agreement shail
terminate on the earlier of the last day of the fiscal period for which
sufficient. appropriation was made or wheneuer tha furids appropriated
for payment under this Agreement are exhawsted. Paymenis for
Senvices completed to the date of nefification shall be made to Vendor
axcept that no payrient shall be made or due o Vendor under this
Agresment beyond those amounis appropristed and budgeted by the:
Board to fund payments under this Agmement

14. Events of Default: Everds of default {"Events-of Dofaulf’) include,
but are not Emited to, any of the foRowing:

A, Any materdal misrepresestation by a party in the inducement of
the Agreement or the provision of Sarvices;

B. Bieach of any agreement, represeniation or warranty made by
& party in the Agreement;

systéms, senices, and other fesourteés

€. Disfault by Vendor under any.other sgreefment by Vendor shdy
have with the Board,

D. Assinment by a paity for the benefit of Greditors of consent by
¥ party to e appoiniment: of a2 trustes or receiver or the filing by or
agairist -a pardy of any petiion of proceeding under any bankrupicy,
insofvengy or similar faw; or

E. Failute of Vendor to supply the Services required héreurider in
accsndance with the ferms and conditions of the Agreement, including,
but not limited to, the follwng. '

i Action or falure o act which affacts the safety or welfare of
studetrts or Board staif,

i. Failure to perform in accordance with terms, conditions, and’
‘specifications of this Agreement;

i Faflure 2o supply eny portion of the Sarvices harein at the.
time fixed:for perfonviance and in the manner specified herein;

jo. Falure to supply e Services with sufficient parsennel and
atjuipment or with sufficient raterial to. ensure the supply of Services
due o a reason of circurnstances within Vendoi’s reasenable control:

v. Failure to supply the Services in a manner satisfactory to
the: Board, or inability to supply the Services: satisfackorily a5 a result-of
insclvancy or filing for bankrpity; '

vi. Faiure fo promptly re-supply Services that were detenmined
by the Board To be defectiva or faling fo meet the scope of Senvices
‘within 3 reasonable time;

vii. Discontinuance of the supply of the Services for readons niot
beyond Vendor's reasonable control; or

viii. :Failure to.compiy with any tewm of this Agraement, including
but not lmited ta, the provisions conceming insurance and
nondiscrimination, and diy tther acts specifically and expressly stated in
this Agreement constituting ah event of default:

12. Remedies: The occurrence of any Event of Default which a pany
fails to cure within fiteen (15) calendar days afisr recaipt of rotice given
in accordance with the fams of this Agreertierit and specifying the Event
of Default or which, if such Event of Default cannot be reasonably cured

. within fiftaen (15} cilendar days after nolice, the defaufting party falis to

comenca and conlinua diligent efforts to cure, may panmit the non-
defaulting pady to declare.the defauling perty in defaull Whether to
declare Vendor in default is within the sole discretion of the Chief
Procurament Officer. Wiittsnt natification of an intention of the Ghisf

. Purchasing Officar to tenmirate this Agréement, in whele or in part, shatl

be provided and shall be final and effeciive upon Vendor's recsipt of
such notice. Upen the giving of such nofice as provided in this
Agreaiment, the Board may invaKe any or all of the following remedies:

A: The fight to take over and complefe the supply of Services or
any part thereof, by contract or otherwise as agent for and at the cost of
Vendor either directly ar through others. Vendor shall be liable to the
Board for any excess ¢osts incurred by the Boamd. Any. amaunt due
Vendor under this Agreement or any other agreement Vendor may have
witl: the 30ard may be offset agairst amounts claimed due by the Board;

B. ‘The right to terminata this Agresment, in whale of in part, 25t
any ot all of the. Services yet to be supplied effective ata fime specified
by the Boari;

C. The right 1o suspand the supply of Services during the fifteen
(15) day cufe period-if the defauit resuits from Vendor's action or fatlure
{o act which affects the safiety or welfare of students or Board staff;

D. The fight to spetific pesitehance, an injunction or any olfier
appropriate emquiable remedy;

£. The right fo receive fram Vendor any and all damages incumed
as a result or in consequence ofian Event of Defmat,

F. Tha rightto money damages;
G. The rght to withhold all or part of Venido’s compensation
under this Agreeiment; and
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H. The dght % use an Event of Defaulf-as a basis 1o desm

Vendor hiof-resporisiie In future coriracts lo be awarded by the Board.

The Board may elect notfo declare Vendor in default of 1o teminate this

Agreemient. The parties acknowlsdge that i the Board permits Vendor to
‘continue to supply the Services despite one or more Events of Default,
Vendor shalt i no way be relleved of any responsibiliies, duties or
obfigations undes this Agreament nor shall the Board waive or relinquish
-any oF its rights under this Agreement, at law, equity or slatute.

The emedies under the lerms of this Agreenent aie not intanded to be
exclusive of any ofher remedies provided, but each and overy such
temedy shall be cumulafive and shall be in addition o any other
remedies, existing now or hereafter, at law, In equily or by statute. No
delay or omission to exercise any right of power accruing upon any
Event of Default shal be constiued as a waiver of any Evant of Default
or acqulascance thereto, and every such right and power may be
exergised from time to fime and as offer as may be desmed axpadient.

iithe Board's election to terminate this ggreament for defaull uRder this
Bection i detamtined by a court of competert jurisdiction to have baen
wrangful, then in that case the termination s to be considarad an eardy
feqmination pursvant e Early Termination provision below,

13. Termination for Convenience! Al least six {6) monthe after the
‘commencement of this Agréement, the Board may temninate this
Ageement in whole of in part, without cause by giving Viandor writien
notics 10 teminate upon ninety {90) days wiitlen nofice.

suigrmant: This Agreement shall be binding on the parties and
their respeciive successors and assigns, provided however, that neiiher
party may asslgn this Agreement or any obligations imposed hereunder
without the prior wiitten consent of the other parly. Notwithstanding the.
foregoing, either party may assign this Agreement without the cther
parly’s prior wiitten consent o any entity that acquires all o Substaritialy
‘all of the busihess or assels of such pariy, whether by merer,
reorganization, atquisiion, sale or otherwise; provided, however, that in
‘the event of such an gssignment, the assigning party wik provide notice
of such assignment to the non-assigning party.

15. Confidential’ i mmation _of n
Ownarship, Suryiyal For purposes of this Section 15 and subseclions
A through J, the term “Work Proguct” shall exclude any.and all (i) Hiird
pary intellectual properly and () preexisting Vendor intefectual
property that is delivered to the Board as part of the Services to be
provided by Vendor hereunder or are imbedded in any Work Produet fo
be delivered to the Board by Vendor hiersunder.

) A Comfidential fnformation: In perfosmance of this Agreement,
Vendor may have access to or receiva cerlgin information that is not.
generally known fo cthers {"Confidential Information”). Vendor shall
not use or disclose any Confidentisd Information or any finished or
unfinished, documents, screens, raposts, witings, procedural manuais,
forms, sotrce code, ohiect code, work flow charts, methods, processes,
data. deta studies, drawings, maps, files, records, computer printouts,
designs, equipriant descriptions, or oiher melcrials prepared or
generated as a resull of this Agrement ("Wark Praduct”) without the
priot written consent of the Board  Vendor shall use i feast the same
‘standard of care in the protection of the Conlidential infonmtion of the
Board as Vendor uses to protect its own confidential information, but in
any event such Confidential Infonmation shall be protected in at least a
éommercially reasonable rmanner.

B. Highly Cgnfidentia] _Information: “Highly Confidential
infornation” means employee, volunieer, student, or teaciier data
including, but not imited to name, address, student identification number,
social secusity rumbsy, phone number, emidd address, gendet, dale of
hicth, ethnicity, race, fosier cane status, disabilities, schaol, grade, grade
‘point average, standardized test scores, ISAT scores, assessment data,
after school activitles, highest grade compieted, disciphine history,
criminal history, fres o reduced lunch qualifications, housing. status,
income, household income or payroll information.  In perfermance of
this Agresmemi, Vendor may hawe access to or secaive Highly
Confidential [rforation. Vendor shall not use or disciose any Highly
Confidential information without the prior writhen consent of the Board.

Infamation:

i When moling physicai copies of Highly Confidantial
Hifonnation, snd the Highly Confidential tnformation . a lamper-proof,
iabeled contalner, with & trackiig atimber and a, defivery confimation

ii. Only mait Highly Confidentis} Information on eleclronic
medis, such as CDs, DVDs. electronic tape, efc, i ihe Highly
Confidentiab Information is encrypted.  Encryplion must utiize the

Advanced Encryption Standsrd (SAES”) algorithm with & key of 256 bits

or greater (‘Encrypt’). The Highly Confidential Informvation shalt onty be
maied it accordance with the provisions of Section i, above;

ji. Encrypt aH Highly Confidential informiation prior to
transmitting it electonically. Vendor shall not transmit any unencrypted
Highly Confidential Information via email, lackberty, titackjack, nstant
messages or any other srenarypled protocols; )

. Not send any password o other mformation sufficient fo
allow decryption of Highly Confidential information with: the Encrypted
Highly Confidential information;

v. Keep all physical copiss {paper or other physical
represéntations) of Highty Confidantial Information under lock and key, or
ctherwiss have sutficient physical accass sontrol Tieasures to prevent
unauthotized access. Vendor shall mot (esver Highly Confidehtiot
information unsecuned. and uhattended at any fime;

vi. Encrypt any Highly Confidéntial information stored an
alectronic media, such as CDs, DVDs, lape, flash dives, ste.  Further,
such electiunic madia shat be kept Jocked, ‘or-otherwise have syfficient
physical access control measures to prevent unauthorized access.
Vandor shali not Jeave Highty Confidential Information in any elecironic
format unsecured and unattended at any fime;

vi. Vendor ahell password profect any laptop o computer that’
contains Confidential Information or Highty Caonfidential Information,
Additicnally, any iaptop of coriputer that contains Highly- Cenfidential
information shall have its Tull herd drive Encrypled.  Vendor shall not
leave any laptop oF cofnpriter unatiendad without enabling a screen-lock
or ctherwise blocking access to tha laptop or computer. Vendor shall
enswre that to password Or other information sufficient to access a
laptap or computer containing Hardware Confidential Iiformation is
attached o Tocated neat the laptop or computer at any tirie,

D. Dissemipation of Information: Vendor shall not disseminate
any Confidential information or Highly Gonfidential lnfermation to 2 thind
pasty withoinl the prior written consent of the Board. Vendor shall not
issiie publicily news releases of grant prass interviews related fo this
‘Agreernent, excapt as may be.cequired by law of with the price wotten
consant of the Board. B Vendor %= prasented with a rgquest for
documents by any administrative agency or with & subipoena duces
fecum reganding any Confidentiol Information, Highly Confidential
information or Work Product which may be in Vendors possession,
Vendor shall immediately give notica to the Board and its Generat
Coumisel with the understandmg thatthe Board shall have the oppoitunity
to contest such process by any maans available to it priorto submission
of any documents fo a court or other third. parfy. Vandor shall not ke
obligaled to withhold defivery of documents bayond the time ordéred by
‘ court of law ar admimisitative agency, miless the requast for prodection
oF subpoena is quashed of withdrawn, of the tima to produce &
gtherwise extended. Vendor shalf cause fis personnel, staff and
subcontractors, if any, o undertake the same obiligations regarding
confdentiatity and dissemination of information as agreed io by Vendor

-under this Agreement.

E. Owngrship Al Confidential information and Highly

‘Gonfidential Information hail at afl fimes be and remain the property of

the Board. In addifion, the Board shall own any Work Product and all
other data and malerial provided by the Bdard to Vendor. However, the
Board will not receive ownership rights in the Services or any materials
refated o the Services uniess exprassly agreed in writing hetween the
parties. The Doard shall have tha right 1o use the Services and raatarials

- periaining to the Services, during the Tem of and i accardance with,

This Agreement. Nothing in such contract will grant of tranafer to the
Board any ownership sights in the Services- or materigls pertaining to the
provision of the Setvices. The Board acknowledges and agrees hat he
Services, the dats provided by Vendor, braining duides and all other
materials perigining to the use of the Services are not purchased or
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developed ‘with Board funds, and may not be viilized or reproduced |

without the: written permission of Vendor.

Infonnaunn* Vendor wanams and mpresants that it shalt not use the:
Conﬁdemial information or Highly Confidential Informetion for any
nurpase not specHically identified in Exhibit &, mcluding, but not freited to

any research project whethes intemat or external t6 Vender. Asiy use of |

the Comixdential Information or Highly Confidantial information not
specifically contemplated in this Agreement shall be considéred a
‘matenigl breach of this Agreement:

. G. Thid Pady Confdential Information  and  Proprietary.

Informiation: Vendor agrees not to ullize, analyze, reverse engineer, or
‘otherwise explolt any thid pacy Confidential Information -or propristary
nformation in performeing the Services regardless of whers Vendor
obleired the thind pardy Confidentisd Informiation or proprétary
Jnformation {aven if the third party Confidential Information ar proprietary
Information was provided by the Board) unless Vendor has previously
:Sscured the appropriate aithorzation in wiiting from such third paity. n
-atcordance with the provisions of Section 14 of this Agreemént, Vendor
“hetehy agroes to ndemnify and hold kamilass the Board dgainst any
and all clalms related fo third paty Confidential Informnation and
propristary information in connection with or arising out of the acis of
omissions of Vendor or its Staff under this Agresmant.

~ H. Ratum or Destuciion of Canfidentiat tnformation and Highty
Canfidantial information: Vendor shall, at the Board's oplioh; deshioy or
retumn all Confidential infornation and Highly Confidential information to
the Baard upon derhand within three (3) business days of demand. In
addition, Vendor shall, at the Board's option, destrey .or return alt
Confidential information and Highly Confidential information to- the Roard
within three (3} days of the expiration or fesmination of ihis Agreement:
In the event the Boand elects o bave Vendor destroy the Tonfidential

Information and Highly Confidential Information, Vendor ahsll provide an

sthdavit attesling to such destuction. Notwithistanding the foregoing, the:
Boatd acknowledges that information slored in Vendor's. niglitly setuns

system back-ups shall be destroyed in' sccordance with Vendar's.

document retention poficy appitable to alf such data.

. Staff and Subconfractors: Vendor agrees to cause Rs -

personnef, staff and subcontractors, ¥ any, to underake the same
obiligations of confidentially and ownership agreed to herein by Vandor.

J.  Freedom of mfgrmation Act:  Vendor acknowledges that this
Agreement and all docurnents submifizd to the Board related to this
contract award are 8 matier of public record and are subject to the llinois
Freedom of Information Act {5 RGS 14(/1) and any cother comparable
state and fedesal laws and that this Agreement ig subject io reporting
reguirements under 105 ILCS 5/10-20.40. Vendor further acknowledges
that this Agreement shail be posted on the Board's Intemst. website at
_ K Suwivall The provisions of this Section shall survive the
termination or expivation of this Agreament. '

6. Represeniitions and Warranties of Vendor: Vendor regresents
and warrants that the following shafl be inue and conect ag of the

effective date of this Agreement and shalt continue fo be true and cormedt
dering the Tenn of this Agreement and any renewal thereof:

A. Compliance with Laws Vendar is and shall remain
compliance with afl applicable federgl, state, counly, and municipal,
-statutes, laws, ordinances, and regulations refating to this Agreement, as
amended from time to time, incinding but not ¥mited to the Prevailing
Wage Act; 820 ILCS 1301 et seq., the Drug-Free Workplace, the 1lois
Schoo! Student Records Acdf, the Family Educational Rights and Privacy
Act, the Protection of Pupll Rights Amendment and any olhers ralating to
non-discrimination. Furtker, Vendor & and shall remain In comphiance
‘with all Board pofices and nties. Board poficies and sules ane availabls
at htto-dhwyn. cps edul;

8. ‘Good Standing:

Vendor, each of Be membars, i 2 jomt

vanture or limited labifty company, und each of its subcontractors, if

any, have not bean desmad by the Boeard's Chief Purchasing Officer to
be In default under any other agreement with:the Board during the five
(5) year period immadiately praceding the efleclive dats of this
Agresment,. and have not been debarred under the Board's Debarment.

4

‘Policy . dusing the. three (3) year period immedlalely praceding -Hhe

e&cﬁvedatenf&:si\greement
c. A . Vendor represents that it has' taken all achon

: negessity for the appmvai and execution of ihis Agreement and

excoudion by the. persen signing on behialf of Vendor ks duly authorized
by Vendorand has been made with complete and full authority to comimit

“Varidor fo ail terms and condlions of this Agreeinint which shaft
tonstiuts valid, binding obligetions of Vendor,

D. ‘Financially Solvent Vendor warants that it Is financlaly
solvent, is able to pay all debls as thay mature, and is possessed of

sufficient working capitsl to supply ali. Services and pedorm all

obligations under this Agreement;
B, m No paymant, gratuity, -or offer of smployment wes

. made to of by Vendor, any of its members i a imitad Babiiity company or
 joint venture: or, lo the best of Vendor's knowledge, 'i6 “any

subcantractors, in relation to this Agreémient or as ani inducarnant for
swand of this: Agroement. Vendor is and shafl remair in compliance with

alt applicahle antivdekbiack laws and reguletions:

F rs ure. F The disclosures i the
Contractor's. Disclosure Form {or any ratiﬁcahml thereof) submilted by
Veidor ars trus-and correck. Vendor shall promptly nobify-the Board of
any ulaterial thange in the mformation set foith therein, incleding, but not
‘mited to, change in ownership or tontrgl, and:any soch chatge shallbe
sub:eut to Baard appmval which shall hot be Unreasonably wWithheld:

; ' and ata upals ‘endor
owiedgas and agreas that i the event Vendor seeks o conthict
rasearchadmﬁasmanyﬁoardscmﬂlnruseawdstudemaaiafor
research puiposes, Vendor shall comply with the Board's Research
Study. and Data Policy adopted on July 28, 2010, as may be amended
from time lo time.  Vendor acknowledges and agrees fhat it may not
begin any research acliviies or oblain data for résedrch purposes
without the prior written consent of the: Board's Director of Research or
her designee;

H. Ethics: No offiter, agént or empioyee of the Board is or will be
employed by Vendor or has or wilf have a financial interest, diréctly or
indirectly, in this Agreement or the compensation 1o be pai! hereunder

"~ except as may be permiftad in writing hy the Board's Ethics Palicy “1-

01525-P02), adopled May 25, 2011, as may be amended from tims 1o
time, which policy is incorporated hera_in by reforence as if fully set forth
herein;

. Intellectual Property. That in performing and delivering the
Soflware and Services, Vendor will not violate or infinge upor any
patent, copyight, trademark, tade secrat or other propristary or
intellectual property right of any third party, and will not improperly use
any third pamy's confidential infonmation; and shall have, without
encumbrance, al ownarship, [licensing, marketing and other rights
required o furnish all materials and products that it fumishes 1o the
Boand under the Agreement and can grant or assigh all dghts granted or
assigned 10 the Boand pursuant bo the Agreament;

.I tic ance. As of the Efiecive
Venqior has no Imomadga of sny achon, smt progeeding, or
materia{ claim or investigation pending or to its knowledge threatensd
against it in any couit, or by of bafore any federal, state, municipal, or
other governmenta! depariment, commission, beard, bureau, agency, o
instrumentatity, domestic or foreign, or before any arbitrator of any kind,
that, ¥ adversely determined, would materially affect Vendor's abifity to
perforen s ohligation under the Agréament;

K. SECTION INTENTIONALLY DELETED.

L. Docurmnentation Wamenty, AR Documentetion provided 1o the
Board from Vendor-concaming the Software and Services shall be kept
current with the upgrades of the Software and Servicss:

M, OQuneighip. Vendor is the owner of the Services and Software
oroﬂ-mwmhas&eﬁghltogmnitalhaaoardtha License. without
violating any-rghts of any third party, and thera is currently no actuai or
threatened sult by any such thid party based on an allegsd viclation of
such tight by Vendor,




This Agreement will be posted on the CPS website.

MM ertfor is filly aware of the Boand's:
reqmrmnems and intendiett uses for the Software, incloding any set forth
ifiihe attachad mtﬂaaﬂﬂe&mmshansahsfymh requifements:
ag setforth in the zitached axhibits;

0. Software Parformance. Drring fhe Temm of the Agreament,
the Software shall (i} be friee frora defects in material and workmansiiip
under nonral use and e it good working onder, and (i) function
progerly and in confonpity wilh the warmaiities herein end in accordance
with this Agreement and the Documentation -shal completely and
:accurately reflact the operstien of the Software. Verdor shall priomgtly
comrect any-fallure of the Solware o perform in accordance with the current
pubﬁshadspeciﬁmﬁomaadﬂmnemmummmshanmfaﬂme
be fixed in less than fve {5) business days;

P. infonmation Security Policy. If atany time dring the Tenn of
ihis Agresment and any renewals-themeof Vendor has access o the
Board's camputer netwerk, Vendor warrants that & is and will sefmain.in
‘eomipliante with the Board's Infornation. Security Policy adopied August.
.25, 2004 {D4-0875-PO3), us it may be smended o Hms to time

Q. FEree of Computer Virusss, Vendor shall use ‘commercially
Teasohabie best efioits to ensure that the Sofware 15 flee Of Computer
Viruses. Vendor shakk also mainfain 2 mastar copy of the appropriate
versions of the Software, free of computfer vinuses;

R HptAler Progrm. Veridor shalt not, directly or through 3 thind
paity, knowingly remove, altar, change or intarface with the Sofiware or
any other program for the puspose or prevenrding the Board from utiizing
-the Scftware orany cther progeam,

5. No Disabiing Cods. ‘endor shall rot knowingly cause any
disabling cods to be incosporated into Software;

T, Prohibiied Acks: Within the three (3} years prior to the effedlive
data of this Agreement, Vendor or any of its members if a Joint venture or
a limited liabifity' company, or any of its- or their respective officers,
directors, sharsholders, members, managers, other officials, agenls or
employees (i) have not been convicted of Bribery or-atempting to bibe &
public officer or employee of any public. entity and (i} have not been
convicied of agresing or colioding among contractors or pmspedlve
contractors In restraint of trade, including bid-tigging. or bid-rolating, as
those terms are defined under the llinots Criminal Code; and

U. Wanenty of Tile: The Senvices are free and clear from alt
liens, contracts, chattel morigages or other encumbrances; that Vendar
has the lawful right to dispose of and sell the Services and that Vendor
shall wamant and defend its title against ail claims.

All warranties will survive inspection, acoeplance payment and expirafion
or termipation of this Agreement. Nothing in B foregoing warrantias will
be. canstrued to fmit-any ofher rights or remedies available to the Board
under the law and the Agreemant,

: Tanties P CPS represents and
warrams that the follawmg shall be truﬂ amd comBet as of the Effective
Date of this Agreement and shall continue-to be true and coifect during
the Term of this Agreement and any renawal thereof:

A. Comyliance with Laws: CPS s and shall remain in compiiance
with alt applicable fedem), siale, county, and municipal, siatutes, laws,
ordinances, and regulations relating to this Agreement, as amended from
tima {o thme;

B. Authorization; CPS represents thet &t has taken all action
necessery for the approval and execuion of this Agrecment, and
execution by the person signing.on behalf of CPS is duly authorized by
CPS and hes been made with complele and full authority to commit CPS
to all temmns and cenditions of fhis Agreement which shall constihiie valid,
binding obligations of GPS.

18, Ingependent Contractor: It is understeod and agreed that the

relationship of Vendor to the Board & and shalt eonfinié 1o be that of an
‘independent Contractor and neither Vendor nor any of Vendor's Staff
shali be entifed to receive Board émployee bénefis. % is further
understood and agreed that the Board shall not be responsible. for, nor
incur any lisbfiity for, any Stale or Federal withholding or other taxes of
for FICA or Stete uremployment insurance for Vendor, its -agents,
employeés or subcontraciors, and e payment of ey such tmxes

Jincumed or dua by Vendor shalt ba the sole responsibility of Vendor.

Vendor sgees that welher Vendor, mor #s Stoff shsil represent

themseives as employess or agents of the Baard. Vendor shall provide.
the Board with a valid taxpayer identification number as defined by the

United Stales Intemal Rewvenue Codé, indluding, but not Jimited to, &
Social Security Number or a Federal Empir:yer Idantification Number.

19. Ingemnifcation: Vendor agrees to indémnify and hold harmisss
the Boarl, Bs members, employees, agers, officers and offickals, from
and against any and all Gabifities, taxes, tax penalties, interest, losses,
penalfies, damages and expenses of every kind, nature and character,
including withaut livitaBion, eosts and aftomey fees, ansing out of, -or
refating fo, any and alt claims, liens, damages, obligations, actions, suits,

_judgmenis, setlements or causes of action of every kind, nature and

chamacter, in copnection with or arising out of the negligent or williu! acls
or omissions of Vendor or s Staff unter this Agresment.

In addition, Vendor will indemnify, hold harmlsss, and defend the Board
from any <laim, demand, cause of action, debf or Eabillty (incliding
reagonahle attomeys’ Tees and expenses) that the Services Infiincias,
misappropiates, or otherwise viciates any infellectual property {patent,
mpynght.tradasecratorh‘admm)r@nsofatmd party.

Vendor shall, at Bs own cost and expense, appeer, defend and pay ab
attomey feas and other costs and - expenses ensing hereumder. fn
addifion, Fany Judgment shall be rendered against the Board in any such
action, Verdor shall, st ¥s own eipense, ‘satisfy and discharge such
obligahonofthe Board. The Board shall have the right, at s own
expense, o palicipats in the defense of any suil, without relioving

' Yemdor of any of #s obiigalions hereunder. The Board retains final

approvat of any and all seftlements or legal sirategies which inveolve the
interest of the Board.

However, i Vendor, affer neceiving notice of any such procaeding, falls to
promptly begin the defense of such ckim or aclion, the Board may-{without
futher notice v Vandol) retaln counsel -and underfake the defanse,
compromise of settiemend of such claim or action at the expense of Vendor,
subject to the: right of Vendor to essume fhe defense of such ciiim or attion

-af any time: prior to sottiement, compromise of final determination thereof,

The cost and expense of counsel retalned by the Board in these
circumstances shell be boma by Vendor and Vendor shall be bound by,
and shall pay the amoint of any sstilsmerd, compramise, final deterrnination
or judgment reached while the Beard was reprasented by cotnse! refained
by the Board pursuart to s paragraph, or while Viendos was conducting
the defense.

To the extent permissible by law, Vendor waives any limits {o the amount
of its obligations to defend, indemnify, hold hammiess, or contribute to amy
sums due under any lsses, including any clgim by any employee of
Vendor that may be subject to the Workars Compensation Act, 820 ILCS
305M ef seq. or any other related taw or judicial decision (such as
Kolecki v. Cyclops Welding Corporation, 148 Il 2™ 155 (1681)). The
Board, however, does not'waive any Emitations it may kave on its Tiahility
under the Tinois-Warkers Compensation Act, the Hfinois Pension Code,
any other statute or judicial decision.

" The indemniies set forth hereln shall survive the expiration or

tesmination: of this Agreement.

20. Limitatiorn of Liability of Vendor: Ia no event will Vendor, s
officers, employees or representatives be liable to Boand for any indirect,

punitve, reliance, spacial, consequential or exemplary damages of ‘any
kind or matura whatsoaver, suffered by the Board or any fhird
peaty (ncluding without limdtation, business interruption, dowalime, or
any use of, or failure to wse the Services, or any foss of busingss,
‘ontratts, profits, anticipated gavings, goodwill or revenue, or any joss or
coruption of data), arising out of this Agreement, the Senvices, or the
transactions contemiplated heseby, even if the Vendor has heen advised
of the possibitiles of such damages or should have foreseen such
damages. Vendor, Bs officers and employees will not be Eable for any
damages or injury with respect to the performance of the Services,
including, buf not timited to, any filure of perfumance, eror, omission,
defoct, delay, computer vitus, of kne failure, inkerraptions of disruplions
in the sevites comemplated under this Agreement caused by or
resulting from any act, omission or condiion beyond Vendors
reasonable controf, whether o not foreseeable or identified, including bt
not Bmited to, hostile network attacis or network congestion, o7 acte of




‘This Agresment will be posted on the CPS website.
God, acts of war, govemmental regulafions, public ulliies of ] T wss_Liab

telécommunication  providers, shadage of equipment, malerials or
suppliss; fire, power failure, earthquakes, severe weather, floods-or. other
hatural disaster ar the Bodnd's or any thind party’s applicstions,
Haidware, software or commanications equipment or ftilities,. unkess
same resuls from the negligent, intenfional or willful acls of

reganding the accusacy or vahidity of He date entered through the web

portal. inder no cicumstances will the aggregate lisbity of Vendor o .
ihée Board or any third party arising out of or related to this Agreemant or

the provision of the Senvices, exceed the amount of the insurance
provided by Vendor in Section #3 that may be appficable to such claims
85 may arlse under this Agreement, regandiess of whather amy aclion or
‘cloin [s based on waranty, inderhnification, contract, tort or otherwise.
‘Nothing contained Jn the foregaing fimits or éxcludes the Uabilty of
Mendur for liability which capnot be excladed by law. o

‘Nofwithstanding the foregoing, the fimitations of liabilty set forth i this
‘Section 20 shail not apply with respect tor:(7} $ird party claims for
‘irgdemank, patent or copyright infrimgement; (1) tnauthorized use of the
?'gm*s Confidential information; or (i) fraud, gross negAgence of wilful

21, Non-Liabllity of Board Officinks: Veiridr aqraes that no Board
mamber, amployes, agent, officer or officia! shal be personally charged
by Vendor, #& members if 2 joint venture or any subconkactors with any
m_mnrmmﬂbﬁwmﬂmbehe}dmmnﬂyilamé
under the Agreemant to Vendor, s members if a joint venture of any
suboantractors,

22, Boart Tanes: The fedesal excise tox does not
apply 16 the Board by virlue of Examgtion Certificate Mo. 36-600584, and
tha Stste -of linois sales tax does not apply 1o the Board by virtue of
Exemption No. ES997-7108. The amounts to be paid 10 Vendor
hereundar are inclusive of ali slhet taxes that may be levied or based on
this Agrestnert as of the Effective Date, including without Emitation

foposed on the Services to be puowided uier this Agreernent, but
excluding taxes ievied or imposed on the incame or business privileges
of Vendor. Vendor shail be responsible for any taxes levied or imposed
pon the income or businass privileges of Vandor.

23. Insurange Requirgments: Vendor, at s own expanse, shall
procure and malntain insusance covering ail operations under this
Agreement. whether performad by Vendor or by subcontractors. Al
nsurers shall be licensed by the State of [finois and rated A-VI or betier
by AX. Best or a comparable rating sewice. Vender shall submit to tha
Board safisfactery evidence of insurance coverage upon sequest, shall
;promplly provide a certified copy of any applicatle policy of nsurance.
Minimum insurance requitements ane:

) A. Workers' Compengation and Empployers® Liabiiiy Insurance:
Workers' Compensation Ingurance afforiing workers' compensation
benefits for 2l émployees as requived by law and Employers’ LiabBity
hsurance covering all Vendor's employees, with lmits of not ess than
Five Hundred Thousand and 00/100 Dollars {$500,000.00) per
ocoumence, The workers’ compensation policy shall contain a waivar of
‘subrogation clause;

B. ial _General Liabi nce  (Pamary and
Umbrella): Commercial General Uiability Insurance or equivalent with
mits of not less than One Milkion and 001100 Doliars (§3,000,000.00; per
occurrence and Two Million and 004100 Dollars (52,000,600.00} in the
aggregate for bodRy injury, personal injury and property tdamage liability.

_Coverage shall inclode, but not be timited to: alt operations, contractual
 ligbity, indepandent coniractors, productsicempleled operations (for a
_minimum of two {2) years follawing completion), and defense.

C. Professions! Liability/Erors and Owmissions:  If professional
services are rendared, Vendor shall maintain such coverage with timits of
‘not less than Two Million -and DOVT00 Dollars ($2,000,000.00) per dajm
for ervdrs and omissibns in comjuaction with professional services
inclusive of sesumplion of contracinal fizbildy. The poficy shaill have a
retroactive date effective with the ctrmmencement of professlonat
.sarvicas. Subcontractors performing work for the vandor who do not
fender professional senvices are not required 1o provide fiNs coverage.

sales, use, nonresident, valye-added, excise, end similar teoes levied o |

Vendor. ‘Vendor is not responsible 1o the Board or any other third party

D Lishilily Ingurance:  Umbrella or Excess

Lishiity \nsusance with #mits of not less than Two Milion and 007100
Dollars {$2,000,000.00) per occursenca; Which wili. provide . additiona)
“firnites For Commercial General Liahility ingurance and Automahiia Liability
nsurance gnd shall gover the Beard and fis employess, sublect to that.of

the psimary coverage,

E. Aptomobile Liability Insurance: Autornobite Liabiity Insurance
whan any motar vehicie (whether awned, noa-ovwned oF hired) is used in
conriection with Savices to be performed, with himits of not less than

- One Million and 00/100 Dotlars ($1,000,000.00} per occarrence for badily

injury-and property damage; and

F. Addiional Insured: Viendor shall have its Commerciel General
Liabily Insurance and Atitomobile Liability Insurance policies endorsed
Board of Ed the_Cily_of Ctiicago, -a body

=4 "_.::l"_ =

“fha insursnce compaiy, of it representative, shall submit an msurance
oestificate evidencing all coverage as required hereunder and indicating
the Additional Insured status as Tequired above. Vendor shall piovide
thinty (30): days pior written notice of materiel changs, cancellation, oF
nan-ranewalfor

Hoard of Education of the Gity of Chicaga
425 South Glark Street, 7° Floor
Chicago IL 60803

Capy to; Chief Procuremant Officer
Board of Education of the City of Chicago
125 Sauth Clark Street, 10* Floor
Chicago, It 60603 _

ATTH: Manzi Flores, GPPB

Ttie Board wil not pay Vendor for any Senvices if satisfactory proof of
insurance is not provided hefore the supply of any Setvicas,

Vendor shafl require any subconfractors under this Agreemont to
maintain insurance at the sama levels described above and naming

. Vendoe, the Board inclusive of iis members, employees and agents, and

any other entity designated by tha Beard as edditional insurets. Vendor
will mainiain a fle of subcontractor's insurance eerifficates evidencing
compliance with these requirements.

Any fallure of the Board to demand or receive proof of insurance
coverage shall not constitute a waiver of Vendor's obligation 0 obtain the
required Isurance. ‘The receipt of any certificete does not constiule
agreement by the Board that the Insurance requiremients in his
Agreement have been fully met or that tha insurance poiicies indicated
on the certficate are in compliance with all mquirements under this
Agreement, Veadors failure to camy or document required insurancs
shall constiute & breach of Vendor's agfeeiment with the Baard.. In the
event Vendor fails to fuffil the insurance requirements of this Agreement,
the Board retains the tight to stop the supply. of Services undil proper
evidence of Insurance is provided, or the Board may tewnindls this

Agreement.

Any deductibles or seffinsired retentions -on referenced insurance
coverage must be bome by Vendor. Any insuranca or self-nsurance
programs maitained by the Boatd of Educsation do not contribute with
insurance provided by Vendor undef this Agrsement.

' The coverages and limibs fumished by Vendor in no way fimil Vendors

liabilities and responsihiliies specified within this Agraament or by Jaw.
The required Ineurance to ba. carrled is. aot timited by any’ Timitations:
axpressed i the indemnification language in this Agreement or any

firnitation piaced on the indesnnily in this Agreement given as a matier of
taw.

Viandor agrais that insurers waive thair vights of subregation against the
Boarg.
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Ven;&:r iustfegister with -t itsiiranis geificalé nonitaing campany
by ihe Board and must mainfain a- durrent Instrance
oamteuaﬂeixmembmafﬂnﬁmofmnmemntme

Tnitiaf -cedificate moniloring company desigrated by the Board Is

identitizd below. Vendor must register and pay the annual monfioring fee
to the insurance cerdificate monitoring company prior to performing the
Services heieunder for the Board. The anndal monitoring fee & currently

Twelve and 00/100 Dollars (512.00) per year, but ks subject to change.

Each year, Vendor shall be notified 30 to 45 days prior to the expiration
date of their requined insurance coverage (highlightsd on thelr latest
submitted insirance certificate on file) thag & must submit an updated
insurance  cefificate with the nsumacce cerificate  monitoring
compny. insurance certificate submissions and related annual fees ame
Tequited. o be mada online at the dedicated website estabfished by the
cartificate monfloiing company identified below. Questions on
submissions and paymeant aptions should be directed to the cerlificate
smoniforing company listed below.

Certificate Monitoring Company:
Topiary Communications Ine.
676:N. LaSalle - Sulte 230
Chicago, iL6D654

Phane {§12) M

24. mm_ﬂam N NO EVENT SHALL THE RDARD,
INCLUDING TS DIRECTORS, OFFICERS, EMPLOYEES,
REPRESENTATIVES AND AGENTS, BE LIABIE ¥OR ANY
INDIRECI‘, INCB)ENI’M;, SPECIAL, CWSEQUEHTIA[, PUNITIVE,
RELIANCE, OR COVER DAMAGES, INCLUDING LUSS OF PROFTTS,
REVENUE, DATA, OR USE, INCURRED BY VENBOR OK ANY THIRD
PARTY, EVEN]FTHEBOARDHASWABV]SED OF THE
POSSIEILITY OF SUCH PAMAGES. THE BOARDYS TOTAL
LIABILATY TO VENDOR ARISING FROM -ORt RELATED TO THIS
.AGREEMEN!‘ FOR ANY REASON SHALL ¥E LIMITED TO DIRECT
I)A___MAGES i 1‘0 TEB 'I‘OTAL MAXIMUM CDWENSA‘I'IDN THE
THE AGGREGATE, INCLUDING BREACH OF CONTRACI‘ BREACH
OF WARRANTY, STRICT LIABII..ITY NEGI.IGMCE AND OTHER
TORTS.

5. Mwm:

_ A Audit Vendor shall fumish the Board with such
inforrnation as may be requested nalative to the pregress, execution and
costs of supplying the Services. Vendor shall permit and cooperate ina
petiodic audit by Board staff or Board-appointed audiors for compliance
by Vendor with this Agreement, provided that: 1) such audit or inspection
occurs no more than onee a year uniess pursuant to inspeclion by the
Inspactor Geners! of the Chicago Board of Education as. set forth In
Section 43; and 2) such audi or inspection is limited information directly
applicable to e Setvices rendered under this Agreement.  Failufe of
Vendor fo comply i full and cooperate with the requests of tha Board or

its agents shal give the Board, in addition to ay offier Fights and
remedies hereunder, the iight fo chamge Vendor for the cost of sueh

B. Document Reiéntion: Vendor shall maintain a1 records,

comraspondance, rasaipte, vouchers, mamoranda and other data relsting

to Vendor's supplying the Services under this Agreement: Al necords
referenced above shall be retained for five (5) years after delivary of the
Services and shiz be subjedt io inspection axd audit by the Board.
Vendor shall ifclide in ai suboontractor confracts for the Services,
provieions requiring subconfractors to maintain the above-described
records and allowing the Board tha same right fo inspact and audit said
fecords as sat forth hersin.

26. Nofices: All natices mquired under Hhis Agreement shall be in
wiiting and-sent to the addresses and set forth below, orta'such
Other audresses as-wmay be designated by a parfy in writing. All nofices
shall be desmed ieceived when (i} delivered personally; nr{ﬁ}seniby
canfitmed tefex: Br facsimie (followed by the actoat document), or (il one
day dfter deposit with a ¢ il axpress cowier specifing naxd day
delivery, with writtsn verification of réceipt. Refisal fo accept delivery
has the same effect as receipt.

F TO THE BOARD: Boaii of Bducation afﬁmCﬂyMCh:wgn
Infosination dnd Tachnology Services
125 South Glark Strest, 3™ Floar
Chicago, 60603 _
Adin: Lachian Tidmarsh, Chief Infomnation Officer
Fax 773.553.1301

Copyto: James L. Bebley, General Counsat
Board of Ediicabion of the ity of Chicagn
125 South Clark Street, Suite 700
Chicago, Il 60603
Fax: 773.563.1701

Blackhoard Inc. o
550 Masssctiusétts Avenue NW., 6% Eleor
Washihgion, D.C, 20001-3796

Afin: Gerieral Counse)

Fax: 202 4634863

Copy to: Biackboard Connett, inc.
15301 Ventura Boulevard, Bullding B Ste. 300
Shemaan Gakis, CA 91403
Attn: President
Fax: 815.508.4140

Z7. NonDiscriminaiion: It £hall be an untawiul emiployiesit practice
for Viendor or. any of is subcoriractors to fall of refuse fo hlreorto
discharge any individual, or ofberwise to discriminate -against any
individual with reapect fo corpensation, of othar terms, conditions, or
privieges of employment, becaise of such individuals race; colar,
ancestry, religion, séx, sexual oniéntation, age, disability, marital statis;
parenial status, military discharge status of rational origin! or 16 Hmit,
segrepate, or clessify employees or apniicants for smployment in"any-
way that would deprive or tend to deprive any individual from equal
employment gpportunities or otherwisa adversaly affect an individual's.
status s an employee because of such individual's mcs, color; ancastry,
religion, sex, sexual vilerabion, aon, disabily, niatital status, parantal
status, miftary dischiorge statis or national origin. At all Hmés, Vendor
shall remmain in compliance with, bt not inhed to; the Civil Rights. Act:of
1964, 42 1).5.C A. §2000a, et seq., as amended; the Age Discrimination
in Employment Act, 29 US.CA. §621, st seq.; Section 504 of the
Rehabititation Act of 1573, 20 U.S.C.A, §701, &l seq.; as amended; lbe
Americans with Disabliiies Act, 42 U.S.CA §12101, of seq;
Individuals with Disabilittes Education Act, 20 U.5.C.A. §1400 etseq.,
amended; the IL Human Rights Act, 775 ILCS SM-101, ef seqg as
amended; the I School Code, 105 ILCS 5/1-1 of seq.; ther IL Public
Works Emplayment Discrimination Act, 775 ILCS 10/0.01 et seq.; and
the Chicago Human Rights Ordinance, ch. 2-160 of the Muricipal Code
of Chicago, and alt other applicable fedsial statutes, regulations and
ather fmws

28. Entire Apreomint and Amendment: This Agreement, including
all exhibits atlached lo it and incorporates into i, constitutes the entire
agreement of the partics with respedt to the maftars contalhed fisdein.

IF TO VENDOR:

All attached axhibils are incorporated into and made a pait of this

Agreement. No modificétion of or amendment io this Agreement shall be
effactive unlass sich modification or amendmant.is in wiiting and signed
by bath paeties. hereto. Any priar dgreements or representations, either
writien or oz, relafing 1o the subject matter of this Agreement are of nc
force oreffect.

29, Governing baw: This Agreement shall be govemed as fo
performance and Interpretation m accordance with the lawis of the State
of Minois, Vendor imevocably submits iiself to the.original jurisdiction of
those courts jocated in the County of Cook, State of Minois, with regand
to any contmversy arising out, or relating to, or In any way conceming
the exetution or péifonmance of this Agreement. Vendar agrees that
service of process on Vendor may be made, at the opton of the. Board,

by either registered:or certified mail fo the address and 10 the person set

Forth inthi NoBce Provision of this Agreernent, {0 such other address or
person a5 may ha designated by Vendur in writing, to the office actually
mainteined by Veridor br by parsanat dafivery on any ofticer, director or
managing or generat agent of Vendor. If any actan is brought by Véndor
against the Board cunceming this Agrecmicnt, the adtion shall anly be
brought in tose courts located within the County of Cook; Stafe of
illinois.




This Agreeirient will be-posted on the GPS website.

37.. Uniformy Commercial’ G
‘pitiision onder Hhis Agreedient -of should any pmwsnon ‘of this
Agreement be consiriied by

lign To Performic: In the event of any dispute
broceeduﬁmmepef&mnanueufa!bfﬁsubﬁgamnsmmls

Agmemantwﬁhamsewabonbfsllﬂgtm:artdremed:&sitﬂmyhm_-

under or plssuant ¥ this Agreement at faw or in equily.

¥, Conflict Of Infurest: This Agreement is not fegally binding on the
‘Board if enteted into in violation of the provisions of 105 LGS &73421.3,
whﬂreshmstheanplommntnrmleﬁumofmnmm,fomer
Board mambers within a one year pesicd following expiration of othet
ferination of their offica.

32. indebledness: Vendor agrees fo comply with e Boards
Indebladnass-Pollcy (06-0626-P0O3) a5 may be amended from fime fo
“fime, witichis hereby incotparatad by reference into and made a part of
this Agreement as fully set foith hereln, '

33. Insbecior_Generak Each pary to this Agmement hereby:

acknowledges that in accosdance with 105 ILCS 5/34-13.1, the Inspector
Gerieral cfmcmmoBoaldofEmﬂhmhasthemﬁhnﬁtytamnm
certéin investigations and that the Inspedior Ganeral skall have acness
to aff informalion and personned necsssary to condoei thoes
investigations.

34. Waiver: No deftay or omission by the Board to exercise any right

hereunder shall be cobstniad as a waiver of any sich fight &nd tha
Board reserves the right to exercise any sich right from time ta- time-&nd
25 often a5 tnay be deamed expadiant

35. MAWBE Program: Vendor dcknowladges that i is farnifiar with thie
requirements of the Board's Remedial Program for Minority and. ‘Womsn
Owned Bysiness Enterprise Participation in Goods amd  Sorvices
Gentracts and agrees to comply with the provisions of siich program.

36, Survival Sevevability: Al exprass wamanties, representations and
indemnifications made or given In this Agreement shall survive the
supply of Sefvices by Vendor or the termination of this Agreement for

any teason. In the event that any one or more of the provisions

cantaled herein will for any reason be held to be unenfoscesble of
illegal, such provision wil be severed: and the anlire Agreernent will rot
fail, but the balance of this Agreement will continua in fuli force and
effect. In such event, the parties aares to hegotiale In good feith a
substitute enforceable and legal provision that most nearly effects the
intent of the parties in eniering into this Agreemant,

hetiveen Vandor and the Board, Vendar shall expeditiously and diigently -

In We absence of a governing

court of competent jurisdiclion as vague,
unenforceable. or iegal and thé parties are unghle to agree on a

-substitute enforceable and legal pravision, the comesponding provision of
1 the Uniform Comingrcial Code, Afticle 2, shall apply.

" 38. Jolnt and. Several Liabllity:
. assigns, if any, Is comprised of mone than ene individua] or otfier legal

i Vendor, or ifs successors of

éntity (or a combination Itﬂ'eaf} then, and In that event, esch and every
shiijatien of undertaliing hirein staked to be fulilied or performed by

' Verdor shall ba ther joit and several obl‘lgartlon or undertaking of each

such individual or other legal entity.

ncies: Other tocal
govemment agencies may- ba eligible to purthase Senvicas pursuant to
the teqms and -cundiions of this Agreement if such agencies are
githorized, by faw or thair ‘governing: hodigs, to exscute such purchases,
&nd ¥-such authorizetion is allowed by the Board of Education’s Chief
Procurement Officer, -and if such purchases have a0 sighificant net
advarse effect on the Board, and resift it no obsetved diminisined
Sawmmmewmﬂrmﬂmﬁoad,andmultlnmmd
diminiched Services from the Vendor to'the: Board's. user depariments
pursuant to such purchases. Examples of such agencies are: City of
Chicage, Chicago Park District, Gity Colieges of Chicago, Chicago
Transit Authonly Chicago Housing Authority, Chicago Board of

Elecfions, Matropolitan Piar & Exposition Autharity (McComnick Place,
Wavy P;er}, and the Municipal Courts.

40. Debarment Policy: Vendor acknowledges thel, in supplying
Sarvices for the Bpard, Vendor shall not wilize any fimes that have-been
debamed from doing business. with. the Board under the Board's
Debanmant Policy and Procedures, 08-1297-PO1, a5 smanded from time
to tinve. if Véndor has engaged-any fimn fo supply Servicas that is later
dabarred, Vehdorshail sever its relafionship with that firm with respect io
smpiying Servicas to the Boaid,

11, icfFacimile  Signatures: A signsture defivered by
facsimile or elecironic means will be cunsil:letad binding for both parties.

1N WITHESS WHEREOF, the parties hetsto have caused this Agreement to be execuled by thelr duly authorized representatives as

of the data set forth above.

BOARD OF EDUCATION
GF THE CITY OF CHICAGD

. Do DM

David J. Vitale, Rlesident

m@vw&’hmﬁv

BLACKBOARD CONNECT, ING.

AP VWErzans, A5 2.8 en Lo st

Signature:
Susa 1. Nayrajos, Assé‘t’ant Secretary
Date.___ Zﬁ? 20{ Tite:_
Board Report Nox: 12-1114-PRA~ Date: / :3;/ 2 ?/ /2

Appmve(d\wgm fommy
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EXHIBIT A
SCOPE OF SERVICES
Blackboard Connect, Inc.
Board Report No. 12-1114-PR4
Board’s Project Manager: Katie Zalewski Phone: 773-553-3060
Vendor’s Project Manager: Erin Cummings Phone: 847-477-8706

Period of Performance: Effective Date until thirty-six (36) months thereafier

This Scope of Services shall be conducted pursuant to the terms and conditions of the Software
and Services Agreement (“Agreement’) dated as of the Effective Date by and between
Blackboard Connect, Inc. (“Vendor®} and the Board of Education of the City of Chicago,
commonly known as Chicago Public Schools (the "Board” or "CPS”). Defined terms used in this
Scope of Services shall have the same meanings as those ascribed to such terms in the
Agreement.

Vendaor will host and support a comprehensive, highly available, web-based, software-as-a-
service (SaaS) communications solution that will provide the Board with the ability for unlimited
outbound notifications by multiple users from multiple data sources. Uses include, but are not
limited to, daily attendance notification calls, substitute teacher scheduling and coordination,
lunch fees management, District-wide mass oulcalls, site/audience specific outcalls, special
events and emergency notifications.

General
Vendor's system and services will provide:

1. 24x7x365 accessibility via a web interface from any computer, using a phone-only dialing
method or via smart phone applications.

2. Unlimited cuthound notifications to landiine phones, cellular phones, satellite phones, e-
mail to computers, e-mail to data capable devices (e.g. PDA, alpha pager), and text
messaging and two-way messaging to SMS devices (e.g. cell phone and other texting
devices). Vendor also delivers notifications via RSS and CAP formats feed or email to
digital signage, deskiop pop-up applications, Twitler, and Facebook. Additionally, the
Board is able to send messages to TTY/TDD devices and facsimiles to maximize access
and outreach.

3. The ability to send unlimited notifications to, but not limited to, any of the following groups:

o Entire Board population (students, parents, administration and staff)
¢ Sub-sets of entire Board population
» School or site~-specific level staff
¢ User-defined subgroups
e Subgroups selected by data values or geo-codes
e Groups outside the base population assuming the Board provides the numbers to
be used.
4. A maximum limit of three (3) minutes for a voice message and one hundred sixty (160)
characters for a text message.

Page 1 of 20
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10.

1.

12.

13.

14.

15.

16.
17.

18.

19.

This Agreement will be posted on the CPS website.

Prioritization of emergency notifications. Emergency notifications will always be sent first
and be sent to ali contact paths for each recipient in order to ensure quick delivery. For
non-emergency notifications, the recipient may choose the sequence of contact devices.

No emergency call rate increase or hidden charges related to emergency messaging.

A method to send notifications in situations when a Board initiator is unable to access the
Internet or has no power. In these situations, a Board user may initiate a notification using
just a telephone (land line, cell phone or satellite phone) via an automated dial-in, User ID

and PIN process.

Secure integration with the Board’s back end applications and databases, including the
Board’s Chancery SMS and any other database(s). Blackboard will utilize Secure FTP
interface for secure, timely and efficient import {upload) and updates. Data is imported
into the service utilizing a comma-delimited or tab-delimited file. The import process can
be run daily, weekly, or monthly at the Board’s discretion and all data will be automatically
geo-coded with latitude and longitude coordinates.

Notifications in multiple languages, including English and Spanish. Text messaging and
email is available in all Roman alphabet languages. Text-to-voice conversion is preloaded
in Spanish and English and can be provided in up to 22 languages. Text-to-text
transiation is available from English to Spanish, French, German, Portuguese, Danish,
Dutch, Norwegian and ltalian.

Prioritization of non-emergency notification delivery methods based on end user
preference (i.e. - home phone first, if not answered then cell phone, etc.). Vendor uses
proprietary algorithms to send to all contact points in the guickest way possible.

Interactive survey capabilities that aliow Board users to create a message in the form of a
customized survey with up to nine (9) questions to send to contacts. The questions can
be “yes or no” and/or multiple choices. The recipients respond to a message via their
telephone keypad. The Interactive Survey service tabulates the results and then provides
them to the Board via a website and e-mail reports. The interactive survey cali type
allows recipients to confirm a notification via a key press on voice-delivery devices such
as telephones.

Unlimited 24/7/365 live toll-free and/or web-based Customer Service Support at no
additional cost to the Board.

Unlimited 24/7/365 technical programming and support for implementation and on-going
requests through a 24-hour toll-free support line at (868) 435-7684 at no additional cost to
the Board.

Simple management tools through an easy-to-use interface for authorized Board users.
Real time monitoring and reporiing.
Real time updates to any Board source information.

Management reporis on utifization, call success rates, messaging success rates, invalid
phone numbers, invalid e-mail addresses and other additional information.

The capacity to support up to ten (10) contact numbers, four (4) e-mail addresses and ten
(10) SMS phone numbers per recipient.

Flexible message scheduling for immediate, future, and/or reoccurring messages.
Messages can be scheduled according to specific groups, specific messages and/or
emergency alerts. Messages and notifications can be scheduled up to a year in advance.

Page 2 of 20




This Agreement will be posted on the CPS website.

20. Granularity so that individual schools, departments or programs are able to manage and

21

22,

23.

24.

25.

26.

27.

28.

29.
30.

31

32.
33.
34.

35.

administer natification lists and sends notifications to their specific lists.

. The ability to send unlimited Short Message Service (SMS)/text messages to cell phones,

smart phones, TTY/TDD devices, PDAs and other text-based devices.

Notification to recipients receiving SMS/text messages that their SMS/text provider may
charge a fee. Vendor offers an “opt-out” process so that these recipients avoid such fees.

Multiple means to exclude recipients who choose to 'opt out' of notifications or to edit
specific points of contact (phone numbers) for recipients. A recipient may be removed via
SMS reply, the Vendor wéb portal, removal from the Board’s Chancery Student
information System (removed upon next scheduled upload) or a call from an authorized
Board administrator to the Blackboard Connect Client CGare Center.

The ability to send both a recorded voice message and a text message in a single
notification to specified recipients for delivery to appropriate contact points.

The ability to pre-record standard voice messages and pre-schedule voice or text
messages for planned events up to one year in advance. Messages may be stored in the
library for the lifetime of the Agreement.

The ability for a Board user to enter a message in text and to have it converted to speech
(“text-to-speech” conversion).

The ability to create a single notification and have it translated into the appropriate
message type (voice, text, HTML, email, TTY/TDD, etc) for each recipient.

A message personalization tool that allows Board users to “blend” conventional text-to-
speech voice simulation and the user's own voice to maximize personallzatlon and
customization.

The ability to send Plain and Rich text e-mail messages.

The ability to customize message “salutation,” "from,"” "reply to" and "subject” fields in
email and text messages.

.The ability to add standard wording to any message (such as legal requirements to

identify the message owner, etc.)
Spell-check for all notifications prior to sending.
Preview of all complete messages before delivery.

A notification cancellation feature that allows the Board user to stop a notification at any
point in time. However, due to the speed of delivery, first aitempts may already have
been made.

Automatic retry of message delivery to specified contact points for undeliverable
messages for a period of at least three (3) hours. If the notification is not successful on
the first attempt, the service makes up to three (3) re-try attempts per each individual's
contact point. The sender also has the option to select a one-try only delivery, which
results in the delivery report being returned in short order to assess how many individuals
were reached. After completion of the notification, including the standard retries, the
sender has the ability to do additional "one click” retries from the delivery report to any
recipients that did not receive the message (disconnected numbers, no answer, and
invalid phone numbers). This function will not re-send the message to those that did
receive it successfully during the initial notification period.
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36. The ability to distinguish when a live recipient is reached vs. an answering machine or
voice-mail on voice-delivered devices,

37.Message delivery when a voice-delivered message reaches an answering machine or
voice-mail. The system determines that the recipient is an answering machine/voice mail,
waits for silence and then delivers the appropriate message.

38. Board-specific web portal(s). Adminisirators, staff or recipients will be able to quickly and
easily subscribe to specific groups or message categories and indicate precisely in what
modes and on what devices they would like to receive notifications. By following a secure
authentication process. users affiliate themselves with student or staff records already
uploaded from the Board’s database systems.

39. An implementation plan with clearly defined roles and responsibilities, training options as
well as execution timeline will be presented to the Board within two weeks of Agreement
signature. Phased implementation will be completed within 90 days of the date the
Agreement is signed.

40. Onsite and on-line training for administrators, District-wide staff and end users. Training
includes initial implementation training as well as re-training and future new user training
via on-site and/or via webinar at no additional cost throughout the life of the Agreement.

41.Aall training materials, including hard copy and electronic copy as needed. Training
materials may be made available via web portal.

Substitute Teacher Scheduling and Coordination

42 Vendor will work collaboratively with the Board to address the unique Substitute Teacher
Scheduling and Coordination needs based on the capabilities of the offered outbound
notification service. Some of the options available include:

a. The Board may utilize the Interactive Survey call type to create customized survey
messages with up to nine (9) questions to send to schools, teachers, substitute
teachers or any combination of these groups. The specific recipient(s) respond to
the message via their telephone keypad. The Connect service tabulates the results
and then provides them to the Board via the website and e-mail reports.

b. A unique Substitute Teacher Scheduling and Coordination portal can be created for
an easy-to use web-based option to gather and disseminate scheduling and
coordination information.

c. The Board user may create a message and insert the name of the job or school
and details regarding the substitute opportunity. -

d. The Board may utilize the Blackboard ConnectTxt text service for Substitute
Services. This two-way messaging system makes it simple to send and receive
text messages to a wide audience, directly from a computer or mobile device. With
powerful personalization and automation tools, ConnectTxt helps users
communicate in a more engaging, conversational way - fostering a more
meaningful sense of connection with the Board’s substitute teachers.
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Architecture/Redundancy/Capacity

Vendor acknowledges and agrees that:

43.The service is fully hosted. The Board needs no additional solution-specific voice and/or
data circuits to operate the system.

44.No hardware is required beyond existing telephones, smart phone or Blackberry celluiar
units, PC workstations with Microsoft OS Windows 2000 and ail later MS OS and with
Microsoft Internet Explorer 6.0 or later.

45. The Board will not have to manage database capacity or phone ports.
46. The Board’s hosted solution has 99.98% uptime, scheduled maintenance notwithstanding.

47. The system is designed with scalability for fong-term viability through an open architecture
that allows for system growth as the needs of the Board grow.

48. A unigue Automatic Number Identification (ANI) will be associated to Board calls placed
from the system to the public network.

49.The system will be able to deal with caller-ID blocking, tele-zappers and other call-
blocking devices designed to restrict unsolicited inbound calls. Customized unique Calier
and Email IDs will be created for all schools and specific Board departments or programs
to deal with caller-1D blocking, tele-zappers, and other call-blocking devices.

50. The system supports configurable dialing prefixes and supports both seven (7) and ten
(10) digit dialing.

51.Board users are able to access the system and create/send notifications remotely without
special equipment. Users are able to access the system via the specific Board web
interface, toll-free telephone number-as well as IPhone and Android cellular phone
applications. '

52. The solution has the ability to prioritize emergency notifications over standard notifications
in the message delivery queue. Emergency notifications are always placed first in the
queue.

53. The authorization feature will allow the Board to set its own parameters around notification
gvents to prevent users from sending unauthorized notifications or sending a call at an
inopportune time. Vendor's service also includes de-duplicating technology so that a
single number will not receive multiple calls regarding the same notification. Other aleris
include: :

» An alert to the 24x7x365 technical support team if first attempts are not started
within 15 minutes

* An alert to the 24x7x365 technical support team if first attempts are not completed
within 30 minutes

o If all attempts are not completed within 90 minutes, our technical support team is
alerted and begins monitoring '

o [f all attempts are not completed within120 minutes, our technical support team
fakes action

« At 180 minutes, our telecommunication partners stop all calls for that message
schedule and send Vendor a report on deliveries
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54 All upgrades, updates and enhancements to the architecture or solution shalt be provided
at no additional cost to the Board. All upgrades and enhancements are rolled out
seamlessly into the web interface only after extensive testing. The Board will be notified
prior to major upgrades and new user documentation and training will be provided as
requested. '

55.The solution has the capacity to support a student population of over 400,000 with
700+site locations. Through pre-contracted service level agreements (SLAs) with muitiple
telecommunications providers, Vendor is able to deliver over 3.2 million 60-second voice
calls per hour, 1.8 million text messages per hour and 1.8 million email messages per

hour.

56. The solution has full redundancy by maintaining a zero-singie point-of-failure system
through  utilization of redundant and distributed infrastructure  (including
telecommunications providers, servers, power grids, and communication streams} to
support service delivery. Vendor application servers are hosted in multiple, geographically
diverse, fully redundant powered data centers:

Call Data Centers span / = =
all national p__:&wer e

;

CF

interconnects.

RedundantSMS
aggregators.

“

@ _ e i
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Y Pl

% \::' ''''' m—_.‘_g .
You zlso get 24 x 7 % 365 nationwide sup

Data Management, Security, Active Directory (AD) Integration and Auditing

Vendor acknowledges and agrees that:

57. The Board owns all data, including recipient information, message traffic data, and log
data. Vendor will not sell or use data in any way other than to serve the Board.

58. Data integrity is provided via Vendor's data security policy and through the following

security measures taken as it relates to the Board’s data:
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Perimeter:

» Firewalls: All connect environments are protected by redundant perimeter firewalls
that are segregated by Vians with traffic being conirolled by sirict access control
lists.

» Web Application Firewalls: all web fraffic traverses through redundant Web
Application Firewalls. The traffic is inspected for anomalies and attack signatures
(i.e.; SQL injection, Cross site scripting etc...) before it can proceed to the back
end for processing. '

Internal;

» [IPS: All ingress and egress traffic traverses through IPS Sensors located in all
environments. |IPS signatures are auvtomatically updated to provide protection
against the most current threats.

e Access cantrol System: All infrastructure equipment is locked down and controlled
via an access control system to deny access to unauthorized personnel.

» Database Firewalls: all communication with the databases must first pass through
cutting edge redundant database firewall gateways. All access and transactions are
checked againsi an access policy and are either permitted or denied based on the
current policy. All access and transactions are logged and stored for compliance
and troubleshooting.

Vulnerability discovery and mitigation

¢ All exiernal facing servers and infrastructure in every Vendor environment are
scanned and audited for vuinerabilities on a weekly basis. All internal servers and
infrastructure are on a tri- weekly scan rotation.

» The Blackboard Connect 5 application is scanned with a web application code
scanner for security issues throughout the SDLC life cycle.

59.The service removes any duplicate records removing the possibility of duplicate

notifications.

680. The service facilitates unattended, aulomated and secured contact data upload and

61.
62.

63.

64.

update directly from the Board’s Chancery SMS. The system can take information directly
from the Board’s student infarmation system, including but not limited to, grade, gender,
student 1D, school, teachers and other information.

The solution provides the ability to download the Board’s contact database in its entirety
or by queried fields.

The Board can add or change all or some contact data through an imported file in .csv or
xt format or ODBC import.

The service provides calls results status data that can be uploaded daily to the Board's
CPS Dashboard application. Vendor will provide a comma-delimited file containing call
resuits status data that can be uploaded daily to the CPS Dashboard application so that
the Board may identify invalid phone numbers that need to be corrected by Board
personnel.

The service includes an easy to use, self-administered contact management solution that
¢an support an unlimited number of all-purpose calling groups. This feature allows all
system users the ability to create an unlimited number of groups (by school, home
language, bus schedule, teacher, band parents, PTA parents, etc.) within their designated
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contact list. Users can also organize contact data by contact types (student, faculty,
administrator, genderetc.). There is no limit to the administrator’s ability to target
communications to select groups or subgroups of community members.

65.The service supparts encryption between all server components and client-to-server
connections. All data transmitted to and from the Board’s administration website utilizes
secure transmissions that use 128 bit SSL encryption or better. Alli data transfer is
performed using either SSL or SFTP at the client’s preference.

66.System security is ‘a top priority, utilizing only the most current industry-standard
practices, including: .

Physical Security:

» Datacenter housed in non-descript building with 24/7 security detail.

* D is required to sign in and personnel entering must be on the facility access list.
+ Bio- metric authentication is required for entry into cage area.

Personnel:

e Vendor's Security Manager is NSA-IEM certified (National Security Agency-
Infrastructure Evaluation Methodology), CISM (Certified Information Security
Manager) CRISC (Cerified Risk Manager) overseen by ISACA and AppScan
certified. CISSP certified (Cerlified Information Systems Security Professional),
The CISSP certification is overseen by the International Information Systems
Security Certification Consortium or (ISCY*®, which is the internationally recognized
gold standard for educating and certifying information security professionais;

Data and Infrastructure Security:
Perimeter:

« Firewalls: All connect environments are protected by redundant perimeter firewalls
that are segregated by Vlans with traffic being controlled by strict access control
lists.

e Web Application Firewalls: all web traffic traverses through redundant Web
Application Firewalls. The traffic is inspected for anomalies and attack signatures
(i.e.; SQL injection, Cross sile scripting etc...) before it can proceed to the back
end for processing.

Internal:

» IPS: All ingress and egress fraffic traverses through IPS Sensors located in all
environments. IPS signhatures are automatically updated to provide protection
against the most current threats.

+ Access control System: All infrastructure equipment is locked down and controlled
via an access control system to deny access to unauthorized personnel.

o Database Firewalls: all communication with the databases must first pass through
cutting edge redundant database firewall gateways. All access and transactions are
checked against an access policy and are either permitted or denied based on the
current policy. All access and transactions are logged and stored for compliance
and troubleshooting.

Vulnerability discovery and mitigation
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All external facing servers and infrastructure in every Connect environment are
scanned and audited for vulnerabilities on a weekly basis. All internal servers and
infrastructure are on a tri- weekly scan rotation.

The Connect 5 application is scanned with a web application code scanner for
security issues throughout the SDLC life cycle.

Moniforing:

Every sserver and all network equipment is monitored 24/7. Any security incidents
or events are correlated and proper personnel are notified immediately.

Forensics:

Vendor has an in house Enterprise Forensics Program that includes network and
host forensic capabilities.

Vendor Employees:

All employees of Vendor undergo and clear Vendor's rigorous comprehensive pre-
employment background and reference check conducted by third party independent
professicnals. Only employees who have undergone and cleared background
checks will have access to client data. Upon hire, all employees sign a
Confidentiality Agreement, an Elecironic Communications Policy, a2 Technology
Resources Policy, and a Code of Business Conduct Policy. During the orientation
process and throughout the employment period, each employee is educated and
continually updated about security, confidentiality, and privacy protocols and
processes.

67.Vendor is compliant with all applicable Federal and State laws and follows the strictest
possible protocols to ensure data protection. Therefore:

o

Vendor does not sell, tfrade, lease or loan any data about its customers to any third
party;

Vendor is not a source of, nor does it deliver, any unsolicited e-mail, unsolicited
voice mail or unsoliciied faxes

Vendor does not sell or provide information to direct marketers or any other third
parties;

Vendor only uses the Board’s contact information to correspond with Board users
as necessary and if requested, to resolve problems that the Board encounters, and
to improve customer service; and,

Vendor does not disclose any client information except as mandated by law
enforcement authorities and government agencies.

Vendor follows the standards set by ISO (International Organization for
Standardization), specifically ISO. 17799 and 1S027001, and NIST (National
Institute of Technology), which establish international guidelines and best practices
for initiating, implementing, maintaining, and improving information security
management in the following areas: Business continuity planning; System access
control; System development and maintenance; Physical and environmental
security compliance; Human resources security and personal security; Computer
network management.

Page 9 of 20




This Agreement will be posted on the CPS website.

8. All administrators and users of the solution will be authenticated at the time of log-in using

the Board's Active Directory (*AD”) infrastructure, which is a single forest, multi-domain,
discontinuous namespace and non-transitive trust environment.

69.The service provides a mechanism to link the application’s authorization levels (alsc

known as roles) to AD groups. Each application role will relate to an AD group (a “primary
security group”). User accounts placed in primary security groups will be authorized
for the corresponding application functions for that role. The system has authorization
logic capable of defining these groups in such & way so they are not repeated on a per,
school or per department basis to reduce the overall number of groups needed for the
Board. The Board will provide Proposer with the necessary AD credentials to read the
forest to support the above functions.

70. Each primary security group may contain other AD groups; therefore, when a user account

71

72.
73.

is placed in one of these AD groups, the user will gain the authorization of the primary
security group. Each AD group may, in turn, contain other AD groups to allow multiple
levels of nesting.

. The service provides ongoing support for the AD implementation for the Board. As major

Active Directory versions are released, Vendor will test and support any changes in
functional operation of the directory services that could affect the application’s integration
within a reasonable (less than 10 business days) timeframe. Vendor will test and support
point releases within six (6) months of their release. The Board will work with Vendor to
ensure that any significant changes to the Board’s AD configuration do not impact the
ability to integrate with the service.

The service records an audit trail of all changes made to system data.

Passwords are transmitted and stored in an encrypted format. The service provides the
capability to enforce maximum login attempts at 5 attempts and inactivity timeout at 59
minutes.

Administration

Vendor acknowledges and agrees that the service provides the Board the ability:

74,

75.

786,

77.

To create a hierarchy of notification lists. The service includes an easy to use, self-
administered contact management solution that can support. an unlimited number of all-
purpose calling groups. This feature allows all system users the ability to create an
unlimited number of groups (by school, home language, bus schedule, teacher, band
parents, PTA parents, etc.) within their designated contact list. Users can also organize
contact data by contact types (student, faculty, administrator, etc.}. There is no limit to
the administrator's ability to target communications to select groups or subgroups of
community members.

To control access to administrator tools minimally at two levels: access to all teols and
access to message-send features only:

For each school, administrative site, department or person responsible for a group to
manage its own notifications.

To view all elements of a subscriber record but not make changes to that record. All
changes to a record must be made in the CPS Student Information System and then be
uploaded into the system upon the next scheduled upload. Uploads can be scheduled at
the Board's needs.
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78.To search contact records by e-mail address, name, phone number, as well as date
subscribed and the ability to download subscriber data in Excel format, both in its entirety

and in subsets,

.79. The service provides the ability to create and save sub lists of subscribers segmented by
one or more of the data fields collected. The service also provides the ability to review all
subscriber records in each sub list.

80.To sequence the recipient’s preferred devices/paths so that reczplent's messages are
attempted in a prescribed order.

81.To define when notifications calls are to be made or transmitted. Administrators or users
may elect to send voice, text, email, RSS, CAP, Facebook or Twitter or any combination
of those for each message.

82. To identify one or more "group administrators" for any particular group or site.

83.To restrict visibility of group administrators to their groups’ recipient and message
information. Further, the service allows group administrators full control to add or change
recipient information and to send notifications to those recipients. Vendor has
administrative tools that recognize the hierarchy of school structures and facilitate
centralized control with decentralized use.

84.To allow group administrators full control fo add or change recipient information and to
send notifications to ail sub-groups of their groups. As part of the initial set-up and
implementation, Vendor works with the Beoard’s system administrator(s) to designate
users by type, identify user roles, and identify which database groups those users can
access, view, andfor modify based upon their specific areas of responsibility. Each user
is assigned an account profile that is accessed through AD authentication and resulting in
secure and appropriate data access and oversight by the appropriate user. -

B5.To set up an organizational hierarchy where the administrators of the primary organization
can view and send notifications to all secondary organizations and their groups and
recipients. Vendor has administrative tools that recognize the hierarchy of school
structures and facilitate centralized control with decentralized use; roll-up reporting of call
results and usage activity, district student attendance messaging, and data management.

86. For administrators to set call type priorities (i.e., an attendance call is a higher priority
than a mass outcall).

87. For administrators to set default notification time periods. Notifications may either be sent
immediately or be pre-recorded and scheduled for later delivery up to one year in
advance. Pre-recorded messages may be stored in the library for the lifetime of the
Agreement.

88. To allow authorized individuals to approve any message before it is sent through a call
authorization feature. This feature prevenis users from sending an unauthonzed call or
sendinga call at an inopportune time

89. For authorized administrators to add or edit recipient and contact information directly
within the interface.

Reporting

Vendor acknowledges and agrees that the service provides:

90. Post-notification statistical information including number of messages sent, number of
recipients, message open rate (HTML messages), click-through rate on each URL
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92,

93.

94,

This Agreement will be posted on the CPS website.

provided in a message, message send rate, and delivery times. When a scheduled call
completes, the service automatically compiles statistical results and send them to the user
via an HTML e-mail. Additionally, the e-mail reports can be automatically copied to other
users at the site or at the Board. All e-mail reports show a summary of the caill results
and provide links to Resend Calls and/or View Call Details. For security purposes, only a
summary report is accessible via the e-mailed report, which does not include specific
phone numbers. On the website, accessed with a valid user ID and password, more
detailed information can be viewed, such as a breakdown of each phone number called,
the type of number called (home, work, cell, etc.), which numbers appear on the Bad
Number list, and the final status of the call (Live Delivery, Answering Machine, Busy, etc.).

The ability to track message information:. time message was generated; real-time updating
of message status (queue, mailing, sent).

The ability to report on bounce backs, bad e-mail addresses, and wrong or invalid phone
numbers. Vendor will work with the Board to create customized email address{es) in
which email notifications will appear to have originated from to the recipient to which
bounce backs may return so that the Board can track incorrect e-maii addresses on every
message sent.

On-line, e-mail, and downloadable reports that provide details on everything from call type
to call status. In addition, a reporting dashboard and downioadable reports are available
on the reporiing {ab through the web Interface. If the Board needs additional reports or
information, such as Ad-Hoc reports, Blackboard Connect Client Care will customize any
report desired by the Board .

» E-mailed reports contain general information only. When the information is student
specific, it is available through the web-Interface accessed after an authorized user
logs into the system to maintain student privacy and data security. Several of the
standard reports available inciude, but are not limited to:

o Message Summary Reports

o Interactive Survey Message Summary Reports
¢ Individual Call History

o Bad Number Report

If the Agreement is fully-executed and a purchase order is issued to Vendor for the Services on
or before December 31, 2012, then for the first 12 months of the Agreement Term during which
the Services are provided, Vendor shall also provide the following additional service toup to 3
schools designated by CPS at no additional charge:

Blackboard Connect for Teachers K-12 service. Blackboard Connect for Teachers service will
enable teachers to send pre-recorded telephone comments to parents of students in a designated
language. Vendor will provide support to a desjgnated administrator ('Teacher Champion™) at the
CPS. The Teacher Champion will in tum support the teachers using the Blackhoard Connect for
Teachers service.
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EXHIBIT B
PRICING SCHEDULE
Blackboard Connect, inc.

Board Report No. 12-1114-PR4

One-Time Fee
5000
5000

Programming and Set-up’

Initial Traini

Year One (1) - 12 months

Uniimited Calls, Uniimited Messaging and Long Distance

24171365 Service and Support Included

New User and Ongoing Training Included | e

Maintenance-Year One included

Other (describe in detail below) . included-_' R
|

- " Monthly Fee

Unilimited Calls, Unlimited Messaging and Long Distance _ $41.512.50

24/7/365 Service and Support Included

New User and Ongoing Training Included

Maintenance-Year Two Included

Other (describe in detail below) Inctuded

Year Three (3) ~ 12 months

__Monthly Fee
Unlimited Calls, Unlimited Messaging and Long Distance _$41,512.50
24/7/3635 Service and Support _ lncluded_
New User and Ongoing Training Included = I
Maintenance-Year Three Inc'.[udeq"'_ ::.f:: :
Other (describe in detal below) ncluded

TOTAL MAXIMUM COMPENSATION (This inciudes all total costs
for Set-Up and Training Fees and total yearly Service Feecosts [ -~~~ ..~ -
for the 36 monthly payments) | - $4,494,450.00
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The payment schedule for Vendor shall be as follows:

Services inciude unlimited calls, unlimited
messaging, long distance, 24/7/365 service
and support, new user and ongoing training
and maintenance services

36 Monthly Payments

TOTAL MAXIMUM COMPENSATION | $1,404,450,00
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EXHIBIT C
KEY VENDOR CONTACTS
Blackboard Connect, Inc.

Board Report No. 12-1114-PR4

Defined terms used in this Exhibit shall have the same meanings as those ascribed to such
terms in the Agreement.

All members of the Blackboard Connect Client Care Team are full-time, Vendor employed
customer service professionals. Vendor assures data security by requiring all staff to undergo
and clear extensive background checks prior o employment. Additionally, all Client Care Team
members are Level 1/2 cross-trained in both customer and technical support to address a variety
of client needs.

In the event that an issue needs to be escalated, escalation levels are listed below. Response
time from level to level is typically an hour or less, but will be dependent upon the severity of the
issue. Incident resolution wilt be dependent upon the severity of the issue as well. The Client
Care Account Manager will provide updates throughout any incident until there is incident
resolution.

The Dedicated Project Manager, Lisa Mercer, is responsible for all day-to-day aspects of account
management after contract signing. Lisa is located locally to the Board and brings a consultative
approach, with a “whatever it takes” dedication towards serving the Board.

Escalation Contact Contact Number
Level :
Level 1 Help Desk or Client Care Manager (877) 428-9411
(System & Functional ssues)
Level 2 Client Care Director {System & (818) 808-1700 or as
Functional Issues} above
Level 3 Senior Client Care Director (818) 808-1700 or as
(Functional Issues) above
Technalogy Director — Integration
Director (System Issues)
Level 4 Chief Technology Officer (System (818) 808-1700 or as
Issues) above

The Board’s account is managed through the partnership and support of the Blackboard Connect
Client Care Team, who are responsible for managing all aspects of the account and the needs of
the Board. The Client Care Specialists assigned to the Board’s account are specialisis,
dedicated to K-12 accounts in the Board’s particular geographic area to ensure relationship
building and education specific knowledge. Vendor assures data security by requiring these
Specialists, and all staff o undergo and clear extensive background checks prior to employment.
Within the Team, the Board is assigned two account-specific managers so that the Board has a
contact available to them that is well versed in the day-to-day needs of the Beard. Managers
work under the supervision of the larger Client Care leadership, who take an active role in
providing a depth of day-to-day support and leadership for account management.
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Account managers are supported in their efforts by a host of visible and “behind the scenes’
contacts, including the Senior Vice President of Client Care, the Vice President, Senior Client
Care Directors, among others. Our entire staff provides additional support. In the event that
either of a CPS’ two account managers are unavailable, dozens of other Client Care Specialists
are available 24/7/365. To ensure that the support personnel are not impacted by a regional
event, such as a power outage, our Client Care Team has members that work in several regional
ofiices, covering all time zones of the United States. We provide a visual diagram of the Board’s
direct team in what follows:

All members of the team have extensive knowledge and experience in project analysis and
implementation with districts of all sizes in all 50 states, encompassing both urban and rural
areas in the K-12 market space. Should the Board desire additional information beyond that
which has been included below, detailed resumes can be provided in closed session upon
request.

DIRECT SUPPORT:
Mario Joy, Senior Vice President, Client Care

Mr. Joy, as well as his Client Care Team (discussed below) confer with the District and discuss
the District's overall goals for the service, their requirements, and any special practices or
policies that the District wishes and/or will wish to implement based upon best practices derived
from other districts of similar size. Mr. Joy will then continue to work with the Client Care Team
to regularly audit the team’s progress toward each site's goals as well as toward the overail
goals of the District. In his over 8 years with Vendor, Mr. Joy has overseen the successful

implementation of more than 2,000 accounts.
DIRECT PROJECT TEAM:
John Smith, Senior Client Care Director, K-12

As a key member of the Client Care Team under Mr. Joy’s direction, Mr. Smith is dedicated to
ensuring the smooth impiementation, roll-cut, and ongoing usage of the Vendor service. Mr.

Smith andfor his team, composed of Client Care directors and managers, deploy to CPS to
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perform on-site training for the duration of initia! training and is available upon request for
additional training and re-training throughout the duration of the contract. Other Client Care
Representatives are also crass-trained, under the supervision of Mr. Smith, to provide training
and re-training if needed.

Lisa Mercer, Client Care Director

As a key member of the Client Care Team, Ms. Lisa Mercer will be dedicated to ensuring smooth
implementation and rollout. Ms. Mercer and/or her team (Client Care Manager/Specialists) are
- deployed to each site for the duration of training and is available upon request for additional
training and re-training  throughout the duration of the contract. Other Client Care
Representatives are also cross-trained, under the supervision of Ms. Mercer, to provide training
and re-training if needed. Ms. Mercer is responsible for the day-to-day success of client
satisfaction for the Board’s rollout.

Deanna Ellis, Vice President, Technology

Ms. Ellis is a senior member of our integration team who works with the Board to automate the
data integration process. In the event that Vendor is awarded the RFP, she will work with Board
representatives to maintain integration. She is involved in all phases of design, logic, and system
functionality decisions. She has assisted thousands of Institutions to securely integrate their in-
house data with the Connect service, and has set up an automated, unattended data integration
process for most of these institutions as well. Ms. Ellis came to the Vendor team in 2003 with
over 15 years of prior experience supporting users of complex software solutions, as weil as
working as a programmer and database interface developer.

Bing Chen, Vice President, Product Management

As Vice President of Product Management, Mr. Chen is responsible for ensuring the smooth
development and integration of new features and functionality throughout the system. As such,
Mr. Chen will lead Blackboard Professional Services to fully understand the Board’s emergency
communication strengths, weaknesses, opportunities and threats and then work with the Board
to plan, develop, implement and test a customizable solution that will best suit the Board’s
needs. Mr. Chen has been an integral part of the Vendor Team since 2001 and continues to play
a key role in the design of the user-interface.

General Staff Qualifications: Beyond the dedicated team and those listed below in back-end
support, additional staff members that will assist with the project for the Board held the following
professionat certifications and degrees. This list is by no means exhaustive, but rather a
representative sample of the combined expertise of the employees of Vendor who will run and
support the project implementation and ongoing support of the Board. Should the Board need
additional information regarding the professional qualifications of any member of the team, we
would be happy to provide additional information.

Degrees: Within Vendor's Technology Team of 36 employees, all employees have the
appropriate training, background, degrees, and certifications for their role. Team degrees
include, but are not limited-to the following: Bachelor of Science degrees in the areas of ~
Engineering, Computer Science and Math. Additionally, the team includes staff with Masters of .
Science degrees in Electrical Engineering and several staff with Masters of Science degrees in

Computer Science.

Techno!dgy Certifications: Members of the Technology Team hold the following certifications
related to their responsibilities and experience with delivery of Mass Notification Systems:

. MCSE: Microsoft Certified Systems Engineer
. MCP: Microsoft Certified Professional

Page 17 of 20




This Agreement will be posted on the CPS website.

. CCNA: Cisco Certified Network Associate

. CISSP: Certified Information Systems Security Professional
. QUALYS

*  NSA-IEM

-~ MS Certificated Professional - Windows Clustering

. MS Certificated Professional — SQL Server Administration

. © Six Sigma Green Belt Training
. U.S. Army Signal Corp (Multi-Communications)

Project Management: Members of the Technology Team and/or Project Management Team hold
the following certifications related to their responsibiliies and experience with delivery of
Notification Systems:

. Project Management Professional (PMP) Certified
. Certified Information Systems Auditor (CISA) Certified
. Cal Tech/JPL Project Management Certificate '
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EXHIBIT D
SERVICE LEVEL AGREEMENT {SLA)
Blackboard Connect, Inc.

Board Report No. 12-1114-PR4

Defined terms used in this Exhibit shall have the same meanings as those ascribed to such
terms in the Agreement. '

Vendor uses commercially reasonable efforts to provide the Services to the Board for twenty-four
(24) hours a day, seven {7) days a week throughout the Term of the Agreement. The Board
accepts that from time-to-time the service may be inaccessible or inoperable for various reasons,
including periodic maintenance procedures or upgrades ("scheduled downtime”), service
malfunctions, and causes beyond the control of Vendor or causes that are not reasonably
foreseeable by Vendor including the interruption or failure of telecommunications or digital
transmission links, hostile network attacks or network congestion or other failures (collectively
"downtime"). Vendor will use commercially reasonable efforts to minimize any disruption,
inaccessibility and/or inoperabitity of the service in connection with downtime, whether scheduled
or not.

Support Standards

Availability Vendor wilt provide support to the Board on a 24/7/365 basis.
Maintenance and Performance Standards

Network Server Availability

+ Vendor will exercise reasonable best efforts to maintain 99.8% availability, ‘except for
those periods during scheduled or emergency network and/or application maintenance.

Delivery

» An attempted Delivery will be defined as a call originated by an initial transmission of a
message to a publicly switched telephone network (*PSTN"}.

+« Vendor has Service Level Agreements (“SLAs”) with redundant telecommunications
providers that allow Vendor to initiate over 3.2 million 60-second voice calls per hour.
Additionally, Vendor has the capacity to send 1.8 million text messages per hour and 1.8
million email messages per hour.

Trouble Shooting

If the Board believes that Vendor has failed to achieve its SLA in any given month, the Board
must open a written trouble ticket for the failure within 5 business days of its occurrence. On
receipt of the trouble ticket, Vendor's technical support staff will log the call and pursue
resolution of the inquiry. :

1. If the source of the problem is outside of the control of Vendor, it will use commercially
reasonable efforts to notify the party/parties responsible and cooperate with the
party/parties to resolve such problem as soon as possible.

2. If the source of the problem is within the control of Vendor, Vendor will use best efforts to
resolve the problem as soon as is reasonably practicable.
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Limitations Applicable to SLA Guarantee

1.

No failure to meet any of the network availability or network service guarantees set forth
above will be deemed to have occurred, and no penalty shall accrue, if such failures
arises from or is otherwise caused by:

Interruptions due to the failure or malfunction of equipment not owned or operated by
Vendor, including service connected to Board-provided electric power;

Loss of power, local access, other connectivity or equipment fatlure on the Board side;

Any ai_ct or omission of Board or iis employees, agents, contractofs. or third party that
causes an interruption or service degradation;

Interruptions during any scheduled maintenance period;

Interruptions due to force majeure events or evenis beyond the reasonable control of
Vendor,

Interruptions arising from misuse of the Services by the Board or any interruptions due to
any third party network, including but not limited to Internet service providers or
telecommunications providers connected to, or providing service connected to, the
Services, or Vendor facilities.
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