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Manager Portal Users

Create Portal Admin Users
The Admin Users page enables you to create, edit, and remove admin users. The access rights of an admin user
are determined by the role assigned to that user. The available roles are:

Full Access

Read Only

Report Admin

Admin with no Forensic Role

HR

Super User (only available to the default company super user)
Threat Analysis

Full Read Only

Note - The default company super user can create, edit, and remove super users. Super users can create other
admin users but cannot create super users of equal role. The default company super user cannot be removed.

Hotifications 20 | Home Dashboard ‘Web Virus Spyware Web Filtering Admin Reporis Threats
-
Your Account » Authentication 4 Mamagement 4 Agdit 4« HTTPS Inspeciion 4« Downloads 4
" Acoount Details
Change Password
7 2]
Scanning 1Ps
Admin Users 1 these details need to be amended please dhange below and dlick Save”

Title

Notifications

—
Your Account 4 Authentication a4
Manage Admin Users . . . . .
1. Click the Admin tab to display the administration menus.
2. Inthe Your Account menu, click Admin Users to display the
El'-nfl::_:?llj"ti(lm.whl o' Admin Users page.
ol %

The pessword email i nok sent unfil the user |s acthvated

3. Click Create Admin User to display the Create a new admin
user page.

¥ Cancel © Submit
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Manage Admin Users

Create Admin User S . ”
iy This is the username and it is case sensitive

Enmail Login

knssy crossigarkansas. gav
Role: % \
o

The password email is not sent until the user i activated,

M

Your Acoount < Authentication ha

Manage Admin Users
4. Enter the email address of the new admin user in

the Email Login box. This will be the username.

Ermiail Login %
| by cross@arkansas gov 5. Inthe Role drop-down list, choose Full Access.

Role %

| Full Access

6. Click Submit to create the new admin user.

The password email is not sent unol usaris acdivate

o Cancel © Submit

Note - You must activate the admin user to enable the user to log in. A temporary password will be generated
and emailed to the user upon first activation.

| Notifications 20 Home Dashboard ¥ Web Virus Spyware Weh Filtering Admin Reports Threals
e — ]
Your Account 4 Authentication |4 Management S 4 Amdit 4 HITPSInspection < Downloads n4

Manage Admin Users

Q Search by email

Change status from Inactive to
Active by checking the box.

O Email £ Role = status= /' Actions

O BT Wi OosRarinses gou Full Access v O Tnactive @ Peset Password | W Filers

7. To activate an inactive admin user, click Activate.
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Edit Admin Portal User

1. Click the Admin tab to display the administration menus.
2. Inthe Your Account menu, click Admin Users to display the Admin Users page.
¥| Notfications 20 | Home pashboard | webvirus ¥ spyware & web Filtering Admin Reporls Threats

“Your Account <« Authentication 4 Management 4 Audit - 4 HTTPS i 1 loads “

Manage Admin Users

Q| search by email

Check the Box
B ‘up - Role 2 Status Nt

c £ lfssyerspa ks gov Full Access [ D inactve @ Resstpassword | Y Filters |

~ =

e To activate an inactive admin user, click Activate.
e To deactivate an active admin user, click Deactivate.
¢ To reset the password of an admin user, click Reset.

To unlock an admin user who has been locked out after multiple failed log-in attempts, click Unlock.
To change the role of an admin user, choose the required Role in the drop-down list, then click Save.
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Area Company Full Read Full Read HR Admin Report Threat

Super Access Only Only (No Admin | Analysis
User Forensic)

User Messages |R/W R/W R R — R/W — —

Email Alerts R/W R/W R R — R/W — —

Search/Time R/W R/W R R R R/W R/W —

Analysis

Detailed Search |R/W R/W — R R/W — R/W —

Filter Sets R/W R/W R R R R/W R/W —

Store R/W R/W — — — R/W R/W —

Search/Remove

Stored Search

Manage R/W R/W R R R/W R/W R/W —

Composite

Reports

Create/Edit R/W R/W — — R/W R/W R/W —

Composite

Reports

Managed R/W R/W R R — R/W R/W —

Scheduled

Reports

Create/Edit R/W R/W — — — R/W R/W —

Scheduled

Reports

Manage Email RW RW — R — R/W R/W —

Recipients

Allowed Traffic |R R — R R — R —

Reports

Spyware R/W R/W R R — R/W — —

Web Filtering R/W R/W R R — R/W — —

Account Details |R/W R/W R R R R/W R R

Change R/W R/W R/W R/W R/W R/W R/W R/W

Password

Scanning IPs R/W R/W — R — R/W — —

Admin Users R/W — — R — — — —

Dynamic DNS RW RW — R — R/W — —

Authentication R/W R/W — R — R/W — —

Clientless R/W R/W — R — — — —

Authentication

User/Group R/W R/W — R — R/W — —

Management

Audit Settings R/W R/W — R R/W R/W R/W —

Activity/Access |R R — R R R R —

Audit

Dictionaries/File |R/W R/W R R/W — R/W R/W —

Info DBs
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Area Company Full Read Full Read HR Admin Report Threat

Super Access Only Only (No Admin | Analysis
User Forensic)

Import User List |R/W R/W — R R/W — —

HTTPS R/W R/W R R R/W — —

Inspection

Hosted Config R/W R/W — — R/W — —

Log Extraction R/W — — — — — —

Credentials

Threats Tab R/W R/W — R — — R/W

Policy R/W R/W — R R/W — —

Backup/Restore
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Groups

Create IP Groups

Web Filtering

Netifications 16

) —|

Your Account

Groups —
Account Details e

Hosted Config
Global Accourit Details - Should these details need to be amer ympert user List dick "Save'

Custom Headers

Click the Admin tab to display the administration menus

In the Management menu, click Groups to display the Manage Groups page.

| Motifications 16

Your Account 1 Authentication 1 Management

Manage Groups | oy on Add Group

Name of |P Group
(ex - School Wireless IP)

Group Name ¥

School Wired LAN
Almost always
|Gl0uD Type % "Custom Group"

Custom Groups can be any alphanumeric combination up to 256 characte)

1. Click Add Group

2. Choose a Group Type from the drop-down list. Select
either Custom or Directory group.

3. Enter a Group Name.

a. Custom groups can be named any combination
of up to 256 alphanumeric characters

b. Directory groups must have the prefix WinNT:// or
LDAP://. This will only be used for EasyID and
AnyConnect Clients. You will not use this format
for the CDA or WSA Connectors.

4. Click Submit
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Editing IP Group

Navigate to Admin > Management > Groups to display the Manage Groups page.

Netifications 16

- Users
Account Details
Hosted Config
Global Accourt Defails - Should these details need to be amer gmport User List dick "Save'
Custom H
Manage Groups

Click the hyperlink of the group name to display the Edit Custom Group

page.

Enter the required IP expressions, click Add, and click Save.

For example:

e Single IP address: 192.168.0.1
o St ' e Multiple IP addresses: 192.168.0.1, 192.168.0.2,

Click on New Group Name

a izl 192.168.0.3
o # school Wireless 1P e |Paddressrange: 192.168.0.0/255.255.0.0
Edit Custom Group

Please enter the new Custom Group name:

Custom Groups can be any alphanumeric combination up to 256 characters.
school Wireless IP

IP Expressions Enter all IP's or IP Ranges for this Group.
One Range at a time. Click Add I
Please add / rerrkwnﬁ;ﬁer group IP expressions.

10.10.200.0/21

(] ®

a 10.10.96.0/21

Mo data availabie

' 3¢ Cancel
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Create LDAP Groups

Navigate to Admin > Management > Groups to display the Manage Groups page.

Netifications 16

Your Account

Groups —
Account Details o
Hosted Config
Global Accourit Details - Should these details need to be amer ympert user List dick "Save'
Custom Headers

Click the Admin tab to display the administration menus
In the Management menu, click Groups to display the Manage Groups page.

1. Click Add Group

Manage Groups

b e 2. Choose a Group Type from the drop-down list.
Select Custom Group.

This will be the exact syntax found in

Active Directory. It is case sensitive 3 E
| : : . Enter a Group Name.
(satvcn / (ex: domain\Domain Users) P

school\Faculty .
Group Type % Almost Always a. CDA Name Format: domain\GroupName
"Custom Group" ex: school\Domain Users
Custom Groups can be any alphanumeric combination L To 256 characters. b. Directory groups must have the prefix

WinNT:// or LDAP://. This will only be

used for EasyID and AnyConnect

% Cancel - Clients. You will not use this format for

the CDA or WSA Connectors.

4. Click Submit

Manage Groups

Group Name »
=] 2 School Wired LAN
0O 4 School Wireless 1P
O & school\Faculty
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Remove Group
Note - When a custom group has been removed, it cannot be recovered. Instead, you must create the custom

group again.

Navigate to Admin > Management > Groups to display the Manage Groups page.

Notifications 16 [Fiiig
Your Account

Account Details
Hosted Config

Global Accourit Details - Should these details need to be amer ympert user List dick "Save'
Custom Headers

In the Manage Groups page, select the check box of the group to be removed, and then click Remove to
permanently remove the group. You will be prompted to confirm your action. You can select multiple groups to

be removed. You cannot remove a group that is associated with a policy.

Manage Groups

B Graup Name -

o) i School Wirer] 1A

Check the box for
O Group to be removed

& school\Faculty

Remove Group

You are about to remove selected group and its associated license keys. This is not a reversible
action, are you sure you want to remove selected group?

8 Cancel " Remove Group
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Filter Sets

Managing Filters
Filters are used to control content that passes in to, and out of, your network. The following filter types are available:

e Categories (HTTP)
e Categories (HTTPS)
e Domains

e Content Types

o File Types

e Applications

e Exceptions

e Protocols

e User Agents

Application Control

Application control enables you to be more specific about the web applications and activities you want to filter than
would be possible with URL or category filtering, for example:

e Evasive applications, such as anonymizers and encrypted tunnels.
e Collaboration applications, such as Cisco WebEx and instant messaging.

e Resource-intensive applications, such as streaming media.

There are different ways to block applications or accomplish the desired result. You can use the standard web filters
instead of, or in addition to, application control. It is important that you place the rule containing application control filters
in the desired order relative to any other rule, particularly when using Delegated Administration. When a rule allows
access to a web resource, any subsequent rule that blocks access is ignored. You should take particular care with rules
that include the following categories:

e Chat and Instant Messaging
e File Transfer Services

e Games

e Internet Telephony

e Peer File Transfer

e Professional Networking

e SaaS and B2B

e Search Engines and Portals

e Social Networking
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e Streaming Audio

e Streaming Video

e User Experience with Blocked Requests
e Understanding Application Control Settings

User Experience with Blocked Requests

When the application engine blocks a transaction, Cloud Web Security sends a block page to the end user. However,
not all websites display the block page. For example, some Web 2.0 websites display dynamic content using JavaScript
instead of a static web page and are not likely to display the block page. Users are still properly blocked from
downloading malicious data, but they may not always be informed of this by the website.

Understanding Application Control Settings

Applications are controlled by selecting a class, such as social networking, a platform within that category, such as
Facebook, a specific application, such as chat, a group of applications, such as games, or an action. The most common
actions that you can control are:

e Download files

e Install software

e Like (social networking)
e Post

e Search

e Send email (web email)

e Tag (social networking)

Upload files

The names of these actions may vary depending on the application provider.

% New classes, platforms, applications, and actions are periodically added to the application control engine by
Note Cisco based on analysis of Cloud Web Security user traffic.

Classes, platforms, and applications can be thought of as nodes on a tree. When Cisco adds a new child node to the
tree, it will automatically be included in any existing filters where the parent node is selected. For example, if a filter
included the Social Networking > Facebook node, and a new application was added as a child of the Facebook node,
it would automatically be selected in the filter.
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Create Block Filter Set

Navigate to Web Filtering > Management > Filters to display the Manage Filters page

‘ Home Dashboard Web Virus Spyweare Web Filtering Addmin Reports

~ Notifications “

Hover the Management Menu
e \\ and Selec?FiItefs l
Policy =1
Quotas

Global Settings
Cloud Bypass

Policy Backup |/ Restore
Thereis a i of 100

i Create Rule

: priofity over the lower ones, Use the amows to change the prionty of each rule by moving them up or down in the list

1 rules alk

1 for the policy.

Groups/Users/IPs

Home Dashboard ® Web Virus Spyware Web Filtering Admil

4 Notifications 1

qent » Filters » Manage Filters

Click Create Filter r

Manage Filters 7 Edit Blter 5 Create F(

fii

Nolifications 16 _ Home IDashbnanlI ‘Web Virus I Spyware I Web Filte | Admi

fing min.

Management o

Notifications 1
Web Filtering » Mamagement > Filters » Edit Flter

Name Filter
Note: Please make sure the name
has the action (Block or Allow) in it.
0 (ex: District Default Block)
FHilter Name: | School Default Block

Check all of the = Manage Filters
categories you will to

have the action apply to.

2 Edit Filter

t the to be in the filter L n

| Inbound Filters \ﬂ Axil [T Advertisements
’(h 5 — 7] Acohal ] Arts

I Astrology [ Auvcions
Domains 7] Business and Tndustry [ chat and Tnstant Messaging
Content Types ¥ Cheating ard Plagiarism [F] Computer Security
File Types 7] Computers and Internst [¥ Dating

P Digital Postearts [F] Dining and Drirking

4% Bi-directional Filters

7] pynamic / Residental [ Educanon
Applications ] Entertainment [F] Extreme
Exceptions J] Fashion [F] File Transfer Sarvices
Gty Usior Arjeaits: ] Filker Avoidance [ Finance

[ Frepware and shareware [7] Gamibhing

| Government and Law
[F] Hate Speech

7] Games

9] Hadking
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1 rules are reated separstely from the main policy. Hence these appesr in 3 separabe part of the table. These can be ordered in the same way as
ymization will always ke precedence.

Click the Create Filter tab.

Enter a unique Filter Name:
School Default Block

We recommend you including
your Action in the Name
Block / Allow

For each filter type you want to
add to the filter, click the
hyperlink and enter the details.

You can use as many or as few
filter types as you want for each
filter.

The filter will be applied if the
conditions are met for any one of
the filter types.



Categories

Select the check boxes for the
required categories.

You can click Select All to
select all the check boxes or
Deselect all to clear all the
check boxes.

For a list of the available
categories, see Appendix A.

Domains

Management i

Web Filtering » Management > Filters » Edit Filter

Hotifications L]

Check all of the = Manage Fiters
categories you will to

have the action apply to.

\;’m the categories to be induded in the filter
%! Inbound Filters W] Adult

2 Edit Filter 5

Filter Hame: | School Default Block

. : — 7] Aleohal

Categuories ] astraiogy

Domains | Business and Tndustry
Content Types 7| Cheating and Plagiarism
File Types 7] Computers and Internet

= | Dugital Postcards
T e
4% Bi-directional Rilters | Dynamic / Residental

= Entertainment
Exceptions F~] Fashion
Custom User Aqents ey s
| Freeware and Shareware
| Games
W] Hacking

MName Filter

Note: Please make sure the name
has the action (Block or Allow) in it.

(ex: District Default Block)

7] Advertisements
M Arts
ALCTons
(! Chat and Tnstant Messaing
|| Computes Security
7| Dating
7| Daning and Drinking
Education
Extreme
File Transfer Services
| Finance
Gambling
GOVEmMENT and Law

Hate Speech

Enter the domains or URLSs to be included in the filter. Each domain or URL should appear on its own line. You can use
hostnames and subdomains, but you must omit the protocol (http://). You can click Sort Alphabetically to sort the list.

Enter the IP ranges to be included in the Networks/IPs box. These must be entered in the form of an IP address and a net
mask, for example 192.0.2.0/24.

Note - There is a limit of 1,000 entries per Domain filter, and a total limit of 10,000 entries

Web Filtering » Management » Hiters » Edit Filter

= Mznage Filters

Enter the Domains/Networks/1Ps to be included in the filter

¥} Edit Fitter  i% Create Filter

1 Unsaved changes

=, Inbound Filters

Enter any Domain you want to apply

1 z wwvrreddit.oom ST g
Categories wuewr facebonk.corr| — explicit action (Block)
H - 3 &
S ‘,--"' (ex: www.reddit.com)
Content Types
File Types
4!% Bi-directional Filters
Applications
Domains can be entered as an explicdt URL or as domain names (without the "™ suffix]. You must omit the "http: /", You may specify
Exceptions sub-domains and paths,
Custom User Agents
[Metworks/1Ps———  Y'ou can Enter IP Range for

’7— Explicit action (Block)
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Content Type
Select the check boxes of the applications, audio, video, and image files that you want to block.

= Mapage Fillers 157 Edit Filter 7 Creats Filter
Filter Mame: | School Default Block o e
Select the Application Type
Select the Content Types to be included in the filter you want to apply action |1 unsaved changes
TS (Block)
| bound Filters Anphesiiitn
[ 15elect All | wiord Excel
Categories =
' | Powerpoint | paf pap-enarypied
= | pustsoript | x-gzip X-GZIF | a-shockwave-flash
Content Types d—— Lt e
file Types Select the Audio Type you
[ Audio want to apply action
4| % pi-directional Filters | Select &1l | basic (Block)
Applications way T .'||wi|‘ﬂ/ [ - it
Exceptions | x-realaudio | %-wav
Custom User Agents rVideo
St Al L Select the Video or Images
| Quicktime you want to apply action
(Block)
| select All | benp oif
1ipeg | prg [T
Custom —
Please enter any other MIME types you wish to inclade in the filter (An example is "oexthimd").
I 1

In the box, enter any additional MIME types to block, for example text/html. Each MIME type must be entered
on its own line. You can click Sort Alphabetically to sort the list

File Type
Select the check boxes of the inbound file types to block.

‘= Manage Filters =0 EAICAfer 5 Create Fliter

Filter Mame: | School Defauit Block

Select the inbound File Types to be induded in the filter 1 Unsaved changes

Select the File Types you want

. File Types - :
| Inbound Filters | to apply action (Block)
1 | ]avi - wdeo fiie | bin - Bnary
Categories -
f [~ com - Executable Program doc_ M5 Word Program |1 doex - Word 2007 fiie
Domains ;
| emu - Emulation Tex_ - Compressed exe [} ex$ - Compressed exe
Content

File Types ——

4% Bi-directional Filters
Applications
Exceptions

Custom User Agents

| exe - Exeoutable Fle
1gif - GIf Tmage
|jar - Java Archive File

|35 - Javascript Ale

| mipo - Quicktims Movie
[ mpa - MPEG Audio Stream

| pak - Archive Fike

|

|

[T pl - Per Sipt
|| prg - adobe acrcbat File
|7l rm - RealMedia Fle

I

[T snd - Sound Qip
| thz - Acchive File
[F]vbs - vBSCript File

[ wm - Windows Media File

fiv - Streaming media file
| gz - Archilve Fle
| jpeg - JPES Image

mda - unes file

| mov - Quickima Movie

mpg - MPEG Audio Stream

| pdr - Adobe Acrobiat Fle

| pop - Pop-Mail Message

qum - QuickTime Movie

| rv - Realviden Clip

| s=m - ResiPlay Seaming File
| toFrent - Batarrent file

“| wab - DVD Video Movie File

| wima - M5 Active Streaming Fle

| gat - Gator Fie

| hta - HTML Program

ipg - JPEG Image

miid - MIDI Music Flle

~| mp3 - MPEG Audic Stream
7| nzh - Newsgroup file

Wil - Program Informeation

| ppix - Powespaint 2007 file

rar - Archive Hie

| sor - Script

| swf - Shockwave Flash Olbject

wh - VEScnpt Fle

| wav - Waveform Audio

| wmw - M5 Active Streaming File

Enter any additional file extensions (up to eight characters) in the box, for example 7z
should be entered on its own line. You can click Sort Alphabetically to sort the list.
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Bi-directional Filtering

Applications

Select the check boxes for the application types, applications, and activities to include in the filter. Controls can be applied to
various activities, including:

o Like
e Post
e Upload

e Download

e Tag
e |nstall
e Search

e Send Email
Wb Filtering » Manapement » Filters » Edit Filter

‘= Manage Filters =V Edit Filter 55 Create Fitter

i R | T T

Sclect the Applications to be Induded in the filter 1 Unsaved dchanpes
| Tnbound Filters [HEtAipecmons
3 Z Filter:
Cateqories ]
1
Domains > [F o
[Fisiogging Select the Applications (Layer 7) you want to
Content Types * |7l collzboration apply action (Block). This is Bi-directional
File Types ¥ || Enterprse Applications Filtering. It will filter inbound as \m_e!! as
» [ Fle sharing 2 outhound traffic for the selected Applications.
+{% Bi-directional Filters > [7Games -
§
Applications <fg=————= || » [Tlinsant Messaging
Exceptions * [7lInternet Utilities b
T » [ Media b
» [ IMyspace E
v [Eoffice 5 B

[T wiebmail

Save all Settings
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v

[[]Blogging
Collaboration

V] wikipedia
[F] Enterprise Applications
[7]Games
Instant Messaging
[7] Internet Utilities
Media
[T1P2P / File Sharing
Presentation / Conferencing
[ Proxies
Search Engine
Social Networking
Webmail

Revert| Sek to Default| Show Selected | Callapse All

4

Select the activity for Wikipedia to filter
Post
Upload

vio4q vl v

b S 258 48 2

VI Vv|¥Y[EVY V(Y (iYiIV[ Y IV)VY

Selecting a node selects all child nodes in the tree. However, the opposite is not true. Selecting all activities is not the same as
selecting the application. Selecting all applications is not the same as selecting the application type.

You can Show Selected to expand all selected nodes or Collapse All to collapse all nodes.

You can begin typing in the Filter box to filter the visible categories.

Note - The Select All selects everything, even categories that have been hidden from display using the Filter box

Exceptions
Enter the domains or URLSs to be excluded from the filter. Each domain or URL should appear on its own line. You can use

hostnames and subdomains but you must omit the protocol (http://). You can click Sort Alphabetically to sort the list.

Enter the IP ranges to be included in the Networks/IPs box. These must be entered in the form of an IP address and a net
mask, for example 192.0.2.0/24.

= Manage Filters £ EditFiltey 55 Create Filter

Filter Name: | School Default Block

select the domains to be incduded in the Alter 1 Unsaved changes
: _ b
= Inbound Filters
’Categ _ Arkansas.oov
s SR 2 al-tes \ Add the Domain Names for the sites
Domains you want to the exception to the
Coteal Types action (Block). If the action is Block,

this will Allow the domains.

ile

#|# Bi-directional Filters

4
Applications

: Domams can be entered as an exphot URL or as domain names (without the ™™ suffod). You must omit the “hitp:/(™. You may speafy
Exceplions e——= sub-domains and paths.

[Metworks/IPs Add the Network/IP Range for the

165.29.0.0/15 sites you want to the exception to the
I?O'MO'WG‘\ action (Block). If the action is Block,
this will Allow the domains.
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Custom User Agents (Browsers)

Select the required check boxes for the web browsers you want to include in the filter. You can select the All Versions check
box to add every version, including future versions, of a given browser.

Enter any other user agents you want to include in the Custom User Agents box. Each user agent must be entered on a
separate line. The following characters can be included:

e I<text>—does notequal <text>

e “<text>—starts with <text>

e *—7zero or more characters

e <text>S$—string ends with <text>
Web Filtering » Management » Filters » Edit Fiber

‘= Manage Airers =0 EditFilter 5 Create After
Filter Mame: | School Default Block

Select the user agents to be Included in the filter 1. Unsaved changes

= Inbound Filters rChrae -
i [ All Versions
,m = Select the User Agent (Browser) you ©
"Domains ok want to apply action (Block). (ex: This
T [ ] Al Versions block filter will not allow Internet Explorer
St v8 access to Internet.)
File Types riInternet Explorer
. [7] All versions Inter borer 11 | Intemet Bxplorer 10
+#% Bi-directional Filters
i 7] internet Explorer 9 v et Explorer 8 | Intemet Explorer 7
Applications
] Safari
Exceplions - -
| | All Versions Saferi f | Safar 5
Custom User Al:lEmE
[] Safan 4 = Safan 3

Custom User Agents

You can enter addimonal user agents helow. Each user agent should be added on a separate line {An example 15"
~Ubuntu*Firefoed )
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Save Block Filter Set

Web Filtering » Management » filters » Edit Filter

= manage Flters 9 EditAlter % Create Files Alerts you to
i Unsaved Changes.
Filker Name: | School Default Block
Select the user agents to be induded in the filter Wy Unsaved changes
= Inbound Filters [ Chrome
! = [F] All Versions
L Firefox
[ Al Versions
Alerts you to
— Unsaved Changes. I7| Intemet Explorer 11 || [ artemet Explorer 10 |
e = Tniemed Expirer 8 | Intemet Explorer 8 || [ trtemet Explorer 7 |
" [F] Al Versions | Safari 6 || |7 satari 5 |
[T safan 4 I safari 3 |
rCustom User Agents
You can enter additional user agents below, Each user agent should be added on a separate lina (An example is '|
AUbuntuRreford”)

There is a save for each section
of the filter. This will only save
what is on that section.

%’ |
This save will save all
— _ _ sections with Unsaved -

Changes alert.

Create Allow Filter Set
Navigate to Web Filtering > Management > Filters to display the Manage Filters page

Dashboard Web Virus Spyweare Web Filtering Addmin

‘Management ~ Motifications Ll

. Filless F : =

¥ Hover the Management Menu
e \\ and Select Filters |

=7

Policy = % Create Rule

Quotas . :
: priofity over the lower ones, Use the amows to change the prionty of each rule by moving them up or down in the list

Global Settings

Cloud Bypass 1 rules are reated separstely from the main policy. Hence these appesr in 3 separabe part of the table. These can be ordered in the same way as
ymization will always ke precedence.

Policy Backup |/ Restore

There is a i of 100 bled rules all 1 for the policy.

s| Move Rules | Groups/Users/IPs | Filter ) Schedule Action Adtive Edit Delete

Home. Dashboard Web Virus Spyware Web Filtering Adm

Click the Create Filter tab.

Management 4 Nofifications

Web Filtering » Management » Hiters » Manane Fiters

Click Create Filte . .
b r Enter a unique Filter Name:

Faculty Allow

Manage Fiters =7 Edit Filter 55 Create F(

We recommend you including

S ——————————————— your Action in the Name

Filter Name | Created on | Edit | Delete Block / Allow
Master - Adult Master 20-10r-2015 10:01 UTC
Master - default - 20-Jun-2015 01:08 UTC
defautt 24-Aug-2015 22:31 UTC =
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Categories

fieh Filtering » Management » Filters » Edit Filter

Name Filter
T Manage Flters PV EditFiller S Ceat= Fi Note: Please make sure the name
has the action (Allow) in it.
Select the check boxes for Fiter Name: [Faouly Allon < (ex: Faculty Allow)
the required categories. Select the categories to be induded in the filter T
/| Inbound Filters Adult [] Advertisements
. A Alcohot [ Arts
You can click Select All to AlCrs pstrology [F] Auctions
SeleCt a” the CheCk bOXeS or Domaing Business and Industry Check all of th [ Chat and Instant Messaging
Deselect all to clear all the Content Types 7| Chesting and Plagiarist catego?_?esioﬁ u:raent to [F] Computer Security
check boxes. Fale Ty Computers and Inteme apply action (allow). [7] Dating
B . : Digital Postcards [] Dining and Drinking
BIRBEOR e Hire Dynamic ( Residental N [¥] Education
For a list of the available Applications Entertainment 7] Extreme
categories, see Appendix A. Exceptions [ Fashian [[T] File Transfer Services
Custom User Agents Filter Avoidano [F] Finance
Freeware and Sharewane ] Gambling
Games [7] Government and Law
Hacking [ Hate Speech
Health and Nutrition 7] Humaor
1llagal Activities [™] legal Downloads
llegal Crugs [ infrastructure and Content Delivery
Internet Telenharm ¥ Job Search

Domains
Enter the domains or URLSs to be included in the filter. Each domain or URL should appear on its own line. You can use

hostnames and subdomains, but you must omit the protocol (http://). You can click Sort Alphabetically to sort the list.

Enter the IP ranges to be included in the Networks/IPs box. These must be entered in the form of an IP address and a net
mask, for example 192.0.2.0/24.
Note - There is a limit of 1,000 entries per Domain filter, and a total limit of 10,000 entries

Wieh Fltering » Management » Hiters » Edit Flter

= Manaqge Filters &7 Edit Filter 5, Create Filter

Filter Mame: | Faculty Allow

Enter the Domains/Nelworks /IPs to be induded in the filter # Unsaved changes
: 1 rDomains ———— z
| Inbound Filters Enter any Domain you want to apply
1 Arkansas.gov explicit action (Allow)
Categories -
: ahoolklZanle (ex: arkansas.gov)
Domains "
Content Types
File Types

4% Bi-directional Filters

Applications = = o .
Domamns can be entered as an explot URL or as domain names [without the /" suffix). You must omit the “hitp:/[™. You may specify
Exceptions sub-domains and paths.

Custom User Agents

L Youcan Enter IP Range for
Networks/1Ps - Explicit action (Allow)

In the box, enter any additional MIME types to block, for example text/html. Each MIME type must be entered
on its own line. You can click Sort Alphabetically to sort the list
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Content Type

Select the check boxes of the applications, audio, video, and image files that you want to block.

Web Filtering » Managemert » Filters > Edit Filber

#| Inbound Filters
'!h!enmii

=!:il:imﬂ(ns

Content Types d=—=
File Types

4% Bi-directional Filters

File Types

= manage Filrers 7 Edit Aiter 5 Create Filter
Filter Miame: | Faculty Allow

Select the Content Types to be induded in the filter

Select the Application Type
you want to apply action

1 Unsaved changes

Please enter any other MIME types you wash to include in the filter (An example 15 "xthimd").

rApplication (Allow)
7] select all I wioed | Excel
7] Povvespoink I puf 7 pap-enaypied
| postscript | -gzp ¥-G2IP |7 ae-shockwave-flash
| octet-stream
Select the Audio Type you
[ Audio want to apply action
] sebect Al ] basic (Allow)
|weav 1% ms\'ldﬂo/ -
7 x-realaudio ] x-wav
r Video
B seect Al ey Select the Video or Images
] Quicktime you want to apply action
(Allow)
[T Select All I bp i/v
Clipeg Fpng 3
rCustom

Select the check boxes of the inbound file types to block.

Web Filtering » Management » Filters » Edit Filker

# | Inbound Filters
!

Calegories

i

Domains

Content Types

File Types g
4% Bi-directional Filters

= Manage RAlters

=7 Edit Filter 55 Create Filter

Filter Name: F:acult}"AHmu_ "W

Select the inbound File Types to be included in the filter

[l emu - Emulation

| exe - Exenutable Fle
[l gif - GIf Tmage:

[ jar - Java Archive File
|1 js - Javascripr File

7 moo - Quicktime Movie
[ mpa - MPEG Audio Stream
[ pak - Archive File

[ pt - Pesl Script

|| pro - Adcbe Acrobat File
| rim - RealMedia Fle

[ snd - Sound Clip

[l ebz - Archive File

|| whs - VBSoipt Alz

! Unsaved changes

~File T ; +
“? W . Select the File Types you want
[} avi - Video file Ibin-Gnary  tq apply action (Allow) f
[7] com - Executabie Program Wi

file |

_-- Compressed exg
| fiv - Streaming media file
] g2 - Archive File
| ipeq - 1PEG Image
" m4a - iTunes file
] mov - Quickime Movie
™| mpg - MPEG Audio Stream
=] puf - Adobe Acrobat File
| pop - Pop-Mail Message
] qtm - QuickTime Mavie
7] rv - Realvideo clip
[7] ssm - RealPlay Streaming File
| tarrent - Bimmrent file

7| vob - DVD Video Movie File

|| Flexs - Compressed exs I

| | IF] gat - Gakor Hie

|| [F]hta - HTML Program |

|| 71 ipa - 3PES 1mage |

| | [F] mid - manou Music File |
[ mp3 - MPEG Audio Stream |

|| "] nzb - Newsgroup file

|| [ pif - Program Tnformation |

|| IE] pptox - Powerpoint 2007 file |

|| [Flrar - Archive Fie |
[ ser - seript |

|| || swef - Shockwave Flash Object

|| 7 vb - veserip: File I

|| [ wav - Wavelorm Audio |

Enter any additional file extensions (up to eight characters) in the box, for example 7z. Each file extension
should be entered on its own line. You can click Sort Alphabetically to sort the list.
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Bi-directional

Applications

Select the check boxes for the application types, applications, and activities to include in the filter. Controls can be applied to
various activities, including:

o Like
e Post
e Upload

e Download

e Tag
e |nstall
e Search

e Send Email

Wb Filtering » Manapement » Filters » Edit Filter
‘= Manace Filters =V Edit Filter 55 Create Fifter
Filter Name: | Faculty'AIw'A'N

Sclect the Applications to be Induded in the Alter t Unsaved changes

| Inbound Filters [List Apphications

3 Z Filter:
1 A

- > Dianggng Select the Applications (Layer 7) you want to
Content Types * [ Collaboration apply action (Allow). This is Bi-directional
File Tvpes | lEnterprise Applications Filtering. It will filter inbound as well as

» [|File sharing outhound traffic for the selected Applications.

#{% Bi-directional Filters b 7 Games
’npalicau'ons <+ » [Tlinstant Messaging
Exceptions [ Interret Utilities

L3 i
Custom User Agents fed

* | |social Networking
> |[“software Updates
> [T webmail

Selecting a node selects all child nodes in the tree. However, the opposite is not true. Selecting all activities is not the same as
selecting the application. Selecting all applications is not the same as selecting the application type.

You can Show Selected to expand all selected nodes or Collapse All to collapse all nodes.

You can begin typing in the Filter box to filter the visible categories.

Note - The Select All selects everything, even categories that have been hidden from display using the Filter box
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Exceptions

Enter the domains or URLSs to be excluded from the filter. Each domain or URL should appear on its own line. You can use
hostnames and subdomains but you must omit the protocol (http://). You can click Sort Alphabetically to sort the list.

Enter the IP ranges to be included in the Networks/IPs box. These must be entered in the form of an IP address and a net

mask, for example 192.0.2.0/24.

Custom User Agents (Broswer)

Select the required check boxes for the web browsers you want to include in the filter. You can select the All Versions check

box to add every version, including future versions, of a given browser.

Enter any other user agents you want to include in the Custom User Agents box. Each user agent must be entered on a

separate line. The following characters can be included:

e !<text>—does notequal <text>
e “<text>—starts with <text>

L] *—zero or more characters

e <text>S$—string ends with <text>

Web Filtering » Management » Filters > Edit Filter

= Manage Riters

=0 Edit Filter

Filter Name: | Faculty Allow

Select the user agents to be Included in the filter

i Create Alter

¥ Unsaved changes

Select the User Agent (Browser) you

want to apply action (Allow). (ex: This
block filter will allow Internet Explorer v8

access to Intemet.)

*| Inbound Filters Chrome -

} [7] AB Versions
Ca pries

' e

"Domains Firefox

Content T [7] All Versions
Content Types

File Types ~Internet Explorer

. [7] All versions
+#% Bi-directional Filters

v

W— 11

et Explorer 8

| Intemet Daplorer 10

| Intemet Explorer 7

i 7] internet Explorer 9
Applications

! Safari

Exc S |

1 || Al Versions
Custom User Agents

[] Safan 4

Safari &

Safarn 3

| Safar 5

Custom User Agents

Your can enter addimonal user agents below. Each user agent shauld be added on a separate line {An example 15"

~Ubuntushrefosd ')
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Save Allow Filter Set

Web Filtering » Management » filters » Edit Filter

= Inbound Filters
!

ories

Custom User Agents

Unsaved Changes.

= Manoge Blters 0 Edit Filter 5 Create Fiter Alerts you to
i Unsaved Changes.
Filter Name: | Faculty Allow
Select the user agents to be induded in the filter ¥ Unsaved changss
r Chrome
[ Al Versions
[ Al Versions
Alerts you to

I Intemet Explorer 11

| Intemet Explorer 8

|| [ artemet Explorer 10

|| [ Trtemet Explover 7

safari
[F] Al Versions | Safari 6 || |7 satari 5 |
[T safan 4 7] safan 3 |

rCustom User Agents

AUbuntuRreford”)

You can enter additional user agents below. Each user agent should be added on a separate line (An example is '

This save will save all
sections with Unsaved
Changes alert.

There is a save for each section
of the filter. This will only save
what is on that section.
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Policy/Rule

Policy enables you to set the rules for applying filters. Each rule has one of the following actions
associated with it:

e Allow—Access is allowed, and data is stored for reporting purposes.

e Anonymize—User, group, internal, and external IP details are replaced with “undisclosed” in reporting data.
e Authenticate—The user must authenticate. Typically this is used with clientless authentication.

e Block—Access is denied.

e Warn—Access is allowed only if the user clicks through the warning page.

Create Policy/Rules
Navigate to Web Filtering > Management > Policy to display the Manage Policy tab.

Rules higher in the list will take priority over rules below it. Change the priority of a rule by clicking the up or down
arrow icon in the Move column to move a rule up or down the list.

Admin

Motifications 16 Dashboard ® Weh Virus

Weh Filtering

u Filters Filte 2
Schedules Hover the Management Menu
volicy -«— and Select Policy N e i | B oeionie:
Quolas
Global Settings
Chad By e
= Filter Name Created on Edit Delete
Policy Backup | Restore
|Iastey - Adult Master 20-Jun-2015 10:01 UTC
Master - default 20-Jun-2015 01:08 UTC
Faculty Allow 04-3an-2016 21:08 UTC 2 o}
School Default Block 04-Jan-2016 20:41 UTC B W
efault 24-Aug-2015 22131 UTC B’
Create Default Block Policy/Rule
Web Filtering > Management » Policy > Manage Policy Click on Create Rule l

= Manage Policy £ % Create Rule &
Rules higher in the list wall take pricrity over the lower ones. Us= the amows to change the pricrity of each rule by maving them up or down in the list,

Piease note that anonymization rules are treated separatzly from the main policy, Hence these appear in & separate part of the table. These can be ordered in Cllck the create Rule ta b.
rest of the nules, and anonymization will always take precedence.

Thereisa i of 100 bled ndes all d for the policy.

# Move | Rules | Groups/Users/Ids | Fiter | @ Schedule Action Adive | Ed
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Web Fitering » Mansgement » Policy » Create Rule

Name the Policy Rule
= Manade (ex: Default Block Rule)

Name School Default Block Rule Active [7]
Description | Block rule for AR Devices and Users on the netwark
Rule Action @ [Block v
~ Define Group ("WHO") :&* Select the Rule Action
Search for & group by cicking on “Add Gn (Block) o the rule, select the comesponding "Set as Exception” box
{acton of NOT).
I na group is selected, this rube will apply to anyone. Adding multiple aroups has the action of "OR", so users will need to be inany of the
groups listed for the nike to 1 3 3 exception group the rule will not be matched.
; Leave the Group Blank. This will Default Stk B [
Shown, ﬁ._ to the Anyone Group (All IP's and Users) et as Dacpuee il
M Gt L - Laf

AT")
1e list and dick "add". To set a Filter &s an exception to the e, select the corresponding "Set as Exception” box

-~ Click Add |

Select the Filter Set for
the Policy Rule
{School Default Block)

» & filter from the list

Filter ot - default Sol as Exc n Dedote

r Define Schemm

box {acton of NOT).
Adding multiple schedule i not recommended unless one is going 1o be “Set as Exception” (action of “AND NOT™)

Add Schedule [Choose a schedule from the list| | [EEEET

Choose a Schedule from the list and click "add". To set a Schedule as an exception to the nule, seledt the comesponding "Set as Exception™

Schedule Sel as Exceplion Dedete
4’_,..---.-- Leave the Schedule
anylime set to anytime H &
—] Click on
Create Rule ancel|

For the Define Schedule, Leave with the default anytime schedule.

Click Create Rule to apply your changes.

Create Faulty Allow Policy/Rule

Enter a rule Name:
School Default Block Rule

(Optional) Enter a Description.

In the Rule Action drop-down
list, click Block.

Leave the Define Group Blank

Note — Leaving the group blank
will apply this Policy Rule to all
User groups and IP Groups.

In the Add Filter drop-down list,
choose a filter School Default
Block, and then click Add. You
can click the Delete icon to
remove a filter added by
mistake.

Navigate to Web Filtering > Management > Policy to display the Manage Policy tab.

Yieb Filtering » Marzgement > Policy > Manage Pelicy

Click on Create Rule |

= Manage Policy % Qreate Rule 4

Rules higher in the list wall take pricrity over the lower ones. Us= the amows to change the pricrity of each rule by maving them up or down in the list,

Click the Create Rule tab.

Piease note that anonymization rules zre treated separatety from the main policy. Hence thess appear in & separate part of the table, These an be ordered in

rest of the rules, and anonymization will always take precedences.

There is a maximum of 100 enabled nules allowed Tor the policy,

# HMove Rules
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Wieh Filtering » Management » Folicy » Credte Rule

= Manag=f  (ex: Faculty Allow Rule)

Name Faculty Allow Rule &6 Active [7]

Name the Policy Rule l

Description [Allow rule for All Faculty Memebers [Active Directory)
Rule Action € [Allow iy
- Define Group ("WHO") . Select the Rule Action & ¢ oucs ors e [ *
| Search for a group by clicking on "Add Gn {AIIBW) to the rule,
{acton of NOT]. detallt

If no group 1s selected, this rule will apply to anyane. Adding multiple groups has theactien -

| groups listad for the rule to take effect 1 3 _ ular qroun angd ar Ry
Group - Click Add Group School Wired LAN
b0 GF Sl F school Wireless 1P

school|Students

AT™)

Select the Filter Set for he list and dick "Add". To set a Filter as an exception to the rule, seleq

the Policy Rule
(Faculty Allow)

Click the Select next to the Group.
It will change to Deselect

= a fillker from the st

e .. Click Add I

Ity
School Default Block
T WHETT

Choose a Schedule from the fist and dick "Add". To set a Schedule as 2n exception to the nU

box {adion of NOT).
Click Confirm
Selection

| Adding mulliple schedule 1s not recommended unless one 15 going to be "Set as Excepton” |

Add Schedule [Chaose a schedule from the hst_ ~ | [S3dH
Schedule

Enter a rule Name: Faculty Allow Rule
(Optional) Enter a Description.

In the Rule Action drop-down list, click Allow.

For each group that you want to add to the rule:

Click Add Group.

Enter all or part of a group name in the Filter box.

Click Select to select the group.

Click Confirm Selection. You can click the Delete icon to remove any groups added by mistake.

oo o

In the Add Filter drop-down list, choose a filter, and then click Add. You can click the Delete icon to remove a filter

added by mistake.
For each schedule to be added to the rule:

a. Inthe Add Schedule drop-down list, choose a schedule, and then click Add.

You can click the Delete icon to remove a schedule added by mistake.
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1> Management » Policy > Create Rule

= Manage Policy 7 Edit Rule 55 Create Rule

Name [Faculty Allow Rule Active []

Description [ Alliow rule for All Faculty Memebers [Actve Dirsctory]

Rule Action (%

~ Define Group ("WHO™)

Search for a group by diddng on "Add Group”. To set a group as an exceplion Lo the rue, select the corresponding "Sel as Bxcepition” box

m‘];:;gnﬁeaeﬂ, this ruée will apply to anyone, Adding multiple groups has the action of "0OR", so usars will need to be in any of the

groups listed for the nule t take effect.Tf a user is 2 member of both a reguiar group and an exception group the rule will not be matched, Click Create Rule to apply your
Group SetasException | Delete changes. Alternatively, click Cancel
school\Faculty _ O | m or navigate away from the page to
| | abandon your changes.

~ Define Filters ("WHAT™)
Choose a Filter from the list and dick "Add". To set a Filter as an exception to the rule, select the coesponding "Set 25 Exception” box

{action of NOT),
]
Filter Set as Exception | Delete
N Filter Sedectad O ]
~ Define UWHEN")

Choose a Schedule from the list and click "add". To set a Schedule as an exception to the rule, select the corresponding "Set as Exception”
how (action of NOT).
Adding multiple schedule i not recommended unless ons 1S going o be "Set as Exoeption” (action of "AND NOT™)

Akt Schedute [Groose = sl om e i <] [BIEY

Schedule |Setas£xnapﬂnn |Delelc
Anytime : ! ] i
Cancel]
Change Order

Rues higher in the list will take priority over the lower ones, Use the arrows to change the priodty of each rule by moving them up or down in the list.

Rules higher in the list will take priority over rules below it. Change the priority of a rule by clicking the up or down
arrow icon in the Move column to move a rule up or down the list.

Select the Active check box to make the rule active. Alternatively, clear the check box to activate the rule at
another time. Click Apply Changes to apply your changes. Alternatively, navigate away from the page to abandon
your changes.

Web Filtering » Management » Policy » Manage Policy
T Manage Policy 7 EditRule % Create Rule

Rules hiaher in the fist will take priodity over the lower ones, Use the arrows (o change the priorty of each rule by moving them up or down in the list.

Click Apply
Changes

Fl Use the Arrows to move the the main policy. Hence these appear | ;

= Default Block Rule to the Bottom. Chexiitie St Jonele
Place the others in order as to priority. i (i Oy The. Ruke.

T P policy.

2 Rules | Groups/Users/1Ps Filter | i schedule Actiol Active | Edit || Delete |
ALl ¥ aculty Allowe Rujs “school\Faculty” "Faculty Allow" Manytime” O Allow | 2 & |
1 4 5chool Default Bock Rile \Amyone "School Default Block" anyme" @ Block Ed I

Apply Changes
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Appendix: A — Category List

Category List
Cisco classifies websites by category. Categories are the primary method for creating web filtering policies. The
following list includes example websites that you can use to verify that your filtering policy works as intended.

Adult

Directed at adults, but not necessarily pornographic. May include adult clubs (strip clubs, swingers clubs, escort
services, strippers); general information about sex, non-pornographic in nature; genital piercing; adult products or
greeting cards; information about sex not in the context of health or disease.

e www.adultentertainmentexpo.com

e www.adultnetline.com

Advertisements

Banner and pop-up advertisements that often accompany a web page; other advertising websites that provide
advertisement content. Advertising services and sales are classified as “Business and Industry.”

e www.adforce.com

e www.doubleclick.com

Alcohol

Alcohol as a pleasurable activity; beer and wine making, cocktail recipes; liquor sellers, wineries, vineyards, breweries,
alcohol distributors. Alcohol addiction is classified as “Health and Nutrition.” Bars and restaurants are classified as
“Dining and Drinking.”

e www.samueladams.com

e www.whisky.com

Arts

Galleries and exhibitions; artists and art; photography; literature and books; performing arts and theater; musicals;
ballet; museums; design; architecture. Cinema and television are classified as “Entertainment.”

L] www.moma.org

e www.nga.gov

Astrology

Astrology, horoscope, fortune telling, numerology, psychic advice, tarot.

e www.astro.com

e www.astrology.com

Auctions

Online and offline auctions, auction houses, and classified advertisements.
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e www.craigslist.com

e www.ebay.com

Business and Industry

Marketing, commerce, corporations, business practices, workforce, human resources, transportation, payroll, security
and venture capital; office supplies; industrial equipment (process equipment), machines and mechanical systems;
heating equipment, cooling equipment; materials handling equipment; packaging equipment; manufacturing; solids
handling, metal fabrication, construction and building; passenger transportation; commerce; industrial design;
construction, building materials; shipping and freight (freight services, trucking, freight forwarders, truckload carriers,
freight and transportation brokers, expedited services, load and freight matching, track and trace, rail shipping, ocean
shipping, road feeder services, moving and storage).

o www.freightcenter.com

e www.staples.com

Chat and Instant Messaging

Web-based instant messaging and chat rooms.

e www.icq.com

e www.meebo.com

Cheating and Plagiarism

Promoting cheating and selling written work, such as term papers, plagiarism.

e www.bestessays.com
e Wwww.superiorpapers.com
Child Abuse Content

Worldwide illegal child sexual abuse content. In Cisco ScanCenter, Cisco blocks all child abuse content for all
customers without exception, and for legal reasons keeps no logs. This category is never displayed in Cisco
ScanCenter.

% In the Cisco Web Security Appliance, when URL categorization is enabled, this category is logged in the access
Note l0gs regardless of whether the content is blocked.

Computer Security

Offering security products and services for corporate and home users.

e www.computersecurity.com

e www.symantec.com
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& Cisco ScanCenter is included in the Computer Security category. Therefore, any policies created for the

~ Computer Security category will also apply to Cisco ScanCenter. For example, if you add a Web filter policy

Caution that blocks the Computer Security category, your access to Cisco ScanCenter will also be blocked. A
workaround is to first whitelist the Cisco ScanCenter URL before blocking the Computer Security category.

Computers and Internet

Information about computers and software, such as hardware, software, software support; information for software
engineers, programming and networking; website design; the web and Internet in general; computer science; computer
graphics and clipart. “Freeware and Shareware” is a separate category.

e www.w3.0rg

e www.xml.com

Dating

Dating, online personals, matrimonial agencies.

e www.eharmony.com

e www.match.com

Digital Postcards

Enabling sending of digital postcards and e-cards.

e www.all-yours.net

e www.delivr.net

Dining and Drinking
Eating and drinking establishments; restaurants, bars, taverns, and pubs; restaurant guides and reviews.

e www.hideawaybrewpub.com

e www.restaurantrow.com

Dynamic and Residential

IP addresses of broadband links that usually indicate users attempting to access their home network, for example, for a
remote session to a home computer.

Education

Education-related, such as schools, colleges, universities, teaching materials, and teachers’ resources; technical and
vocational training; online training; education issues and policies; financial aid; school funding; standards and testing.

Page 31 of 43



e www.education.com

e www.greatschools.org

Entertainment

Details or discussion of films; music and bands; television; celebrities and fan websites; entertainment news; celebrity
gossip; entertainment venues. Compare with the “Arts” category.

e www.eonline.com

e Www.ew.com

Extreme

Material of a sexually violent or criminal nature; violence and violent behavior; tasteless, often gory photographs, such
as autopsy photos; photos of crime scenes, crime and accident victims; excessive obscene material; shock websites.

e www.car-accidents.com

e www.crime-scene-photos.com

Fashion

Clothing and fashion; hair salons; cosmetics; accessories; jewelry; perfume; pictures and text relating to body
modification; tattoos and piercing; modeling agencies. Dermatological products are classified as “Health and Nutrition.’

¢ www.fashion.net

o www.findabeautysalon.com

File Transfer Services

File transfer services with the primary purpose of providing download services and hosted file sharing

e www.rapidshare.com

e www.yousendit.com

Filter Avoidance

Promoting and aiding undetectable and anonymous web usage, including cgi, php and glype anonymous proxy
services.

e www.bypassschoolfilter.com

o www.filterbypass.com

Finance

Primarily financial in nature, such as accounting practices and accountants, taxation, taxes, banking, insurance,
investing, the national economy, personal finance involving insurance of all types, credit cards, retirement and estate
planning, loans, mortgages. Stock and shares are classified as “Online Trading.”

e finance.yahoo.com
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e www.bankofamerica.com

Freeware and Shareware

Downloads of free software and shareware .

e www.freewarehome.com

e www.shareware.com

Gambling

Casinos and online gambling; bookmakers and odds; gambling advice; competitive racing in a gambling context; sports
booking; sports gambling; services for spread betting on stocks and shares. Websites dealing with gambling addiction
are classified as “Health and Nutrition.” Government-run lotteries are classified as “Lotteries.”

e Www.888.com

e www.gambling.com

Games

Various card games, board games, word games, and video games; combat games; sports games; downloadable
games; game reviews; cheat sheets; computer games and Internet games, such as role-playing games.
e www.games.com

e www.shockwave.com

Government and Law

Government websites; foreign relations; news and information relating to government and elections; information relating
to the field of law, such as attorneys, law firms, law publications, legal reference material, courts, dockets, and legal
associations; legislation and court decisions; civil rights issues; immigration; patents and copyrights; information relating
to law enforcement and correctional systems; crime reporting, law enforcement, and crime statistics; military, such as
the armed forces, military bases, military organizations; anti-terrorism.

e www.law.com
e www.usa.gov

Hacking

Discussing ways to bypass the security of websites, software, and computers.

e www.gohacking.com
e www.hackthissite.org

Hate Speech

Websites promoting hatred, intolerance, or discrimination on the basis of social group, color, religion, sexual orientation,
disability, class, ethnicity, nationality, age, gender, gender identity; websites promoting racism, sexism, racist theology,
hate music, neo-Nazi organizations, supremacism; Holocaust denial.

e www.kkk.com
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e www.nazi.org

Health and Nutrition

Health care; diseases and disabilities; medical care; hospitals; doctors; medicinal drugs; mental health; psychiatry;
pharmacology; exercise and fitness; physical disabilities; vitamins and supplements; sex in the context of health
(disease and health care); tobacco use, alcohol use, drug use, and gambling in the context of health (disease and
health care); food in general; food and beverage; cooking and recipes; food and nutrition, health, and dieting; cooking,
including recipe and culinary websites; alternative medicine.

e www.health.com

e www.webmd.com

Humor

Jokes, sketches, comics, and other humorous content. Adult humor likely to offend is classified as “Adult.”

e www.humor.com

e www.jokes.com

lllegal Activities

Promoting crime, such as stealing, fraud, illegally accessing telephone networks; computer viruses; terrorism, bombs,
and anarchy; websites depicting murder and suicide and explaining ways to commit them.

e www.ekran.no

e www.thedisease.net

lllegal Downloads

Providing the ability to download software or other materials, serial numbers, key generators, and tools for bypassing
software protection in violation of copyright agreements. Torrents are classified as “Peer File Transfer.”

e www.keygenguru.com

e www.zcrack.com

lllegal Drugs

Information about recreational drugs, drug paraphernalia, drug purchase, and manufacture.

e www.cocaine.org

e www.hightimes.com

Infrastructure and Content Delivery

Content delivery infrastructure and dynamically generated content; websites that cannot be classified more specifically
because they are secured or otherwise difficult to classify.

e www.akamai.net

e www.webstat.net
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Internet Telephony

Telephonic services using the Internet.

e www.evaphone.com

e www.skype.com

Job Search

Career advice; resume writing and interviewing skills; job placement services; job databanks; permanent and temporary
employment agencies; employer websites.

e www.careerbuilder.com

e www.monster.com

Lingerie and Swimsuits

Intimate apparel and swimwear, especially when modeled.

e  WWW.SWimsuits.com

e www.victoriassecret.com

Lotteries

Sweepstakes, contests, and state-sponsored lotteries.

e www.calottery.com

o www.flalottery.com

Mobile Phones

Short Message Services (SMS); ringtones and mobile phone downloads. Cellular carrier websites are included in the
“Business and Industry” category.

e www.cbfsms.com

e www.zedge.net

Nature

Natural resources; ecology and conservation; forests; wilderness; plants; flowers; forest conservation; forest,
wilderness, and forestry practices; forest management (reforestation, forest protection, conservation, harvesting, forest
health, thinning, and prescribed burning); agricultural practices (agriculture, gardening, horticulture, landscaping,
planting, weed control, irrigation, pruning, and harvesting); pollution issues (air quality, hazardous waste, pollution
prevention, recycling, waste management, water quality, and the environmental cleanup industry); animals, pets,
livestock, and zoology; biology; botany.

e www.enature.com

e www.nature.org
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News

News, headlines, newspapers, television stations, magazines, weather, ski conditions.

e news.bbc.co.uk

° www.cnn.com

Non-Governmental Organizations

Non-governmental organizations such as clubs, lobbies, communities, non-profit organizations and labor unions.

e www.panda.org

e Wwww.unions.org

Non-Sexual Nudity

Nudism and nudity; naturism; nudist camps; artistic nudes.

e www.artenuda.com

e www.naturistsociety.com

Online Communities

Affinity groups; special interest groups; web newsgroups; message boards. Excludes websites classified as
“Professional Networking” or “Social Networking.”

e www.ieee.org

e www.igda.org

Online Storage and Backup

Offsite and peer-to-peer storage for backup, sharing, and hosting.

e www.adrive.com

e www.dropbox.com

Online Trading

Online brokerages; websites that enable the user to trade stocks online; information relating to the stock market, stocks,
bonds, mutual funds, brokers, stock analysis and commentary, stock screens, stock charts, IPOs, stock splits. Services
for spread-betting on stocks and shares are classified as “Gambling.” Other financial services are classified as
“Finance.”

. www.scottrade.com

e www.tdameritrade.com

Organizational Emalil

Websites used to access business email (often via Outlook Web Access).
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Parked Domains

Websites that monetize traffic from the domain using paid listings from an ad network, or are owned by “squatters”
hoping to sell the domain name for a profit. These also include fake search websites which return paid ad links.

e www.domainzaar.com

e www.parked.com

Peer File Transfer

Peer-to-peer file request websites. Using this category in a web filter does not track the file transfers themselves.

e www.bittorrent.com

e www.limewire.com

Personal Sites

Websites about and from private individuals; personal homepage servers; websites with personal contents; personal
blogs with no particular theme.

o www.karymullis.com

e www.stallman.org

Photo Searches and Images

Facilitating the storing and searching for, images, photographs, and clip art.

e www.flickr.com

e www.photobucket.com

Politics

Websites of politicians; political parties; news and information on politics, elections, democracy, and voting.

e www.politics.com

e www.thisnation.com

Pornography

Sexually explicit text or depictions. Includes explicit anime and cartoons; general explicit depictions; other fetish
material; explicit chat rooms; sex simulators; strip poker; adult movies; lewd art; web-based explicit email.

e www.redtube.com

e Wwww.youporn.com

Professional Networking

Social networking for the purpose of career or professional development. See also “Social Networking.”
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e www.linkedin.com

¢ www.europeanpwn.net

Real Estate

Information that would support the search for real estate; office and commercial space; real estate listings, such as
rentals, apartments, and homes; house building.

e www.realtor.com

e www.zillow.com

Reference

City and state guides, maps, time, reference sources, dictionaries, libraries.

o www.wikipedia.org
e www.yellowpages.com
Religion

Religious content, information about religions, religious communities.

e www.religionfacts.com

e www.religioustolerance.org

SaaS and B2B

Web portals for online business services; online meetings.

e www.netsuite.com

e www.salesforce.com

Safe for Kids

Directed at, and specifically approved for, young children.

e kids.discovery.com

e www.nickjr.com

Science and Technology

Science and technology, such as aerospace, electronics, engineering, mathematics, and other similar disciplines; space
exploration; meteorology; geography; environment; energy (fossil, nuclear, renewable); communications (telephones,
telecommunications).

e www.physorg.com

e www.science.gov
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Search Engines and Portals

Search engines and other initial points of access to information on the Internet.

e www.bing.com

e www.google.com

Sex Education

Factual websites dealing with sex, sexual health, contraception, pregnancy.

e www.avert.org

e www.scarleteen.com

Shopping
Bartering; online purchasing; coupons and free offers; general office supplies; online catalogs; online malls.

e WwWww.amazon.com

e www.shopping.com

Social Networking

Social networking. See also “Professional Networking.”

e www.facebook.com

e www.twitter.com

Social Sciences

Sciences and history related to society; archaeology; anthropology; cultural studies; history; linguistics; geography;
philosophy; psychology; women'’s studies.

e www.anthropology.net

e www.archaeology.org

Society and Culture

Family and relationships; ethnicity; social organizations; genealogy; seniors; child-care.

e www.childcare.gov

o www.familysearch.org

Software Updates

Websites that host updates for software packages.

e www.softwarepatch.com
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e www.versiontracker.com

Sports and Recreation

All sports, professional and amateur; recreational activities; fishing; fantasy sports; public parks; amusement parks;
water parks; theme parks; zoos and aquariums; spas.

e Www.espn.com

e www.recreation.gov

Streaming Audio

Real-time streaming audio content including Internet radio and audio feeds.

e www.live-radio.net

e www.shoutcast.com

Streaming Video

Real-time streaming video including Internet television, web casts, and video sharing.

e www.hulu.com

e www.youtube.com

Tobacco

Pro-tobacco websites; tobacco manufacturers; pipes and smoking products (not marketed for illegal drug use). Tobacco
addiction is classified as “Health and Nutrition.”

e www.bat.com

e www.tobacco.org

Transportation

Personal transportation; information about cars and motorcycles; shopping for new and used cars and motorcycles; car
clubs; boats, airplanes, recreational vehicles (RVs), and other similar items. Note, car and motorcycle racing is
classified as “Sports and Recreation.”

. www.cars.com

e www.motorcycles.com

Travel

Business and personal travel; travel information; travel resources; travel agents; vacation packages; cruises; lodging
and accommodation; travel transportation; flight booking; airfares; car rental; vacation homes.

e www.expedia.com

e www.lonelyplanet.com
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Unclassified

Websites that are not in the Cisco database are recorded as unclassified for reporting purposes. This category may
include mistyped URLSs.

Weapons

Information relating to the purchase or use of conventional weapons such as gun sellers, gun auctions, gun classified
ads, gun accessories, gun shows, and gun training; general information about guns; other weapons and graphic hunting
sites may be included. Government military websites are classified as “Government and Law.”

e www.coldsteel.com

e www.gunbroker.com

Web Hosting

Website hosting; bandwidth services.

e www.bluehost.com

e www.godaddy.com

Web Page Translation

Translation of web pages between languages.

e babelfish.yahoo.com

e translate.google.com
Web-Based Email

Public web-based email services. Websites enabling individuals to access their company or organization’s email service
are classified as “Organizational Email.”

e mail.yahoo.com

e www.hotmail.com
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Appendix B: Troubleshooting
http://whoami.scansafe.net

authUserName: TYRONZA\tab.thacker ¢——0o_ |Jsername or IP addres |
authenticated: true

companyName: Arkansas DIS - APSCN-LPNT-East Poinsett County School District
connectorGuid: JAD193700B6
connectorVersion: AP_ASA-9.4(1)
countryCode: US
externallp: 170.211.97.19%@
roupNames: :
. - ?YRONZA‘\DMain Users Groups Found in ASA I
- TYRONZA\G_Teacher
internallp: 10.24.140.74
logicalTowerNumber: 10423
staticGroupNames: < Groups Found in CWS Portal
- TYRONZA\Domain Users
= EPC Wired Computers - Tyronza
userame: TYRONZA\tab.thacker

http://policytrace.scansafe.net

Identified user 'WinNT://RVSD\ARdministrator' from IP address 10.112.163.12% #—— User/IP Information |
as part of company 'Arkansas DIS - APSCN-SRCY-Riverview School District'
User belongs to groups [Technology AnyConnect Group, WinNT://RVSD\Domain

Users, WinNT://RVSD\Docmain Admins] < Group Information |
User belongs to static groups [Technology AnyConnect Group,

WinNT://RVSD\Domain Users, WinNT://RVSD\Domain Admins]

site categorized as 'Computer Security' URL Category |

Evaluating 3 rules after reading request headers
Evaluating rule 'adult master policy'

Rule 'adult master policy' doesn't match
Evaluating rule 'Domain Admin Rule' . . .
Rule 'Domain Admin Rule' doesn't match Policy Generating Action |
Evaluating rule 'TechAnyConnect Rule ' g = 5
Taking block action because of domain 'test.Beé.net' under filter 'Technology —————— Action Information
AnyConnect Block' Block or Allow

Page 42 of 43



Tdentified user 'WinNT://RVSD\Administrator' from TP address 10.112.163.129 €¢————— User/IP Information |
as part of company 'Arkansas DIS - APSCN-SRCY-Riverview School District'

User belongs to groups [Technology REnyConnect Group, WinNT://RVSD\Domain

Users, WinNT://RVSD\Domain Admins] B — Group Information |
User belongs to static groups [Technology AnyConnect Group,

WinNT://RVSD\Domain Users, WinNT://RVSD\Domzain Admins]

Bpplication recognized as 'facebookgeneral URL Category or App"cation
A —

Site categorized as 'Social Networking'

Evaluating 3 rules after reading reguest headers
Evaluating rule 'adult master policy'
Rule 'adult master policy' doesn't match
Evaluating rule 'Domain Admin Rule'

Rule 'Domain Admin Rule' doesn't match
Evaluating rule 'TechZnyConnect Rule'
Rule 'TechAnyConnect Rule' doesn't match
Evaluating default rule at stage regmod
Deferring evaluation of default rule
Evaluating 0 rules at stage reamod

HTTP response status: 302 Found

If no match is made in the Policy Rules,

Evaluating 3 rules after reading response headers . .
you will get an Allow Action.

Evaluating rule 'adult master policy'

Evaluating rule 'Domain Admin Rule'

Evaluating rule 'Tech&nyConnect Rule'

Rule 'TechAnyConnect Rule' doesn't match
Evaluating default rule at stage response headers
Taking allow action because of adv-rule-match 'No exception exists to allowef————— Action Information
this web page' Block or Allow
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