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GRADE 6

Don't Feed the Phish

How can you protect yourself from phishing?

OVERVIEW

Internet scams are part of being online today, but many kids might not be aware of them. How do we help our students avoid being tricked into clicking malicious links or giving out private

information? Use this lesson to help kids avoid online identity theft and phishing schemes.

Students will be able to:

Lesson Snapshot Estimated time: 45 mins.

Warm Up: Safe or Unsafe? 10 mins.

Explore: How Identity Theft Happens 15 mins.

Analyze: How to Catch a Phish 15 mins.

Wrap Up: Stay Safe from Scams 5 mins.

Key Standards Supported

Common Core ELA

L.6.1, L.6.2, L.6.2.B, L.6.3, L.6.3.A, L.6.3.B, L.6.4, L.6.6, RI.6.1, RI.6.4, RI.6.5, RI.6.6, RI.6.10, SL.6.1, SL.6.1a, SL.6.1b, SL.6.1c, SL.6.1d, SL.6.2, SL.6.3, SL.6.4, SL.6.6, W.6.4, W.6.8, W.6.9, W.6.10

CASEL

1a, 1b, 1c, 1d, 1e, 2a, 2c, 2d, 3a, 3b, 3c, 3d, 4a, 4b, 4c, 4d, 5a, 5b, 5c, 5d, 5e, 5f

AASL

I.A.1, I.A.2, I.B.1, I.B.2, I.B.3, I.C.1, I.D.1, I.D.2, I.D.3, I.D.4, II.A.1, II.A.2, II.B.1, II.B.2, II.B.3, II.C.1, II.C.2, II.D.1, II.D.2, II.D.3, III.A.1, III.A.2, III.B.1, III.B.2, III.C.1, III.C.2, III.D.1, III.D.2, IV.B.2, V.A.2

ISTE

2a, 2b, 2d

What You'll Need

Spanish-language student and family resources available soon!

Take-home resources

Compare and contrast identity theft with other kinds of theft.-

Describe different ways that identity theft can occur online.-

Use message clues to identify examples of phishing.-

Colored markers or highlighters-

Pencils-

Blank paper-

Lesson Slides-

Student Handout: Trick Questions! Practice Quiz (Google Form) Student Version-

Student Handout: Trick Questions! Practice Quiz (Printable) Student Version-

Student Handout: How to Catch A Phish Student Version Teacher Version-

Lesson Quiz Editable Google form Answer Key-

Family Tips-

Family Activity-

Family Engagement Resources-

https://drive.google.com/open?id=1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI
https://docs.google.com/forms/d/1RyzSWiJIZ2lIuC9PG7mEMYfD4VnlhapzsOxx4WOm1eA/copy
https://drive.google.com/open?id=1F7T4Xrh3onWCgNLd8fm9xg4kjpasNL5d2yoyU0xuOaU
https://drive.google.com/open?id=1yZlDV-IqykiQEr3K1Bmo5JjTHJ5UDwVfyxxSozWkXHY
https://drive.google.com/open?id=1aZNV_41wTeSbE2CjV87d6qFqOdw2M07hNxWk13O_J8c
https://docs.google.com/forms/d/1W6sT7nuJ-7eVcJKFDUpOtPQW-X5GIEHI5KKsHzLTZPg/copy
https://www.commonsense.org/education/node/4681697
https://www.commonsense.org/education/family-tips/6-12-privacy-and-security
https://drive.google.com/open?id=1IbLnMNfX4tPHQq_14D6I2tdE9tI5apVqtZSRL4rnhGc
https://www.commonsense.org/education/toolkit/family-engagement-resources
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LESSON PLAN

Key Vocabulary:

identity theft

a type of crime in which your private information is stolen and used for criminal activity

internet scam

an attempt to trick someone, usually with the intention of stealing money or private information

phishing

when someone poses as an institution, like a bank or school, and sends you a personalized message asking you to provide private information

private information

information about you that can be used to identify you because it is unique to you (e.g. your full name or your address)

shortened URL

a web address that has been condensed and which could mislead an user into going into a risky website

Warm Up: Safe or Unsafe? 10 mins.

1. Project Slide 4 and read it aloud: What's something you own that someone else might want to steal? Why? What would they do with it? Take turns sharing your idea with your partner.

After students pair-share, call on a few of them to share out with the class. Students may respond by naming things of value that they own (clothing items, electronics, etc.) and how they

might be used.  

2. Say: In reality, the thing you own that might be most valuable -- and most likely to get stolen -- is not a thing at all: It is your identity. What do you think that means? How could someone

steal your identity?

Call on students to respond. Students may say: It means that someone can pretend to be you or Someone can get your information. Follow up by asking students to explain more and

clarify any misconceptions. For example, identity theft might mean that one or more pieces of information about you has been stolen, not that everything about you has been. It also

doesn't mean you no longer have what's been stolen (as in the case of a stolen object); you are still you and your identity hasn't changed.

3. Project Slide 5 and define identity theft as a type of crime in which your private information is stolen and used for criminal activity.

Ask: What do you think is meant by "private information"? What would an example of that be?

Call on students to respond and provide examples. Define private information as information about you that can be used to identify you because it is unique to you (e.g., your full

name, phone number, or address). (Slide 6)

4. Say: Identity theft is important to know about, because if your identity is stolen, it can lead to some pretty bad consequences. And you may not even know about those consequences

until far into the future. If your identity is stolen, it could potentially enable someone to: (Slide 7)

5. Say: Now that we know what identity theft is, let's talk about how it happens and what you can do.

Explore: How Identity Theft Happens 15 mins.

1. Say: One way that someone can try to steal your identity on the internet is by getting you to click a link or enter information about yourself. This is called an internet scam (Slide 8),

which is an attempt to trick someone, usually with the intention of stealing money or private information. Let's see how this can happen.

Have small groups collaborate on the Trick Questions! Practice Quiz Student Handout. Allow students two minutes to complete the activity. Most students will quickly recognize

that "DON'T!" is the right answer each time. Challenge them to figure out reasons each character in each scenario might have gotten fooled by the scams. Students may indicate the

following reasons:

2. Identify the last point as the Curiosity Gap, which is the desire every person has to figure out missing information. Explain that online messages are often designed to trigger your

Curiosity Gap so you will click a link to find out more. Give examples:

Tell students that the link may lead to a site with false or misleading information, or to a site that is malicious or harmful. These sites let identity thieves steal your personal information

and, sometimes, your money.

steal money from you.-

apply for credit cards in your name and buy things.-

cyberbully someone while pretending to be you.-

create false identification documents.-

apply for loans (to buy a car or house).-

get a driver's license or a job under your name.-

the wish to win money, a prize, discount, or other benefit.-

the fear of losing one's photos, videos, games, or access to their account.-

feeling pressure to act quickly "before it's too late."-

curiosity to know more.-

a tweet that asks an interesting question.-

a photo with the caption "Funniest thing ever!"-

a video pop-up  that says "To continue watching, click here."-

https://docs.google.com/presentation/d/1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI/edit#slide=id.g4386b56f73_0_57
https://docs.google.com/presentation/d/1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI/edit#slide=id.g42eeee872e_0_0
https://docs.google.com/presentation/d/1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI/edit#slide=id.g4386b56f73_0_69
https://docs.google.com/presentation/d/1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI/edit#slide=id.g42e223c845_0_10
https://docs.google.com/presentation/d/1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI/edit#slide=id.g3b037fe8d8_1_103
https://docs.google.com/document/d/1F7T4Xrh3onWCgNLd8fm9xg4kjpasNL5d2yoyU0xuOaU/edit
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3. Explain that one of the most common ways identity thieves get your private information is through something called phishing (when someone poses as an institution, such as a bank or

school, and sends you a personalized message asking you to provide private information). Students might think of phishing as similar to fishing -- someone trying to "catch" people's

private information like trying to catch a fish. (Slide 9)

4. Project the samples messages on Slide 10. Have students work in small groups to decide whether to click on or skip the various links shown and why. Encourage them to pinpoint which

details helped them decide.

They should identify only the Mari_Tellez example as one that is likely OK to click.

Explain that some links, or URLS, are not what they seem. Ask: Why do you think the links might trick someone? Define shortened URL (Slide 11) as a web address that has been

condensed and which could potentially mislead a user into going into a risky website. Explain that such a website may:

Say: In the next activity, you'll learn strategies for protecting yourself against phishing and identity theft.

Analyze: How to Catch a Phish 15 mins.

1. Distribute the How to Catch a Phish Student Handout and focus students' attention on the list of clues. Allow one minute for students to read the list of clues and answer any

questions they have.

2. Tell students that they will work in pairs to analyze examples of messages that use tricks to phish for your information. (Slide 12) Model how to highlight a clue in the message, and list

the type of clue in the empty box. You may wish to have students color-code the clues.

3. Allow pairs five minutes to complete the activity on the handout.  

Call on students to share out their answers. Use the Teacher Version to support students in using specific details from each example.

4. Summarize how checking for clues that indicate phishing can help protect you from identity theft.

Wrap Up: Stay Safe from Scams 5 mins.

1. Say: You have learned about the importance of protecting your information from identity theft. You also have learned strategies for guarding against phishing scams. Now use what you

have learned to show how others can protect themselves against identity theft.

2. Project Slide 13 and read aloud the questions. Allow students a few minutes to answer and then collect to assess student understanding.

3. Have students complete the Lesson Quiz. Send home the Family Activity and Family Tips.

Extension Activity:

Have students create anti-phishing posters. Students can give the school and broader community tips about protecting themselves from phishing and identity theft. Students can also use

digital-poster tools. See our Top Apps and Websites for Making Posters.

© Common Sense Media 2019. Lessons are shareable with attribution for noncommercial use only. No remixing permitted. View detailed license information at

creativecommons.org.

install malware on your device.-

steal your information.-

charge you money.-

https://docs.google.com/presentation/d/1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI/edit#slide=id.g4213774d33_0_2
https://docs.google.com/presentation/d/1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI/edit#slide=id.g4226f66fd5_0_1
https://docs.google.com/presentation/d/1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI/edit#slide=id.g4213774d33_0_10
https://drive.google.com/open?id=1yZlDV-IqykiQEr3K1Bmo5JjTHJ5UDwVfyxxSozWkXHY
https://docs.google.com/presentation/d/1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI/edit#slide=id.g4227992f29_2_0
https://drive.google.com/open?id=1aZNV_41wTeSbE2CjV87d6qFqOdw2M07hNxWk13O_J8c
https://docs.google.com/presentation/d/1JPN3GciSuq_ddP67CD6wbnBZB00IXxr5R-5TVU7YvXI/edit#slide=id.g42f1cd7159_0_0
https://docs.google.com/forms/d/1W6sT7nuJ-7eVcJKFDUpOtPQW-X5GIEHI5KKsHzLTZPg/copy
https://drive.google.com/open?id=1IbLnMNfX4tPHQq_14D6I2tdE9tI5apVqtZSRL4rnhGc
https://www.commonsense.org/education/family-tips/6-12-privacy-and-security
https://www.commonsense.org/education/top-picks/apps-and-websites-for-making-posters-and-collages
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/

