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Instructions for iPhone & iPad

Go to Wi-Fi and connect to the MCSD network.

Enter your username and password, then touch Join.
This will be the same username and password you use
for your district computer.

Enter the password for “MCSD"

Cancel Enter Password

Username jdoe

Password eeeeseeesel

It may ask to trust the certificate. Touch Trust.

Cancel Certificate

lion.cortez.k12.co.us
Issued by lion

Not Trusted

Expires 4/18/19, 2:36:56 PM

More Details

Go back home and open the Safari app.

Type support.cortez.k12.co.us in the address bar at the
top, then touch Go.

support.cortez.k12.co.us & Cancel

When the page finishes loading, find and touch the
certificate link on the page.

8 support.cortez.k12.co.us &

About Onr Sites Security Certilicate
About S5L encryption

S5L enerypts transmissions between the client and server machines, so that sensitive dat (such as passwords,
credil cards detils ele.) is not passed scross a network in pluin text.

Abhout our Sites Security Cerfificate

To improve the usability and secunty of secure SSL connections from our network, we have infroduced a site
security certificare. Secure sites accessed via our network arc digitally signed with this certificate to confirm that
they are legitimate, appropriate and can be trusted by our users. By downloading and installing the certifi on
your device (as detailed below) you are confirming that you trust the wenbity of any websiles signed by this
certificate. The instructions on this page can be used as a puide for installing the certificate on your device,

Using Internet Explore
Click on the fnk to tf

A download dialogue wills

(Lhiis will also install the certificate for use by the Google Chrome browser)

PR, Click Cpen

It will ask to allow the Settings app to open. Touch
Allow.

This website is trying to open Settings to
show you a configuration profile. Do you

want to allow this?
Ignore

Once the Settings app opens, it will ask to install the

new security profile. Touch Install.

Cancel Install Profile

*securly.com

Signed by *securly.com
Not Verified

Contains  Certificate

More Details



It will show a warning page about the authenticity of
the certificate. Touch Install.

Cancel Warning

UNMANAGED ROOT CERTIFICATE

Installing the certificate “*.securly.com” will add it
to the list of trusted certificates on your iPhone.
This certificate will not be trusted for websites until
you enable it in Certificate Trust Settings.

UNVERIFIED PROFILE
The authenticity of “*securly.com” cannot

be verified.

It will ask for a final confirmation to install the security
profile. Touch Install.

Go back home and open the Settings app.

Find and touch General.

Notifications
Control Center

Do Not Disturb

AA Dlsptay & Brightness

Wallpaper
Touch About.

£ Settings General

Software Update

Scroll to the very bottom and touch Certificate Trust
Settings.

Legal

@cate Trust Se@




Flip the switch next to *.securly.com to the on position.

{ About  Certificate Trust Settings

Trust Store Version 2018040200

ENABLE FULL TRUST FOR ROOT CERTIFICATES

*securly.com

Learn more about trusted certificates

Your device should now be ready to use the Internet.
Open your web browser and make sure you can visit
websites. It may ask you to sign in with your email
address and password before it will work.



Instructions for Android

Go to Wi-Fi and connect to the MCSD network.

Enter your username and password, then touch
CONNECT. This will be the same username and
password you use for your district computer.

MCSD

CA certificate must be selected.

Identity
jdoe

Anonymous identity

Password

CANCEL

ol NMCOSD

Open your Internet browser.

Q B

Phone Messages  Internet Camera

Type support.cortez.k12.co.us in the address bar at the
top, then touch Go.

support.cortez.k12.co.u o

Find and touch the certificate link on the page.

Using Internet Explorer (This will also install the
certificate for use by the Google Chrome browser)

Click on the link to th
A download dialogue wi ar. Click Open
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It will ask you for a file name. Touch SAVE.
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touch OK.
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The device may require you to set up a PIN for your lock
screen. Follow the instructions to set one.

8 o M

Settings Setup & Visual
Transfer Voicemail

Cloud and accounts

Samsung Cloud, Backup and restore

< LOCK SCREEN AND SECURITY Q

PHONE SECURITY

Screen lock type

Password

Your device should now be ready to use the Internet.
Open your web browser and make sure you can visit
websites. It may ask you to sign in with your email
address and password before it will work.



Instructions for Windows

These instructions are only for Windows computers
which are not owned and managed by the Montezuma-
Cortez School District.

Go to Wi-Fi and connect to the MCSD network.

Enter your username and password, then click Connect.
The username will be the first part of your email
address (e.g. jdoe). The password is the same one you
use for your district computer.

MCSD

secured

+ Connect automatically

Connect

Airplane mode

Open your web browser. Type support.cortez.k12.co.us
in the address bar, then press Enter.

/ [0 hitpsi//support.cortezkl X W\ Y
=

& C (O =& Secure‘support.cor‘tez.kﬁ.co.us ’

Find and click the certificate link on the page.

Using Internet Explorer (This will also install the certificate for use by the Google Chrome browser)
Click on the link to tHg

A download dialogue will appear. Click Open

Click the downloaded file once it finishes to open it.

Click Install Certificate...

n Certificate

General Details Certification Path

ﬁ Certificate Information

» All issuance polices
+ All application policies

This certificate is intended for the following purpose(s):

Issued to:  *.securly.com

Issued by: *.securly.com

valid from 1/26/2015 to 1/30/2020

Install Certificate. ..

Click Next.

% Certificate Import Wizard

Issuer Statement

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.

A certificate, which is issued by a certificaton authority, is a confirmaton of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(O Local Machine

To continue, dick Next.

(i ) conee



Click on “Place all certificates in the following store”,
then click Browse...

€ ¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

ertificate store based on the type of certificate

( Browse... '

O Automatica

Certificate
| Trusted Root Certification Authorities

Select “Trusted Root Certificate Authorities” from the
list. Click OK, then click Next.

Select Certificate Store X

Select the certificate store you want to use.

sl ...

df Trusted Root Certification Au'lhorltl:..-.’
e —

~| Intermediate Certification Authorities

| | Active Directory User Object
- = Trieted Puhblichera

[ ]show physical stores

Click Finish.

€ ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedified the following settings:
(0T e e w28 Trusted Root Certification Authorities
Content Certificate

(G ) cone
—

Your computer should now be ready to use the
Internet. Open your web browser and make sure you
can visit websites. It may ask you to sign in with your
email address and password before it will work.



Instructions for Mac

Click the Wi-Fi button at the top right and select MCSD
from the list of networks.

- &

Turn Wi-Fi Off

CenturyLink5222 =

CMSChrome =

DIRECT-VQ-BRAVIA =

LewisAP =

ManaughChrome =
=

MCSDTraining

Melendyrules
PleasantViewAP
SJBoces
TechAp

| = ol =f of o}l sli] =N of =l =f =f B

Join Other Network...
Create Metwork...

Open Network Preferences...

e

Enter your username and password, then click Join.
This will be the same username and password you use
for your district computer.

= The Wi-Fi network "MCSD" requires WPA2
@ %" enterprise credentials.
L 4

Username: | J'dot_e

Password: |....llll--|

" | Show passward
Remember this network

Cancel

It may ask to trust the certificate. Click Continue.

® Verify Certificate

= Authenticating to network “MCSD"
[ Before authenticating 1o server “linn cortaz k12.c0.us® you should examine the sarvers
lﬁ certificate te ansure that it ie appropriste for thiz netwerk.

Ta view the certificats, click 'Show Certificate’

_ Show Certificate Cance| |

Open the Safari web browser.

Type support.cortez.k12.co.us in the address bar at the
top, then press Enter.

& support.cortez.k12.co.us

When the page finishes loading, find and click the
certificate link on the page.

Using Internet Explorer (This will also in:

Click on the link to t

Click the Downloads button at the top right, then

double-click the ca.crt file.
A lfl-_

Downloads Clear




It will ask to add the certificate to the keychain. Click
Add.

[ ] Add Certificates
le
Boertitons Do you want to add the certificate(s) from the file “ca.crt” to
.. | akeychain?

New root certificates should be added to the lagin keychain for the I

current user, or to the System keychain if they are to be shared by all |
users of this machine. jte
11
f
i
3 K
Keychain: ng_lrj E -r 1
- &
View Certificates Cancel Add Ve

&

Find and double click the *.securly.com certificate.

Click the little arrow to the left of Trust to expand the
list. Change the first dropdown box to Always Trust.
Close this window.

L 000 SSbouthy o

*securly.com
Root certificate authority

Expires: Thursday, January 30, 2020 at 4:25:35 PM Mountain
Standard Time

© "=securly.com” certificate is not trusted

i GTrust
When using this ccrtificat ?

Secure Sockets Layer (SSL) | Always Trust

Cortyfivite

|

Secure Mail (S/MIME) | Always Trust
Extensible Authentication (EAP) | Always Trust
IP Security (IPsec) Al\o\ffa"ys_ Trp;t

Code Signing Alwa_ys Trust

Time Stamping | Always Trust

(o] o] ol o] o] of o)

X.509 Basic Policy | Always Trust

¥ Details
Subject Name
Country US
State/Province California

Organization Securly, Inc. !

The certificate should now look like this. Close this
window.

Mame

B ".securhv.com
[TE%J =key

Your computer should now be ready to use the
Internet. Open your web browser and make sure you
can visit websites. It may ask you to sign in with your
email address and password before it will work.
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