District Responsible Use Policy and Parent G-Suite RUP Letter

The Chino Valley Unified School District is committed to the integration of technology into student learning with the purpose of preparing
them for a technology-driven world. California’s Common Core State Standards include the use of technology when describing students
who are College and Career ready. Properly prepared students will use technology and digital media throughout their education and well
into their careers, regardless of the educational or professional path they choose.

With proper instruction and access to vital online resources, CVUSD students learn how to use powerful tools to realize their intellectual
curiosity and promote their creative capacity. CVUSD students use a variety of digital resources and tools to facilitate learning through
research, communication, collaboration, critical thinking and creation. Students collaboratively research, create, edit and share files for
school related projects, such as showcasing class projects.

One tool we use is Google Apps for Education, also known as G-Suite, which provides access to applications that are instrumental ina 2 st
century learning environment. The following services are provided to every student, grades K-12, as part of CYUSD’s Google Apps for
Education implementation:

e Gmail — an individual email account for school use managed by the District

o Google Docs/Sheets/Slides/Forms — an online productivity and creativity suite used for word processing, creating spreadsheets, drawing,
and presentations, very similar to Microsoft Office

e Drive — Online storage where students can store files used for assignments and other school related work.

With Google Apps for Education (G-Suite) access, students will be given a district-issued @stu.chino.k|2.ca.us email address. E-mail delivery
to student accounts is currently restricted to internal, student to student, student to teacher, and some district authorized external email
addresses. This means parents and others outside the CYUSD organization cannot e-mail students unless they receive prior authorization.
To learn more about the power of the Google Apps for Education, or G-Suite tools, please visit:
https://www.google.com/edu/products/productivity-tools/

Through our district-wide Digital Citizenship program, students will be instructed in appropriate, safe and effective ways to use email as a
tool for communication and file sharing. Additionally, the District uses an e-mail internet monitoring and filtering product through the
district firewall, called PaloAlto, which helps to protect your student from encountering inappropriate content. To learn more about
CVUSD’s Digital Citizenship curriculum, please see the Common Sense Media resources at:
https://www.commonsensemedia.org/educators/digital-citizenship

The District takes all appropriate measures to ensure that all official online district resources are compliant with state and federal child
privacy laws. We are committed to ensuring these tools do not use our students’ data in any non-educational manner. We work with each
vendor and do our best to confirm they’re compliant with FERPA, COPPA, SOPPIPA and CA ABI1584, which are all laws that protect the
privacy of student data. Additionally, we strongly encourage all of our vendors to sign the Student Privacy Pledge, which is a legally binding
promise to properly protect student generated data. You can learn more about the Student Privacy Pledge here:
https://studentprivacypledge.org/

Access to and use of Google Apps for Education at school is considered an important privilege afforded at the discretion of the teacher,
the school, and the district. CVUSD reserves the right to immediately withdraw the access and use of student email and access to any and
all online resources when there is reason to believe that violations of law or district policies have occurred. In such cases, the alleged
violation will be dealt with per district policies.

Computer and Internet access is provided to all students unless parents/guardians request in writing to the school site principal access
should be revoked. As such, the District has moved to a Responsible Use Policy (RUP), which will be applied to all enrolled students. The
RUP is “opt- out,” meaning parents or guardians wishing to revoke access to these educational tools for their students must do so in writing
to the principal indicating their child should be excluded from these services and/or the internet. Exclusion from Google Apps for Education
and/or the use of the internet entirely will severely limit your student’s district online tools use, including but not limited to CVUSD’s
Google Classroom Learning content management system, Lexia, Accelerated Reader, McGraw Hill, Houghton Mifflin McCourt, IXL,
Classlink, AllITheRightType, and a variety of other online learning applications. If you have questions regarding your student’s use of Google
Apps for Education or any other digital resources provided by the District and your child’s school, please contact the school site principal.
The school site principal will be able to address your concerns and help you understand the importance of these tools to your child’s
academic career.

Parent or Legal Guardian: Read this document carefully and work with us in helping your student understand and abide
by the rules outlined in this Responsible Use Policy.

Purpose

The Chino Valley Unified School District (CVUSD) believes in the educational value of using instructional technology and recognizes the
potential of such to support curriculum and student learning. Our goal in providing electronic resources is to promote academic excellence
by facilitating resource sharing, innovation, and communication. We will make every effort to protect students from any misuses or abuses
as a result of their experiences with an information service.

21st Century Learner

Technology is an integral part of our students’ lives and futures, and we strive to provide technology rich learning environment for students.
Students need to learn and master the technology skills necessary to succeed in the technological 21st century global society. However,
inappropriate use of these resources may result in disciplinary action and/or referral to legal authorities. The site administrator, district
administrator, and/or systems administrator may limit, suspend, or revoke access to technology if deemed necessary.

Filtering and Monitoring

As required by the Federal Children’s Internet Protection Act (CIPA), content filtering technology is used to restrict access to unacceptable
materials on all Internet access provided by CVUSD. The district makes every effort to limit access to objectionable material; however, no
web filtering is 100% safe. With internet access a risk exists that students may access material that may not be of educational value in the
school setting. Students who intentionally access, publish, or attempt to access or publish inappropriate or illegal material or Internet sites,
may be subject to discipline; which may include the possibility of suspension or expulsion.



If a student identifies a security problem, they are required to notify a teacher or administrator at once, and not demonstrate the problem
to other users. Students should also never use another individual’s account. All use of the system must be under your own account. If a
user is identified as a security risk, he or she may be denied access to the information system and face potential disciplinary consequences.

Individualized Learning Resources

Students may participate in online environments related to curricular projects or school activities and use digital tools, such as, but not
limited to, mobile devices, blogs, discussion forums, RSS feeds, podcasts, wikis, and online meeting sessions. In providing educational
materials—such as a learning management system to provide individualized instruction based on student ability determined by student
input—these resources may collect students’ personally identifiable information. Parents/guardians will be deemed to have given consent
for students under the age of |3 to access such educational resources, unless the parent/guardian affirmatively opts out of allowing student
access to the educational program. To opt a 2 student under the age of |3 out of access to online educational resources that may collect
personally identifiable information, parents/guardians should contact the site principal to process this request.

No Expectation of Privacy

The use of CVUSD owned information technology is not private. Students must understand that there is no implied right to privacy when
using the district system. All electronic communications and downloaded material, including files deleted from a user's account, may be
reviewed by district officials to ensure proper use of the system. CVYUSD has the right to monitor, inspect, copy, review and store any and
all usage of CVUSD technology resources including transmitted and received information at any time and without prior notice.

Digital Citizenship

Access is an academically important privilege that entails responsibility. While utilizing CVUSD network and educational technology
resources, students are expected to exhibit responsible behavior and refrain from engaging in inappropriate use.

The use of any of CVUSD’s electronic information resources should be in support of education and research, having the educational goals
and objectives of the Chino Valley Unified School District in order to further the education of students. Technology provided by CVUSD
will be used by the student primarily for pursuing and promoting knowledge about the lessons and units teachers assign as part of the
teacher's regular curricula. Students are personally responsible for this provision at all times when using electronic information resources.

When using any District electronic resource, students are expected to comply with all District policies, regulations and any applicable laws.

The following are some of the electronic resources made available to CVYUSD students.

e Email - Students are issued electronic mail from the CVUSD network, and it should be used for educational purposes only and under
the direction of a teacher or administrator. Students will in no way use email to spread rumors, gossip, or engage in activity that is
harmful to others. Students should not give out their email address unless instructed to do so from a teacher or administrator.

o Cloud Computing - We have experienced a shift in technology from software that resides on servers and computers to applications that
reside on the internet or in the cloud. As of 2017, CVUSD is working to implement Google Apps for Education to support student
productivity and communication software. Students need to understand how to safely use these applications. Students must follow the
direction and rules outlined by their teacher and/or administrator when cloud computing. More information about Google’s privacy and
data polices and be found here: https://www.google.com/edu/trust/

e Learning Management System - Learning Management Systems (such as Haiku Learning and/or Google Classroom) will be used by
students to access teacher created lessons, tests, discussions, assignments, calendars, wikis, grades, and other classroom resources. More
information about Haiku Learning’s privacy and data polices and be found here:  https://support.haikulearning.com/hc/en-
us/articles/202577843-Privacy-and-Security

e Web 2.0 Tools - Web 2.0 tools will be used for creating projects and presentations, peer editing, creative writing, sharing, discussions,
research, collaborating, and communicating.

e Communication and Social Media - Students may use blogs, discussion boards, messaging, and/or social media in a moderated
environment established to support educational purposes under the direction of a teacher or administrator. These tools and services
are accessible via the internet and may be intended for a global audience. While using these communication tools and social media,
students must adhere to all aspects of this Responsible Use Policy. Students should not use these communication tools and social media
sites for personal use or without direction from a teacher or administrator.

e Cyber/Personal Safety - Students are responsible for their individual accounts and should take all precautions to prevent others from
being able to use them, which includes but is not limited to keeping passwords private. Students should never share their user
name/passwords with other students or log-in under another student’s name and/or trespass in other student’s files. Students should
not share personal information about themselves or others over the internet. Students should not agree to meet with anyone they have
met online, and should notify a teacher or other school employee if they receive any message that is inappropriate or makes them feel
uncomfortable.

¢ Netiquette - Students should always use the Internet, network resources, and online sites in a courteous and respectful manner. Students
should also recognize that an abundance of the valuable content online is often unverified, incorrect, or inappropriate. Students should
use trusted sources when conducting research via the Internet. Students should also remember not to post anything online that they
wouldn’t want parents, teachers, or future colleges or employers to see. Verbal or written language that is considered inappropriate in
the classroom is also inappropriate online. Once something is online it can be shared and spread in ways never intended.

Unacceptable Use, Violations

Students must understand that all rules of conduct described in the School Handbook also apply when using technology resources.
Unacceptable use can come in many forms, but it is commonly considered as the viewing of any website and/or any message(s) sent or
received that indicate or suggest pornography, unethical or illegal activity, racism, sexism, inappropriate language, threats, intimidation,
sexual harassment and/or bullying of any individual or groups and other issues further described within this document.

Students should report any misuse of CYUSD technology resources (electronic resources) to administration.

Violation of District Policies, Regulations and/or laws, including but not limited to California Education Code 48900 subdivisions related to
improper conduct or misuse of District property, including hardware or cloud-based content, even if not expressly defined herein, may
lead to disciplinary action including loss of computer, network and/or internet and e-mail privileges suspension, expulsion, or prosecution
when appropriate.



e Web Access/Internet/Network — Students shall not attempt or gain unauthorized access to the network or District blocked sites.
Students will not use the network or internet for any type of activity or personal gain.

o Copyright/Plagiarism — Students will not violate copyright laws or software licensing agreements. Plagiarism is the act of using someone
else’s words or ideas as your own. Students will not copy materials without the permission of the author and must properly cite all
information acquired through the internet or other information technologies. Plagiarism of internet resources will be treated in the same
manner as any other incidences of plagiarism.

o Cyberbullying — Cyberbullying will not be tolerated. Harassing, dissing, flaming, denigrating, impersonating, outing, tricking, excluding, and
cyberstalking are all examples of cyberbullying. Students should never send, or encourage others to send, abusive messages. Students
who send emails or post comments with the intent of scaring, hurting, or intimidating others will receive severe disciplinary action and
loss of privileges. In addition, students should never post pictures, information or work of other students without their permission.
Students should understand that instances of Cyberbullying created when not at school or after school hours can result in disciplinary
action at school.

¢ Vandalism — Vandalism is defined as any malicious attempt to harm or destroy property, including data of another user or system on the
network or the internet. This includes, but is not limited to, uploading or creating computer viruses, and any attempt to disrupt network
services. Vandalism includes any activity that can be described as hacking, cracking, passwords, sending junk or unwanted e-mail (SPAM).
Vandalism also includes the intentional damage of computer hardware, peripherals, and software media. Any vandalism will result in the
loss of computer services, disciplinary action, and legal referral including suspension and/or expulsion, and the immediate loss of access
to the system. Parents may be liable for the cost of the damage that students cause to school property.

o Software — Software is available to students to be used as an educational resource. Students should not load or modify software without
the consent of an administrator.

e Hardware — Hardware and peripherals are provided as tools for student educational purposes. Students are not permitted to install or
relocate network hardware and/or peripherals (except for portable devices), or to modify settings to equipment without the consent of
the District Information Technology Department.

Student Responsible Use Pledge
Chino Valley Unified School District provides computers, Internet access, and other technology resources for educational use. In accepting
the responsibility of being issued access to CYUSD technology resources, students are expected to abide by the following pledge:

As a student, | will practice good digital citizenship when using these technology resources. Good digital citizenship is good citizenship. |
understand that | must act appropriately and follow these rules in order to be a good digital citizen, and | realize that | can be disciplined if
I do not follow these guidelines and use computers and the Internet inappropriately.

Respect and Protect Myself

o | understand that school computer files, email, and internet use are not private and can be monitored by teachers or administrators.

e | understand that | must not give my password or username to anyone and will not use others’ usernames and passwords.

¢ It is my responsibility to stay safe on the internet. | will not share personal information about myself or others like: home
address, phone numbers, passwords, personal photos, or Social Security numbers. | will not meet with anyone met on the
Internet and tell parents, teachers, or administrators immediately if someone asks to meet you.

o | will not attempt to access profane or obscene material. If | do so accidently, | will not share it with other students and will
notify a teacher or administrator right away

Respect and Protect Others

o | will use the computer and Internet only with teacher permission and for the purpose that the teacher requested

o | will respect copyright laws, not copy material without permission, and | will make sure to show where | found my information
¢ | will be polite and show respect and never cyberbully others. | will not harass, insult, or attack others.

o | will not send or display offensive messages or pictures, or use obscene language in messages.

Respect and Protect Property
o | will respect and take good care of devices/equipment and technology resources | use.



