Information Risk Management Practices
Appendix B

The analysis involved in Mountain Brook Schools Risk Management Practices
examines the types of threats — internal or external, natural or manmade, electronic and
non-electronic — that affect the ability to manage the information resource. The analysis
also documents any existing vulnerabilities found within each entity, which potentially
exposes the information resource to the threats. Finally, the analysis includes an
evaluation of the information assets and the technology associated with its collection,
storage, dissemination and protection.

From the combination of threats, vulnerabilities, and asset values, an estimate of the
risks to the confidentiality, integrity and availability of the information is determined and
addressed. The frequency of the risk analysis is determined at the district level. Itis
the option of the superintendent or designee to conduct the analysis internally or
externally.
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