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Free, powerful tool
Data preview and imaging tool

Acquire volatile memory gr
Preview image created with other =
ioells) S

Verification/Forensic Hash

Mount an image for read-only view
Export Files and Folders

Create Custom Content Image (AD1)
Create Hashes and File List



m AccessData FTK Imager 4.2.0.13

File  View Help
w8 % =

Evidence Tree File List

Mame Size Type Date Modified

Custom Content Sources

Evidence:File System |Path|File Options

<

New| Edit Remove Remove Al Create Image

FTK Imager Interface




Access options using either the

File Menu or the Task Bar.

|dentify the icons match in both

locations.

File View Mode Help

[.:] AccessData FTK lmager 4.2.0.13

File View Mode

T i —

Evidence Tree About FTE [mager...

||Fi|e List

m AccessData FTK Imager 4.2.0.13

View Mode Help
3 Add All Attached Devices
E-é Image Mounting...
vidence ltem
Remowve All EBvidence [terns
@ Create Disk Image...
Export Disk Image...
Export Logical Image (AD1)...
Add to Custorn Content Image (A
Create Custom Content Image (AD1)...
Decrypt AD1 image...
Yerify Drive/Image...
mm Capture Memory..
5] Obtain Protected Files...
Detect EFS Encryption

Files...




The toolbar contains all the tools, functions, or features, which can be assessed from
the File Menu. The table below provides basic information for each feature.

ﬂ Add Evidence ltem

Add All Attached Devices e MetaCarve (Deep Scan)

Image Mounting. Opens the Map Image to Drive dialog. Obtain Protecied Files

Remove Evidence ltem Detect EFS Encryption

Remove All Evidence [tems

E Export Files

i g
g Create Disk Image z Export File Hash List

- Export Disk Image == Export Directory Listing

Export Logical Image (AD1) oy Choose IE, text, or hex viewer automatically

Add to Custom Content Image (AD1) View files in plain text
TERT )

Create Custom Content Image (AD1) ey View files in hex format

HEX
Verify Drive/lmage ? Open FTK Imager User Guide

Capture Memory




To add an evidence item to the Evidence Tree
Click File>Add Evidence OR
Click the Add Evidence Item button f&Jon the Toolbar.

Select Source Type
. . Please Select the Source Evidence Type
P hys ICa I D rive (®) Physical Drive
Logica | Drive O Logical Drive
- () Image File
Image File

() Corterts of a Folder

CO nte ntS Of a FO I d e r {(logical filedevel analysis only; excludes deleted, unallocated, etc.)



Physical Drive

Select Drive

r Source Drive Selection

Please select from the following available drives:

“WAPHYSICALDRIVED - OCZ-VECTOR ATA Device [256GB IDE x

\\;\PHYS(CALDRNEO --OCZ-VECTOR ATA Device [256GB IDE :

: ‘\ \PHYSICALDRIVES WDC WD20EZRX-00DCOBO ATA Device [2

Evidence Source Selection

Please enter the source path:

Logical Drive

Source Drive Selection

Please select from the following available drives:

[NTFS] e

Ch- [NTFS

- System Reserved [NTFS]
- Class Images [NTF5]

Evidence Source Selection

Please enter the source path:




Evidence Item
appears in the
Evidence Tree.

Properties give
important
information
needed to
complete catalog
step.

Propertics
| X

Vew Mode Help
WS s 9

Size I Type

| Date Modified |

Evidence Source Path
Evidence Type
= Disk

3 Drive Geometry
Cyfinders
Tracks per Cylinder
Sectors per Track
Bytes per Sector
Sector Court
Physical Drive Information
Drva Model
Drive Serial Nurrber
Drive Tnterfzce Type
Removabe drive

Properties | ¥

UNCLASSIFIED

\\.\PHYSICALDRIVEL

00000000000 | 33
00000000010 |06
00006000020 |3D
00030 |E2

0040 |24

000050 |E7
0000CC00060 |26
00000000072 7S
00000000020 | 9F
00000000030 | 8A
100020 |4E
100069 | 55
00000000020 |A3
00000000040 |E8
00000000020 |00
43

00000000100 |30
00000000110 |53
00060000120 ‘ 61
00000000130 |18
00000000140 |95
00000000150 |10
00000000160 (24
00000000170 | 74
00000000130 |20
00000000190 | 6E
00000000120 |67

ICLesor pos =0; phy sec = 0
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The plus sign “+” indicates the item can be expanded. In this
case it unravels the drive “tree” to display catalog of data.

E‘] AccessData FTK [mager 4.2.0.13
File VYiew Mode Help

Gaasag dH

Evidence Tree

Evidence Tree

=18 \WAPHYSICALDRIVED

E‘] AccessData FTK Imager 4.2.0.13
File View Mode Help

QeSS ay dH

=16y \WAPHYSICALDRIVED

. @-TE System Reserved [NTFS]
-l Partition 2 [1457227MB]
G-l NONAME [NTFS]

(=1l Partition 3 [449999MB]

- @18 Class Images [NTFS]

-1 Unparitioned Space (basic disk]

widence Tree

Evidence Tree

=1 \\\PHYSICALDRIVED
(-4l Partition 1 [S00MB]
- Parition 2 [1457227MB]
-4l Partition 3 [449999MB]
T}E |nparitioned Space [basic disk]

=y W APHYSICALDRIVED
[=)--mms Partition 1 [SO0ME]
E-he System Reserved [NTFS]
{3 [orphan]
- Froat]

[)--msl Partition 2 [1457227MB]

=-hf NOMAME [NTFS]
-3 [orphan]
LD [root]

-l Partition 3 [445995MB]
Elh'" Class Images [NTF5]

-2 [orphan]
B3 [roct]

:ILI‘-’ Unparitioned Space [basic disk]




Connect evidence with WriteBlocker

Click File>Create Disk Image OR

Click the Add Evidence Item buttonE on the Toolbar
Select Evidence Type >choose evidence item

Select Finish

Create Image

Image Source

Skarting Evidence Mumber; | 1

Image Destination(s)

Edit...

Add Overflow Location

Verify images after they are created

Precalculate Progress Statistics

Create directory listings of all files in the image after they are created

Start

Cancel

[ Verify images after they are
created

1 Pre-calculate Progress
Statistics

[ Create Directory listings of all

files in the image after they
are created

11



Select Image Type

Please Select the Destination Image Type

(O Raw (dd)

Most images are created using EO1 image
type, however there are other options in
FTK Imager.

For this class we will focus on EO1 only.

*Raw(dd) and EO1 most widely supported

Input Evidence Information

Case Number:
Evidence Number:
Unigue Description:
Exarmirner:

Motes:

Evidence ltem Information

Case Number: 305C-HQ-34464560

Evidence Number: oHQ1

Unique Description: roshiba 500GE hard drive, serial number: 0812WER4

Examiner: Johin Brown

12



Select Image Destination

e Destination Folder
Browse

Image Filename (Exduding Extension)

Image Fra

For Raw, EN1, and AFF formats: 0 = do not fragment L
Compression (0=MNone, 1=Fastest, ..., 3=Smallest) | & =

Use AD Encryption |:|

Finish

Select Image Destination

Image Destination Folder
Browse

Image Filename (Exduding Extension)
QHQ1Im

Image Fragment Size (MB)
For Raw, E01, and AFF formats: 0 = do not fragment

Compression (0=Mone, 1=Fastest, ..., 9=Smallest) | & 3

Use AD Encryption ||

Image Destination({s)
C:\UsersiCART \Desktop\CASES\QHQ1YQHQ 1 Image [E01]

Edit...

Add Overflow Lo

% | Precalculate Progress
image after they are created

Cancel

Select
Finish

Select
Start

13



Creating Image

Creating Image [2%]

Status:

Progress
g

Elapsed time:
Estimated time left:

 Pre-calculate Progress Statistics

14



Creating Image (100%)

Destination:
Status:

Progress

7701.06 of 7701.06 MB {18, 120 MB/sec)
Elapsed time: 0:07:05
Estimated time left: 0:00:00

Close

Image Complete
Drive/Image Verification
Results

Hash Match

8" Drive/lmage Verify Results

MName
Sector count
MD5 Hash
mputed hash
Stored verification hash
Report Hash
Verify result
5HA1 Hash
mputed hash
Stored verification hash
Report Hash
Verify result
Bad Blocks List

Bad block(s) in image

mputed hash

red verification hash
Report Hash
Verify result
SHA1 Hash

mputed hash

red verification hash
Report Hash

Verify result
Bad Blocks List

Bad block(s} in image

15



| = | QHO

Home Share View

v 4 » ThisPC » Desktop * CASES » QHOQI

Marme - Drate modified
#F Quick access

I Desktop
‘ Downloads

Mew folder
% QHOI Image.E01
8. QHQT Image.E0T.csv
Documents  #  [= QHQ1 Image.E0T.0¢
&= Pictures

Locate image file created
Open Text File (QHQ1 Image.EO01.txt)

Type

File folder

EnCase Evidence F

Microsoft Bxcel C...

Text Document

16



Case Informatiomn:

booquired using: ADIS.2.0.

Case Number: 305C-HQ-5446

Evidence Number: QHQL

Tnigque description: Toshiba 500GB hard drive, serial number:
Examiner: John Brown

Y _]Case information entered

Information for C:\Users\CART\Desktop\CASES\WQHQ1“QHQ1l Image:

Physical Item (Source) Information:
[Device Info]
Source Type: Logical

e ey e — Hardware Geometry

Sector Count: 15,771,720
[Physical Drive Information]
Removakle drive: True
Source data = 7701 MB
ctor count: 15771720

[Computed Hashe o e,
MDS checksum: cac20a2e2 5alas776e37 _ MDS5 Checksum (acquisition)
S5HAl checksum: ] 3 d8fb78314k03k11656

Image Information:
ABoguisitc started: Tue May 2 t12:15 2

a1s
Boamiotoion Dimished: Tue Mav 2boafiifizo o Y ] Original acquisition date and time
Segment list:

C:\Users“\CART\Desk WCASESWQHOQLIWQHQL Image.E01

Image Verification Results:
Verification started: Tue May

Verification finished: Tue May 21 14:20:01 2 2 'f' H I
MDS checksum: eTceaef20a2eZbe(994945al1as H ver.i.f.i.ed_ |mage Verl Icatlon Resu ts

SHA1 checksum: 05eche55b45fdifackis3dEfh7 k03klle56l : werified 17



When work is completed, remove the evidence
image from FTK Imager.

m AccessData FTK lmager 4.2.0.13

File View Mode Help

Rasagg @ E
Evidence Tree
EI---@ GHG1 Imaos_ENd

i u_eriﬁ.Dri-v-a..-h-nag;, Right click the evidence item, or

EH Eqgort Disk Image... highllght the bUttOn on the TaSk Bar.

85  Image Mounting...
@ Export Directory Listing...

File View Mog

18



Live Demonstration

Physical Drive — imaged
Contents of a Folder —imaged
Create a AD1 — custom content image

19



dta FTK Imager 4.2.0.13

Help

vidence Tree

Add Evidence ltemn

Select File

Evidence Source Selection

Please enter the source path:
CUsers\CART Desktop CASESVIHQ1WAHA T Image El

TEXT HEX '? -

Add Evidence
Select Image File

Click Next

Select file of previously created
image

Click Finish

20



Right click image file
il AccessData FTK Irnager 4.2.0.13
File View Mode Help

aesag Ol =>m @4 OB @R 2.

Evidence Tree

-6 QHQ1 Image EO1 Select file of previously
created image

Select Verify Drive/Image

[.'] AccessData FTK Imager 4.2.0.13

Click Finish

File View Mode Help

aEsasg @H =m @ % 0B @ [=6R
Evidence Tree

s & CRE Dialogue box displays Forensic

= 11
ﬁ Remove Evidence ltem

| Verify Drive/lmage... HaSh

Export Disk Image...

. B Drive/lmage Verify Results
Image Mounting...

Export Directory Listing... =

Mame

Sector count
MD5 Hash
Computed hash

Verifying [29%5]

Source Drive fImage: HQ 1 Image .EOL
/lmag | QHQ a Stored werification hash

Progress Report Hash

I Verify result

SHA1 Hash
1137.06 of 3819.00 ME verified {162,437 MB/fsec)
Computed hash

Elapsed time: | 0:00:07 Stored verification hash

Estimated time left: | 0:00: 16

Cancel




Case Information:

ficgquired using: ADI4.2.0.13

Case Humber: 305C-HQ-54464560

vidence Number

Onicue description: T« i 0O0GB hard driwve, serial number: O0S312WER45930
Xaminer: John Brown

Information for C:\Users\CART\Deskt CASES\QHQ1%QHQL1 Image:

(Somarce) Inmformation:

or Count 15,771,720

[Physical Drive Information]
akble drive: True
data size: 7701 HMB
ount :

yuted Hashes]
MDES checksum: - 2 2e2 A S945alaSTT7e6e37
SHAl che : > 3 53dEfb78314b03bl165961

mage Information:
Acguisic started: Tues May
Acguisit finished: Tue May
Segment 1 C:

C:\Users“WCART Desk WCASESA\QHQIN\QHQ]1 Tmage.EO

a1
201

mage Verification Results:

WVerificat =T v H Tue May 21 14:19:20

Verifica ini Tue May 21 14:20:01

HMDES checksum: eTceaef2Zlaze2bel994845alatT : werified

SHAl1l checksum: 05eckbE55b49fd0fack853d8fb78314b03kb116961 : werified

mage Verification Result

Verificat st = Thu May

Verificat finished: Thu May H

MDS che : eTceaefZlaZeZbel5945 : werified

S5HA1 checksum: 05eckbe&5Sb4sfdofack b03k11696l : werified

Original Acquisition
date and time

Verification Results

Verification Results
appended to log file

22



Live Demonstration
Verify an Image File
Verification Log Append

23



AccessData FTK Imager 4,3.1.1

File View Mode Help

@% & | @ B T

¢
&
i
w3
4

Evidence Tree H I iFi[e List
Marne Size Type
]
1
4 Select Source

Custom Content Sources

Evidence:File System[Path|File Options

Pleaze Select the Source Evidence Type

() Physical Drive
() Logical Drive
(®) Image File

() Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated, etc )

< Back Net> | | Cancel | | Help




Bl -

E File

View Mode

Help

 masaa W Eao

o | @ 4O B E R R

T .

!Evl'den ce Tree

« | |Fite List
Fil = ;
I !:""@ nps-2008 ean. E01 ~  Mame Size Type Date Modified
" -l Partition 1 [10228ME] My 7
.18 NONAME [NTES] ,:‘_l 120 4 NTFS Index All..  7/6/2008 7:54:26 AM
u:' [orphan] |§| art.balloen jpeg 21 Regular File 7/6/2008 T:53:22 AM
| -3 froot] | | art.balloon,jpeg.FileSlack 4 File Slack
| & i IF $BadClus |&] art.balloon2007.jpeg 21 RegularFile 7/6/2008 7:53:31 AM
E-'"‘t? igE"‘e”d | art.balloon2007 jpeg FileSlack 4 File Slack
..... e = : _
- Documents and Seings !;] art.balloonman.jpeg 20 Regular File 77672008 T:51:21 AM
R0 Administrator |&] art.fireworks.kaal jpeg 20 Regular File 7/6/2008 7:51:03 AM
- All Users | Desktop.ini 1 Regular File 7/6/2008 6:11:35 AM
f-{7) Default User s LightBlueTop.gif 31 RegularFile 7/6/2008 T:50:31 AM
'El'jj Eem” 'j Sample Pictures.Ink 1 Regular File 77672008 £:11:28 AM
H"? g’lﬂp"c A [ sample Pictures.Ink.FileSlack 4 File Slack
ar o v a %
-I5) Cookies |=] t1softflipflops.pg 20 ReqularFile 7762008 7:54:18 AM
. i) Desktop # Thumbs.db 21 Regular File 7762008 T:54:08 AM
i d E}'El Favorites _ 00|30 00 00 00 01 00 00 00-00 10 00 00 0L 00 00 00 [0-------mmmmmn-s
EJEI Local Settings 10|10 00 00 00 28 00 00 00-28 00 00 00 01 00 00 DDl SRR R T
L—J--h“;"lfM:-' Documents 20(00 00 00 00 00 OO0 00 00-18 00 00 00 03 00 00 00| --cvvronve-
|£Iu’;"| AlMLogger 30|00 00 00 00 00 00 00 00- ! S
: £ My Music
E‘.ri"l My Pictures
‘T Thumbs db
{3 NetHood
-{2) PrirtHood
--{3) Recert
Y --{J) SendTo

w07 Char Mam

Traverse through the + symbols down to files to be exported




6y 5 &
dence Tree File List
1) nps-2008jean ED1 Mame Size  Type Date Modified
[ Partition 1 [10228MB] = — R
& NONAME [NTFS] [ 7830 Sindex All..  7/6/2008 7:54:26 AM
3) [ophan] [ ": art.balloon.jpeg = - i 7/6/2008 T:33:22 AM
[roat] | ] artballocn,jpeg. 3
T $BadClus |&] art.balloen2007j| E] Export File Hash List.., alar Fi 7/6/2008 7:53:31 AM
'I? ;Ii_ttend U art.balloon2007j| gm  Add te Custom Content Image (AD1)
3 Securs =
l jpet TR i 7/6/2008 7:51:21 AN
B9 Dounenits aid Sellings ,g art.balloonman.jpeg 0 #8/2008 T:51:21 AM
- |&] art fireworks.kaal jpeg Regular File 7/6/2008 7:51:03 AM
Desktop.ini Regular File
LightBlueTop.gif 31 RegularFile 7, 31 AM
',_j Sample Pictures.Ink Regular File i/ :11:28 AM
[ ] sample Pictures.Ink.FileSlack File Slack
L| samp
|&] t1seftflipflops.jpyg 0 Regular File
# Thumbs.db Regular File

1-iC7) Local Settings

My Documents
40 AlMLogger
i) My Music

=i My Pictures

“ohE Thumbs.db

1 NetHood

:ﬂ PrintHood

=) Recent

Select file - > Right click
Select destination for exported file

26



Live Demonstration
Export Files

27



Eile View Mode

TR

Evidence Tree

< | [File List

Mermory Capture

Destination path:
Destination filename:

[ ]indude pagefile
paaefil

[ ]create AD1 file
1

memcapture.ad

Capture Memaory

TEXT HEX

wr




Create a Memory Capture

@  What s pagefile.sys?

Zs Why would you capture it?

What’s the benefits of creating a AD1 image from a Memory Capture?




Live Demonstration
Memory Capture
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