Configuring AntiSpam Features for Exchange Server @10

Overview

Exchange 2010 has a variety of tools availabledducing spam messages to an organization.
Traditionally, schools have had the options of g®ither the State Spam Filter as a filtering metho
or using third-party devices. Each has its beseiitd drawbacks: the State Filter, while offeredoat
charge, offers no options for customization orfinring, and third-party filters add to the overthea
costs of the technology department while at theestme offer many options for customization.

By installing and utilizing the Exchange Anti-Spagents, you can gain both the flexibility that drir
party options offer while at the same time cuttiogts once allocated to filtering.

Installation
While the anti-spam agents are always installeddfgult on Edge Servers, most schools tend to use a
single server that provides both edge connecttuityhe Internet and hub services for deliveringlnaai
users. On these single-server installations, geats are NOT installed by default. To checkd th
AntiSpam agents are installed and enabled on tivers@pen Exchange Management Shell and type:
Get-TransportAgents

If the AntiSpam agents are not installed (by dejaxdu will see the following output:

[E® Machine: 2008-R2.schoollocal

Show full output for a command: <command?> ! Format-List

Tip of the day #78:

Hant to create a new role group for vour administrators? Use the Mew—RoleGroup cmdlet. The
add management roles and specify the members to add to the new role group. Those members w
provided by the management voles. Type:

New—RoleGroup <role group name*> —Roles <role 1>, <role 2>, <role 3...> —Members {member 13>

Remember, role groups are wused to grant permissions to groups of administrators or speciali]
ial permissions. If you want to manage permissions for end wsers, use management role assig|

UERBOSE: Connecting to 2BH8-R2.school.local
UERBOSE: Connected to 28A8-H2.school.local.
[PE]1 C:xWindowsssystem32>Get-TransportAgent

Identity
Transport Rule Agent

Text Messaging Routing Agent
Text Messaging Delivery Agent

[PS]1 C:xWindows\system32>
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To install the agent, you will need to open theltargge Management Shell and navigate tdSitrépts
directory in your Exchange installation fold&r¢égram Files\Microsoft\Exchange Server\V13and
then execute the following command:

JInstall-AntiSpamAgents.ps1

r: Machine: 2008-R2.school.local

ft~Exchange ServersUid Scrip -~install-fintispanfligents .psl

PouexShell complete the i allation.

e restart guired for the change( to take effect : MSExchangelransport
s regquired for the change{ to take effect : MS3ExchangeTransport

Enabled Priority

complete the installation.
restart regquired for the changed 1 effect @ MSExchangelransport
The following ser restart regquired for the changed take effect : MSExchangelransport
Content Filter Agent True
Please exit '.'1ndn PowerShell to complete the installation.
1e.,ta1t guired for the changed{s)> take effect : MSExchangelransport
required ;m the change< é take effect : MSExchangelransport
rue
" tH > complete the installation.
MARNING: The following ser - 3 regquired for the change(s) take effect : MSExchangelransport
HARNING: T}ue following service restart regquired ;01 the change{s ) take effect : MSExchangelransport
»ue
complete the installat
1-esta1~t regquired for the changed take effect : MSExchangelransport
ser restart regquired for the changeq take effect : MS8ExchangeTransport
Recipient Filter Agent True 8
WARNING: Please exit Wind PowerShell complete the installation.
WARNING: The foll ice 1e“ta1t guired for the changed{s)> take effect : MSExchangelransport
MWARNING: The fol required for the changeds ) take effect : MSExchangelransport

Protocol Analys True

HWARNING: The agents listed above have been installed. Please restart the Microsoft Exchange Transport service for
changes to take effect.

[P5]1 C:sProgram Files“Microsofts\Exchange ServersUld\Scripts>_

When the script completes, it will prompt you tetet the Microsoft Exchange Transport Service.
This can be accomplished with the following command

Restart-Service MSExchangeTransport

Once the service is restarted, close the Excharagealyement Shell and re-launch it for the changes to
take effect.

To check if the AntiSpam agents are installed arabkd on the server, open Exchange Management
Shell and typé&et-TransportAgent. The output should show all the AntiSpam agergtaited and
enabled.

[E® Machine: 2008-R2.schoollocal

[PS]1 C:~Program FilessMicrosoft-Exchange Serverslid~Scripts>Get—TransportAgent
Identity Enabled Priority

Transport Rule Agent True
Text Hessaging Ruuting ngnt True
T T T O T D T T T TN g oTTe o
Connection Filtering Agent True
Content Filter Agent True

Sender Id Agent True
Sender Filter Agent True
Recipient Filter Agent True
Protocol Analysis Agent True

[=0--Eh §- o B 1y VS ALEL T o

[PS]1 C:~Program Files“Microsoft“Exchange Server Uid~Scriptsr_
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Now we will add the Server list which is bound ¢ézeive email (Internal SMTP Servers) using the
following command:

Set-TransportConfig -InternalSMTPServers @{Add="165.29.108.27,10.10.10.1"}

**Use | P addresses assigned to your Exchange server rather than the example above.

With this, the services are installed, and areyadadbe configured. Before doing so, it is impatte
understand the order in which the filters are agupli

Regarding Filtering Order

Exchange filters apply in a specific order. Untkanging this order will make it easier to troublesh
how seemingly whitelisted e-mails are getting bextk Filtering occurs in this order:

1. Connection Filtering: This includes the IP BlodkstLand the IP Allow List
2.
3. Recipient Filtering: This can be used to block niiaélt is sent to invalid addresses, saving

Sender Filtering: This includes blocking and/oritedisting by the sender's domain name.

server resources, as well as blocking mail fronsidetfrom going to certain users.

Sender ID Filtering: This includes SPF record &sewhich are records in the DNS records
associated with the sender's alleged domain.eBgnt, an SPF record gives a list of servers
authorized to send mail on their behalf. Mail framauthorized sources, such as a spoofed
server, can be eliminated.

Content Filtering: Along with the possibility aftering out unwanted attachment types (such
as executables), this portion of the filtering alses information from Microsoft as well as
from the domain's users to decide how to grade asajunk’ or 'not junk’. This generates a
Spam Confidence Level for each message on a sc@i8,awith the higher numbers
representing the most suspicious messages.
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Configuration of the Filtering Agents

Connection Filtering

Open the Exchange Management Console (EMC). Nevig®rganization Configuration > Hub
Transport, then choose the tab marka&dti-Spam.

First, as the state spam relay is critical for camimations from other districts as well as ADE, you
will want to whitelist the state relay address€hoosdP Allow List. In the Action Pane to the right
of the screen, choogmable if it is not already enabled.

To add IP numbers in the allowed list type opentaxge Management Shell and type:
Add-IPAllowListEntry -IPRange 165.29.1.14-165.29.15

To check to make sure the entry was successfutlg@ddype the following command in the Exchange
Management Shell:

Get-IPAllowListEntry

This is also similar to the process needed if itdsessary to block a single IP address or block of
addresses from sending mail to your server. Howdévis recommended to instead use a blacklist
provider, such as Spamhaus or Sorbs.

As the settings for blacklists differ from providerprovider, it is important to consult the vendmr
the settings to be used. If using blacklistss #$pecially important to whitelist the state meliay Gee
above) as it is vulnerable to being blacklisted dueh® quantity of mail that is processed by it.

Sender Filtering

Open the Exchange Management Console (EMC). N&vtg®rganization Configuration > Hub
Transport, then choose the tab marka&dti-Spam. SelectSender Filtering, then choose Enable from
the action pane on the right side of the screen.

In the main pane, right-click dBender Filtering and choos@roperties.

You may then add individual addresses, individwahdins, or individual domains including
subdomains, depending on your needs.
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One that is highly recommendedBibck Messages that do not include Sender Informadn.

sender Filtering Properties x|

General Blocked Senders | Action |

Block messages from the following senders:

EF Add... | /7 Edit...

User | Domain | Type

al | +

I ¥ Block messages that dont have sender information I

3 ok | cance | o | Hep |

Once this is set, you can choose what to do wightbssages from these senders undekdhien tab.
Our recommendation is to deny messages that dimclatie sender information, then stamp the
messages from blocked addresses. These marksewided by Exchange AntiSpam to calculate the
likelihood of this message being spam.
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Recipient Filtering:

Again, this is enabled the same way as the otlpastabove, and the settings are configured similarl

Unfortunately, there are some drawbacks to usiiggfth limiting student access to e-mail, namelgtth

the list is not configured against organizationats but instead each address must be typed mgnual
and there is a limit of 800 users.

Recipient Filtering Properties x|
'General Blocked Recipierts |
¥ Block messages sent to recipients that do not exist in the directony
™ Block mcasagea acrt to the following recipicnta:
add 7 Edit
B 0K I Cancel Apphy Help

Sender ID Filtering:

The recommended settings for the Sender ID actipegoofed messages isStamp the Message
with the Sender ID resultand continue processing These will be used to help Exchange make an
intelligent decision on whether or not the messagpam.

NOTE: If you need to exempt a specific domaintfas, you will need to use the following command
in the Exchange Management Shell:

Set-SenderIDConfig -BypassedSenderDomains domaintbwtelist.com
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Content Filtering:

The content filtering may likewise be used to bleekails containing specific keywords. It is
recommended that this be used cautiously.

Enabling Attachment Filtering (Only on Edge Role):

Attachment filtering, unfortunately, cannot be mgead by the Exchange Management Console, and
instead must be done from the Exchange Managenhetit S

To enable it, open the Exchange Management Shellsa the following commands:
Enable-TransportAgent -ldentity "Attachment Filter Agent"

Set-AttachmentFilterListConfig -Action -Reject -RejectResponse "This message was
rejected due to an unaccepted attachment. Pleasemove the attachment and retry.

Once these are in place, Exchange is ready to afitepentries for the types of files to be bleck
This can be done by file extension or by MIME tyger example, to block all EXE files by extension:

Add-AttachmentFilterEntry -Name *.EXE -Type FileName
Of course, this only blocks users from sendingfileth the EXE extension on them, and is often
circumvented by changing the filename accordingdgwever, this can be circumvented by using the
MIME type instead. These are available with a kueb search.

This example will block all JPEG images and exddlets regardless of the actual extension used:

Add-AttachmentFilterEntry -Name image/jpeg -Type GontentType
Add-AttachmentFilterEntry -Name application/octet-stream —Type ContentType

Prepared by APSCN LAN Support 7Page



