Arizona Education Technology Standards 

The purpose of the Arizona Technology Standards Committee was to prepare a guiding document to assist school districts and charter schools in the development of educational technology standards policy/procedures.

This document is designed by Arizona educators to—

· Be a user friendly tool.

· Be voluntary, reasonable and flexible.

· Be built upon best practices.

· Protect assets and information.

As provided, this document may be used as a starting point for district discussion.

Technology Standards Committee
 A district technology advisory committee should be established and meet on a scheduled basis to review and recommend changes to these guidelines. The committee should investigate and recommend new and emerging technologies to support quality education.   

Web Site Acceptable Use  

Purpose 

The purpose of this section is to provide guidelines and reminders of website content management. 

The web site should operate as efficiently, conveniently, and cost effectively as possible, in a manner befitting the district/charter and the public/private sectors by providing the following:

· Community and public information should be easily accessible. 

· Navigation of the website should be logical and organized. 

· The district/charter’s privacy and internet use policy should be clearly posted. 

· A disclaimer noting that content on websites linked from the LEA’s are maintained by other public and private organizations and that customers who follow links are subject to the privacy and security policies of the owners/sponsors of those outside websites. 

· The LEA’s website design should ensure support for industry-standard web browsers, open-systems standards for infrastructure and applications, and solutions consistent with industry best practices. 

 

Privacy Policy  

A privacy policy is a written statement detailing how an entity handles personal information gathered. 

Purpose:  Federal laws such as FERPA and COPPA (www.ed.gov/policy/gen/guid/fpco/ferpa and http://www.ftc.gov/kidzprivacy) are in place to regulate the use of private information in schools. As new technologies arise, schools must recognize points of compromise and develop the means to manage and protect private information.  Furthermore, Arizona law requires clear and conspicuous notice of information practices. This guide is intended to assist schools in creating an effective, clear, meaningful privacy policy. 

When creating a privacy policy, schools should consider: 

· Definition of personal information – name, address, telephone number, social security number, legal information, health information, race/ethnicity, image and/or physical description, income/free and reduced lunch list, grades, religion, etc. 

· FERPA laws (www.ed.gov/policy/gen/guid/fpco/ferpa) 

· What services are provided and what personal information is needed to provide these services? 

· What types of personal information are collected? How is it used? Is it necessary? 

· Which types of personal information need to be kept confidential? 

· Who has access to different types of personal information? (access control) 

· Are Social Security Numbers being gathered? If so, for what purpose? What happens if the person doesn’t comply? 

· Is personal information ever shared with third party organizations? Who, how, and why? (For example, many schools supply picture companies with names and student numbers for student identification cards.) 

· Which storage methods are used for personal information within the district/school? [particularly digital storage methods like desktop computers, personal digital assistants (PDAs), laptops, websites, USB flash drives, etc.] 

· Which technologies will be used to protect personal information - authentication (passwords), access control (limitations of who has access to what), encryption (encoding information, so that it is not easily deciphered). 

· What security practices are in place? How is security maintained? (Be careful to maintain the integrity of your system when describing practices.) 

· What opt-in/opt-out provisions will are provided to allow for maximum accessibility? 

· How and when will personal information be sanitized from electronic devices? 

· Which technology tools will be required to be password protected? (Laptops, PDAs, USB flash drives, grading/attendance programs, etc.) 

· What requirements for secure passwords are in place? How often must passwords be changed? (How will training for educators in the construction of secure passwords be provided?) 

· What information will be available on the website? To the general public? To staff? To Parents? 

· Will the website be authenticated? How? 

· How is information collected? (Directly or indirectly? Through cookies, log files, etc.?) 

· Are there external links? What responsibility is assumed for their privacy management? 

· To whom will website viewers be directed for questions regarding the privacy policy? 

· If personal information security is breeched, how will notification to those affected be made? Notification must be a stand-alone document that is easy to read and understand. It must include a description of what happened, the nature of the personal information disclosed, what has been done to protect personal information from further damages, notification (if applicable) to credit reporting agencies for fraud alert, and information on what individuals can do to protect themselves. 

· Review  COPPA laws at http://www.ftc.gov/kidzprivacy 

· How will students be identified on the website? (First names only? Initials only? Pseudonyms?) 

· Will photographs of students be allowed? 

· If email accounts are provided for students, will addresses be standardized or student selected? 

· Will students be guided in creating email addresses and passwords and trained in the importance of keeping passwords secret? 

· Where will the policy be displayed -- via hyperlink from the home page? On every page of the website? On documents collecting personal information? 

Intellectual Property and Fair Use  

Purpose

To legally protect schools, policies regarding the use of Intellectual Property and adoption of Fair Use practices must be put into place for print and digital resources. 

Intellectual Property refers to the property rights of the creators of intellectual and/or discovery efforts that are generally protected under a patent, trademark, copyright, trade secret, trade dress and/or other federal and/or state laws. 

Fair Use refers to the limited use of copyrighted material for educational or review purposes. 

In determining the legality of their use of copyrighted materials and in the development of Intellectual Property and Fair Use policies, schools should consider: 

· Inventory and management of all current licenses for all copyrighted software ensuring a one-to-one license to machine allowance. 

· Procedure for procurement of new software; inventory and management of new software licenses. 

· Identification of Public Domain software (aka Freeware that is copyrighted but distributed by the creator for free) used throughout the school. 

· Identification and management of Shareware (copyrighted software distributed at no cost for a limited time which must be removed after the evaluation period or purchased). 

· Identification of Gratis Software (developed for or by other local governments, counties, cities, states, Federal government, and/or private sectors) and management of written bona fide records of contribution. 

· Identification and management of Contract Developed software (developed by state employees or consultants under state contract) and documentation. 

· Annual Professional Development for all staff members in policies regarding and definitions of Intellectual Property and Fair Use. 

· Time frame for on-going verification of all licenses. 

  

Web Services 

A. Each Public/Charter school district in Arizona MUST adopt a web services Acceptable Use Policy which: 

· Describes general instructional philosophies and strategies to be supported by Internet access in schools.

· Describes the process for governing local Internet system security, user accounts and user privileges.

· Describes sanctions to be taken when violations of the policy occur.

· Makes specific reference to prohibiting the use of school corporation Internet resources/accounts: 

· To access, upload, download or distribute pornographic, obscene or sexually explicit material.   

· To transmit obscene, abusive or sexually explicit language.   

· To violate any local, state or federal statute.   

· To vandalize, damage or disable the property of another person or organization.   

· To access another person's materials, information or files without the implied or direct permission of that person.   

· To violate copyright, or otherwise use another person's intellectual property without their prior approval or proper citation.   


· Requires parents be notified that their students will be using school corporation resources/accounts to access the Internet, and provides parents the option to request alternative activities not requiring Internet access.   

· Requires the permission of and supervision by the school's professional staff before a student may use a school account or resource to access the Internet.   

· Indicates that the educational value of student Internet access is the joint responsibility of students, parents and employees of the school corporation.   

· Makes the district/charter's Internet policies and procedures available for review by all parents, guardians, staff and members of the community.   

· Users will not reveal home addresses, personal phone numbers or personally identifiable date unless authorized to do so by designated school authorities.   

· Users will not use the network in any way that would disrupt the use of the network by others.  

· Users will not use the network for commercial purposes.  

B. Each district/charter school district in Arizona MUST provide staff and student web use guidelines for: 

· Responding to unsolicited on-line contact.
   

· Safe-guarding personal information such as name, address, telephone number, etc. 

C.  Each Public/Charter school district in Arizona should develop guidelines that: 
· Include suggestions to help parents and students take full advantage of Internet access from home or public access terminals. 

· Require students of an appropriate age to read and sign (indicating their acceptance of the provisions and agreement to comply) the district/charter’s Acceptable Use Policy. 

· Describe appropriate staff use of district/charter Internet resources/accounts. 

· For internal use, assign specific staff with special security, management and account responsibilities associated with the district/charter ‘s Internet resources and accounts. 

  

D.  Each Public/Charter school district in Arizona should establish                   web services Acceptable Use Policy that includes: 

  

· A brief explanation of the Internet, content that is available via the Internet, and the potential educational value of student’s access to the Internet. 

· Disclaimer limiting the district/charter ‘s liability relative to:   

· Information stored on district/charter diskettes, hard drives or servers. 

· Information retrieved through district/charter computers, networks or on-line resources. 

· Personal property used to access district/charter computers, networks or on-line resources. 

· Unauthorized financial obligations resulting from use of district/charter resources/accounts to access the Internet. 

· Parent/guardian responsibilities. 

· A description of the privacy rights and limitations of school sponsored/managed Internet accounts. 

· Notification that, even though the district/charter may use technical means to limit student Internet access, these limits do not provide a foolproof means for enforcing the provisions of local acceptable use policies. 

· Notification that all provisions of the policy are subordinate to local, state and federal statute. 

· Notification to parents/guardians that it is possible for students to purchase goods and services via the Internet, and that these purchases could potentially result in unwanted financial obligations. 

  

Assessment   
Content of Assessment (physical and logical)  

  

The purpose of the self-assessment is to help districts/charters identify their IT security vulnerabilities as well as deviations in complying with other statewide standards. These vulnerabilities and compliance deviations should then be addressed in the district/charter’s technology plan.

  

Incident Response and Reporting

Procedures to handle technology that is involved in an Acceptable Use Policy violation.
  

Purpose: 
To allow for the district/charter to define their responsibilities for responding to and reporting cyber attacks and for sharing information related to potential incidents or threats with other similar districts/charters.  

  

To secure and protect business processes and assets from cyber-crime or cyber-terrorism, employees/students shall report all cyber attacks to the appropriate district personnel.  

  

CYBER ATTACKS: The employee or student who detects the attack shall report any of the following acts:  

  

· Unauthorized access, alteration, damage, or destruction of any IT device, network, or any physically or logically connected IT devices.  

· Unauthorized access, alteration, damage, or destruction of any computer application systems, programs, or data.  

· Disruption or denial of any services provided through the use of any IT device or network.

· Reckless use of an IT device or network to engage in a scheme or course of conduct that is directed toward another person and that seriously alarms, torments, threatens, or terrorizes the person.  

· Preventing a computer user from exiting an Internet, Intranet, or internal host site, computer system, or network-connected location in order to compel the user's computer to continue communicating with, connecting to, or displaying the content of the service, site, or system.  

· Obtaining any information required by law to be kept confidential or any records not classified as public records by accessing an IT device or network operated by the district/charter.  

· Introducing a computer-related contaminant (e.g., malicious code, virus, worm, etc.) into any IT device or network.  

  

CYBER ATTACKS REPORTING: The appropriate district/charter personnel shall determine whether local, state, or federal authorities should be notified of the intrusion and provide documentation as necessary.  

  

IT Disaster Recovery  

   

Each district/charter shall create a disaster recovery plan.  

  

· Items to include:
· Documentation of minimum system requirements
· Documentation of restoration procedures
· Contact information of key systems support
· Backup/restore data in a timely manner
· Offsite backup data storage
· Routinely test validity of backup data

Encryption Technologies

Appropriate Encryption Technologies standards need to be developed to ensure identities, authenticity, confidentiality, and reliability of sensitive digital information.  The use of cryptology technologies for data storage and data communications (transmission of data) shall be based on open standards. Each district/charter should establish a policy and accompanying procedures that address appropriate use of encryption. 

Virus and Malicious Code Protection
In an effort to safeguard networks, IT components, and critically sensitive information from software contaminants, each district/charter shall: 

· Ensure that all workstations and servers owned by the district/charter that access internal networks are protected with antivirus-scanning software. Such software shall also be configured for the following: 

· Such that it cannot be disabled by the end user.

· Automatic updates that apply the most current and appropriate inoculants and patches for each virus or malicious code infection on all network servers that provide virus-scanning services to network-attached (wired and wireless) workstations. 

· Automatic scans of all files that are stored on directly attached storage devices to a client workstation/server. 

· Automatic scans of any file that is accessed or copied onto a directly attached storage device from an external source including electronically via the Internet, floppy disks, CD-ROM, USB flash drive, or another network. 

· Automatic scans of any file (including email and attachments) that is accessed or modified (create, open, move, copy, or run) by a client workstation/server software application, whether deployed on an individual workstation device, host- or server-based, or Application Service Provider (ASP) based. 

· Antivirus scanning software shall be configured to automatically scan standalone workstations and other portable devices on a periodic basis (date & time feature). 

· District/charter personnel shall notify employees/students to follow established procedures to quarantine or delete virus contaminated files when notified by the virus protection software.

· Maintain a schedule of patches and inoculants applied to all stand-alone workstations and other portable devices. 

Content Filtering
Existing federal guidelines require school districts to protect children from obscene and inappropriate internet based content.  Therefore districts must implement an internet filtering device that: 

· Restricts access by minors to "inappropriate content" on the Internet and the World Wide Web. 

· Provides for the safety and security of minors when using electronic mail, chat rooms, and other forms of direct electronic communications. 

· Restricts unauthorized access and other unlawful online activities by minors. 

· Includes measures designed to restrict minors' access to content harmful to minors. 

 Media Sanitizing/Disposal 
The following procedures shall be followed in protecting the information assets of a school district when the district/charter decides to redeploy or dispose of IT assets with memory and disk storage capabilities.  This also includes network components, operating systems, application software, mobile devices, and storage media.   

· Archiving Information Records – Districts/charters shall perform final disposition of public/official records maintained on all IT devices per the requirements of the Arizona State Library, Archives, and Public Records requirements.  When final disposition has been completed, the process of removing data can then be performed and the IT devices can either be redeployed or disposed of according to the school district/charter’s policy on disposition of assets. 

· Data Sanitization – Districts/charters shall perform data sanitization for removing data/files from storage (hard) disks so that the data/files are beyond the reach of technical recovery methods.  School districts/charters shall perform either of the following sanitization methods when redeploying or disposing of IT assets. 

  

· Degaussing – This process magnetically erases data from magnetic media and hard drives.  It renders any previously stored data completely unreadable and unrecoverable. 

· Overwriting – This process uses a program to overwrite existing data.  This method requires a minimum of three overwrites for complete sanitization. 

  

· Removal of Sensitive Data – Prior to the off-site repair of IT devices, network components, operating system or application software, or storage media, a district/charter shall remove all sensitive (confidential and/or personal information) data from the IT devices, network components, operating systems, application software, and storage media.  In the event that the storage media is unable to be repaired, the district/charter shall have it destroyed (disintegrate, incinerate, pulverize, shred, or melt). 

· Assurance of Sensitive Data Removal – The district/charter shall verify that the storage media no longer contains readable or sensitive data, as applicable. 

· Authorized Personnel – Only authorized personnel shall sanitize data from any IT devices. 

  

IT Physical Security 

The following physical security procedures shall be followed for primary facilities housing IT personnel and critical information technology systems for a district/charter. 

  

· Access to Primary Facilities Housing Critical Information Systems – Information systems (servers, client devices, etc.), media storage areas, and related communication wiring and network devices should be in secure locations that are locked and restricted to authorized personnel only.  The following security methods should be implemented. 

· Facilities containing critical data or information should be subject to access monitoring that establishes the identity of the person entering/exiting as well as the date and time of the access (e.g., recording badge information, videotaping) and provides data for auditing of physical access. 

· Emergency exits to facilities housing critical information systems and related communication wiring and network devices should be secured for reentry of only authorized personnel. 

· Where locking mechanisms with keypads are used to access secure areas, entry codes should be changed periodically, according to a schedule defined by the district/charter. 

· Where badge-reading systems are employed to log access into and out of a secure facility, “piggybacking” of badge holders should be prohibited. 

· Unused keys, entry devices, etc., should be secured. 

· At all times while inside secure facilities, guests shall be accompanied by authorized personnel.  A paper access log should be used to record the entrance and exit dates/times of all guests as well as the names of the authorized personnel accompanying them. 

· Physical access to “critical” IT hardware, wiring, and network devices should be controlled by rules of least privilege necessary for the authorized employee or contractor to complete assigned tasks.  Logical access to “critical” IT hardware and network devices should be in accordance with account management procedures. 

  

· Access to Back-Up Systems – Physical access security measures employed for back-up systems/facilities should be equivalent to those of the primary facilities. 

· Environmental Considerations for Primary Facilities Housing Critical Information Systems – Information systems, media storage areas, and related communication wiring and network devices should be protected against loss or malfunction of environmental equipment or services necessary for the operation of the facility. 

  

· Appropriate fire suppression and prevention devices should be installed and functioning according to manufacturer’s specifications. 

· Environmental (A/C) systems should be routinely maintained. 

· Environmental facilities (A/C, heating, water, sewage, etc.) should be periodically inspected and reviewed for risk of failure. 

· Locations of plumbing system lines should be known, and if possible, not in close proximity to “critical” IT devices, communication wiring, and network devices. 

· Uninterruptible Power Systems (UPS) and backup generators should provide a safeguard against loss of electrical power. 

  

· Safeguarding IT Equipment and Removable Storage Media from Theft/Loss – Computing and telecommunications equipment should be inventoried, accounted for, and safeguarded from loss and resulting unauthorized use.  Removable storage media (disk, tapes, CDs, etc.) should be consistently controlled and labeled to guard against misplacement and loss or unauthorized use of information. 

· A fixed asset system including property identification numbers should be used to provide physical control of school district owned IT assets and identify them if lost or stolen as per policy. 

· Districts/charters should establish procedures to: 

· Consistently label removable storage media.  Identifying labels should be free of descriptive information, which could disclose the contents. 

· Route the media with confirmation of receipt by the recipient. 

· Store the media in compliance with manufacturer’s storage requirements. 

  

· Review of Primary Facility Access and Environmental Considerations – Access and environmental considerations of primary facilities housing critical information systems should be reviewed and tested at least annually.  Physical security requirements for access and environmental considerations should be evaluated each time there is a related security incident, significant alteration to the facility layout, or significant change to equipment/systems located at the facility. 

  

Account Management  

The following standards provide accountability and accounting requirements for creating and changing user accounts, authorizations, and responsibilities.  These standards shall apply to all district/charter employees and contractors.  

    

· Policies and Procedures:  Districts/charters shall create document policies and procedures for establishing on-line accounts, levels of approval, forgotten passwords, and closing accounts based on voluntary leave or termination.  

· Responsibility for Actions:  Districts/charters shall establish, document, and communicate a policy that accountability for actions taken on an IT resource belongs to the owner of the specific userID under which those actions take place.  

· Written Access Authorization:  Personnel security, system, application, and information access shall be granted via a formal and auditable procedure. 

· A non-disclosure agreement that the district adopts shall be signed by any school district/charter personnel, other state agency employee or contactor who requires access to sensitive information, prior to being granted access to that information.  

· Permissions or rights shall only be granted in accordance with the requestor’s group or role membership(s).  

· User authorization should be based on least privilege required to perform assigned tasks.  

· Access privileges shall be adjusted whenever an authorized user changes jobs and shall be relieved of all privileges immediately upon termination of employment.  

· In a high-profile position termination the district/charter shall notify the appropriate personnel immediately so that they may secure and protect important district data and equipment.  

· Documented Procedures:  The district/charter shall document and maintain a procedure directing the steps and the timing for granting or withdrawing system and information access privileges. 

· Events requiring action include:  

· New hire / Resignation / Termination / Retirement  

· Transfer to new facility / change of duties  

· Abuse of network services or data  

· Events apply to district/charter employees and contractors.  

· Thresholds for acceptable periods of inactivity for user accounts should be documented and monitored.  Inactive accounts meeting the determined thresholds should be initially disabled and subsequently removed.  

· Procedures to address requirements for issuing new passwords to replace forgotten passwords should be documented and maintained.  

· Special Access Privileges:  The district/charters should document and maintain special access privileges, including high-level privileges (such as root access on distributed systems), system utilities, and privileges that provide access to sensitive network devices, sensitive student or employee information, operating system, or software application capabilities.  Procedures should include:  

· Specifying and documenting the purpose of special access privileges.  

· Restricting the use of special access privileges and requiring approval for use.  

· Requiring identification codes or tokens that are different from those used in normal circumstances.  

· Specifying and documenting a procedure to remove special access privileges.  

· Remote Access Users:  In addition to subsequent procedures and policy in this guideline, the district/charter should establish and document procedures to identify all holders of remote access privileges to the district’s/charter’s IT resources, including third-party entities, such as suppliers, trading partners, software support engineers, etc.  Lists of remote users shall be kept current.  

  

Security Training and Documentation 

The following procedures provide criteria for district/charter security awareness and training programs to clearly outline district/charter employee’s responsibilities. 

  

· Content – Security awareness training (for example iSAFE) should be adopted, regularly reviewed, and updated. Training materials should include, at a minimum: 

· Enables each employee to understand the meaning of IT security, why it is needed, and his/her personal responsibility for security along with the importance of complying with all district/charter security policies and standards. 

· Includes district/charter policies for email and Internet use that establish basic, general rules of employee behavior. 

· Enables the individual to identify and evaluate threats, vulnerabilities, and risks specific to district/charter data/information and IT resources. 

· Enables the employee to better understand social engineering persuasion techniques that may be used to deceive an individual into revealing confidential, private, or privileged information in order to compromise the confidentiality, integrity, and availability of district/charter data/information and IT resources. 

· Additional training should cover, but is not limited to 

· The responsibility of individuals to report IT security related issues; 

· The fact that an individual’s activities can be audited; 

· Any legal requirements for the protection for data; 

· Privacy expectations of district/charter employees and third-party organizations; 

· The ownership of data; 

· Non-district/charter use issues; 

· The district’s/charter’s password requirements for usage and management; 

· Virus and malicious code protection; 

· Incident response procedures; 

· Encryption technologies and the transmission of sensitive/confidential information over the Internet; 

· The district’s/charter’s intellectual property and fair use requirements; 

· Supported/allowed software on district/charter systems; 

· Physical security; 

· Applicability of security requirements to all IT resources, including portable IT devices, such as laptops, etc. 

  

· Security awareness training materials (manuals, documents, etc.) as well as IT security policies, standards, and procedures should be made readily available, either electronically or via hard copy, to all district/charter employees. 

· Districts/charters should incorporate formal evaluation and feedback mechanisms to gauge the appropriateness and effectiveness of its security awareness and training programs, techniques, and materials. 

  

· Roles and Responsibilities – Districts/charters should clearly define and document key personnel IT security roles and responsibilities.  Contact information, as appropriate, should be included in security awareness and training manuals, documents, handouts, etc. 

· Level of Awareness and Training – The level of security awareness and training should be commensurate with the level of access and expertise required in relation to the system components and information resources for which the district/charter employee is responsible. 

  

· Security awareness and training should be incorporated into a district’s/charter’s new hire training for employees. 

· All employees should receive security training prior to being provided any access to IT systems and resources.  Prior to accessing district specific software applications, employees should receive any specialized security training as appropriate focused for their role and responsibility relative to the software application system. 

· The receipt of security awareness training should be documented   with the employee’s acknowledgement of having received and understood the training. 

· Security awareness shall be promoted on an on-going basis.  Employees should have their security awareness training updated periodically or upon occurrence of a specific event, such as a change in job responsibilities, employment status, etc. 

  

  

 
Infrastructure
            The school district / charter should create standards for the following:

· Network-

· Cabling Standards

· should not to precede Cat5

· Connectivity 

· wired / wireless

· Standardized Protocols (i.e. TCP/IP)

· Devices

· Servers, Routers, Switches, Firewalls, Workstations, Storage, Backup Devices, etc.

· Redundancy for above devices

· Replacement cycle of all technology devices in district/charter’s network

· Platform

· The platform should be flexible, adaptable, and scalable to support interoperability and provide for new and expanding service requirements.

· The device shall utilize either an open, industry-standard, secure operating system or a pervasive, industry-standard, secure operating system.

· The device should be capable of efficiently running the most current production operating system recommended by the manufacturer; the version installed should be no more than one major revision behind the most current available version.

· Software
· Software applications should have the capability to securely exchange information and integrate or interoperate with other applicable or related software applications.

· School district/charter should keep software versions up-to-date.

· School district/charter should create and maintain a list of approved applications.

· Data / Information

· Backup / Storage procedures

· Network Diagrams / Documentation

