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Downloading AnyConnect Secure Mobility Files

1. Login to CWS http://scancenter.scansafe.com

Cisco Cloud Web Security

(o
Username| | ﬂ!\{\ i
Password ( ] f
|
ﬁ Forgotten your password?

@ 2016 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Syst 'él"s'élé'
Inc. and/or its affiliates in the U.S and certain other countries.

2. Click the Admin tab to display the administration menus.
3. Click Downloads, then Secure Mobility

Cisco Cloud Web Securit . i ) Portuqués Enalish
cisco y Daniel.frankl gov logged into: DIS - A help | Guides ‘ Release Notes | Logout
. Home Dashboard Web Virus Spyware Web Filtering Admin Reports
‘Your Account 4 Authentication 4 T "4 Audit | 4 HTTPS Inspecti W load: e
Secure M,

I Secure Mobility | ——

File Name and Description

Release Note for version 4.2

AnyConnect Web ity Mac i llati ck ion 4.2.03013

Anyconnect profile editor (Windows) version 4.2.03013

AnyConnect Web ity Wind i Hati k wversion 4.2.03013

L localizati form files for pre-deploy package for Windows platforms version 4.2.03013

fi and d ion version 4.2.03013

@ 2016, Cisco Systems, Inc. | Privacy Policy | Disdsimer
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4. Download Both Anyconnect profile editor (Windows) version 4.2.x AND AnyConnect Web
Security Windows installation package version 4.2.x to a new Folder

Cisco Cloud Web Securit _ ! _ Portuqués Enalish
Cisco y Daniel.frankl gov logged into: DIS- A Help | Guides | Release Notes | Logout
a Notifications 13 Home Dashboard Web Virus Spyware Web Filtering Admin Reports
Your Account ' 4 Authentication ' 4 Management " 4 Audit | 4 HTTPS i K load: K

I Secure Mobility |

File Name and Description

Release Note for version 4.2

AnyConnect Web ity Mac i ion packag jon 4.2.03013

onnlost
Anyconnect profile editor (Windows) version 4.2.03013| H
AnyConnect Web Security Windows installation package version 4.2.03013] H

L I izati: 'm files for pre-deploy package for Windows platforms version 4.2.03013

and d ion version 4.2.03013 _

® 2016, Cisco Systems, Inc. | Privacy Policy | Disdaimer

Creating AnyConnect Group

1. Click the Admin tab to display the administration menus.
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2. Inthe Management menu, click Groups to display/add/edit Groups.

"¢||'s"l:|°" Cisco Cloud Web Security

Portuguis Englch

Daiel Franklinarkansas.gou logged into: Arkansas DIS - & el | Guides | Relzase Notes | Loaout

Notifications 13 ' Home Dashboard * WehVirus | Spyware Web Filtermn Admin Reports
“Your Account. o) I aement e i 4 HTTPSInspection | 4+ Downloads e
| secure Hobitiy m‘

Sees i to Dammisad 121 €T |

Tmport User List — x

Release Note for versy CUsiom Headers
\AmyConnect Web Securty Mac MSTaNaN0N package varsion 4.2.03013

profile sditor d wersion 4.2.03013

|AmyComnert Weh Secunity Windows mstallation package version 4.2.00013

|Language localization transform files for pre-deploy package for Windows platforms version 4.2.03013

Sample transtorms and dorumentsfion version 4.2.03013

£ 2016, Cicn Systerns: Tne. | Privacy Pobcy | Disclsimer
3. Click on Add Group, then type a Group Name.
4. For Group Type select Custom Group, then click Submit

':-_',‘,'é!;' Cisco Cloud Web Security

Portugués Englsh
Help | Guides | Ralease Notes | Logout

Danicl frankin@arkansas. gov lagoed into: Arkansas DIS - A

Manage Groups

Group ama %
Test AnyConnact Group <

Group Type 3

Custorn Groups can be any alphanumeric combinafion up to 256 characters.

Group Name -

Mo data available

@ 2015 oo Systeins, Toe, | Privacy Falicy | Disclaimer
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Creating Group Authentication Keys

1. Click the Admin tab to display the administration menus.
2. Inthe Authentication menu, click Group Keys.

" 4 ortucuis English
cisco Cisco Cloud Web Security Danial frankiin@arkansas.gov logged into: Arkansas DIS - A Feip | Guides | Ma;, Mates IZW_R

User Messages

& 2016, Tisco Systems, Inc | Privacy Policy | Discaimar

3. Find your AnyConnect Group and click on Create Key

i : Poruqués English
cisco Cisco Cloud Web Security Daniet. frandinarkansas. gov logged inte: Arkansas DIS - A.. et | Guiges | Relzase Nutes | Logat
Motifications 12 Home: Dashboard ® Web Virus | Spywars Web Filtering Adlsriin Reports
&1 . e e Audit 4 HTTPSInspection ¢ Downloads fred
| | Group Authentication Keys
Croate, activata and ivata a group ication key
Te-add or deléte a group, go o the “Groups” ink in the *Management” menu or clid hare
Search; ey Reload list €3
Group Mame | Kay Ref State Action | sal
default (BN by A Mo by No ation avaitabla #

Test AnyTonnect Group | o by B No kay
7 Items found, displaying all temsa.
Fage 1

£ 06, Ciern Systems, Inc. | Privacy Policy | Disclaamar
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VERY IMPORTANT! SAVE THIS AUTHENTICATION KEY!

The following Authentication Keys have been created. You are advised to immediately copy these to a
text file, save in a secure location, and email to the designated administrator for safe keeping. Key
values are stored in an encrypted format, and it is not possible for them to be displayed again, after

navigating away from this page.

I Authentication Keys |

The following Authentication Keys hawve been created. You are advised to immediately copy these to a text file, save in a secure location,
and email to the designated administrator for safe keeping. Key values are stored in an encrypted format, and it is not pessible for them to
be displayed again, after navigating away from this page.

MName ‘ Authentication Key Type | Authentication Key |
Test AnyConnect Group Group ACECC6A6C4216BACC21966BADFBOEABY
Send via email to the user B [youremai % @ [arkansas.qov v | - |

Creating AnyConnect Block Filter

1. Navigate to Web Filtering > Management > Filters to display the Manage Filters page

e A, . g
Portugués English
cisco CiscoCloud Web Security o tansas.gov logged intos Arkansas DIS - A. iy | B A

Dashboard ® Web Virus

% ¥ m"‘.h Policy > Manage Policy
Sched:

Policy i= Manage Policy = -0 T, Create Rule

Quotas
= priority over the lower ones, Use the arrows to change the priority of each rule by moving them up or down in the list.

Global Settings

Cloud B 1 rules are trested separately from the main policy. Hence these appearin a separate part of the table. These can be ordered in the same way as the rest of the
ihways take precedence,

Policy Backup | Restore

Thereis a i of 100 bled rules all i for the policy.

& Move Rules Groups/Users/IPs Filter @ Schedule Action Active | Edit | Exceptions Delete

@ 2016, Cisco Systems, Inc, | Prvacy Policy | Disclaimer
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2. Click on Create Filter, give your filter a name (IE Test AnyConnect Block)
3. Check all of the categories you want blocked
4. Click Save at the bottom.

i i Poctugués Englsh
cisco Cisco Cloud Web Secunty Daniel frankbniparkansas gov Ingged mto: Arkansas DIS - A Felp | Guides | Releoss Notes | Loguut
Motifications 8 Home Dashboard * web Virus Spyware Welb Filtering Adimin Reports
-
Management: 4 Notficanons "+
Weh Flterng > Management > Filters > Edit Fiter
= Manage Fikers 2 Edk Flter % Create
Filler Name: Test AnyConnect Block
Selact the categories to be included in the filter ‘¥ Uncaved changec
1} Inbound Filt (@] Aduit [¥] Advertisemants
. 7] Alcahot ] Arks
= 7] Ak &
E [F] Astrology [¥] pucticns
- Bommrs [[] Business and Industry [# Chat and Instant Meccaging
Content Types |#] Cheating and Plagiarsm [} Computer Security
| File Types [F] Computers and Intemet [¥] bating
= Digital Fosteards [ aning and Drinking
% fi-directional Filters [F] Oynamic | Residantal [T Educabion
| Anplications || Entertzinmant [ Exirema
Exceptions [@] Fashian [ File Transfer Services
{ [@] Filier Avoidance [ Finance
+ Lustom liser Anents
Freswars and Shareware [# Gamhbiing
@] Games [| Govamment and Law
[#] Hedking [ Hete Speech
[F] Health &nd Nutsition [#] Humor
1legal Artivities [# 1legal Downinads

Applying AnyConnect Block filter to AnyConnect Group

1. Navigate to Web Filtering > Management > Policy to display the Manage Policy tab.

liills oisco Cloud Web Security

Sortuguis Enalish
CisCo Danial franklingrarkansas gov bagged into: Arkansas DIS - & Heln | Guides | Relmase Hokes | Logout
Notifications 8 Home Dashboard Web Virus Spyware Web Filtering Admin Reports
- A\~
p S . \
uities Palice> Manage Policy
Schedules
iiiiier, E Manags Policy % Crmate Aule
i 2 priority over tha lowar cnes. Use the amows to changa the prionty of aach rule by moving tham up or down In the fist
lobal Settngs
Cloud B 1 rulas are reated saparataly from tha main palicy. Hence these appear in 3 separata part of e table. Thase ran be ardered in the tame way as the rest of the
dways raka precedanca
Policy Backup [ Restore

Thers is a maximum of 100 enabled rules allowed for the policy.

| Rules | Groups/UsersTPs Filter | =i schadule Active Edit Exceplions Delete

2 1016, Cisco Symtemz Ine. | Prvsey Pobey | Disciaimar
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2. Click on Create Rule, give it a name (IE Test AnyConnect Rule)

Arkansas Department of Information Systems — APSCN LAN Support

e A :
Cisco Cloud Web Securit Fortugués Enalsh
cisco y Danicl.franklin@arkansas.gov logged into: Arkansas DIS - A ey | Guides | Relsace Hores | Lopont
Notificotions 8 Home Dashboard ! Web Yirus Spywarc Web Filtering Admin Reports
=

] e

Web Fittenng » Managemert > Policy » Create Rule

Name [TestanyCornect Ruls €& Active ]

Descriplion [
Hule Action @ [Block =
r Define Group ("WHO")

Search fer 2 group by dicking on "Add Group™. To sek a group ac an exception to tha rubs, salect the romecpending “Sat as Excephion™ bex (action of NOT).
If no group is selected, this nile will aoply to anyone. Adding multiple eroups has the action of "OR”, so users will need to be in any of the groups listed for
tha rule to take effect If a user is a3 mamhear of both 3 regular group and an svception group the rule will nat be matched.

Group Set as Exreplion Delete

Neo Greup Saloctad % L

r Define Filters ("WHAT™)
Choosa a Fiter from the list and click “Add”. To set a Filter as an axcepbion to the rule, salect tha corresponding "Set az Evcaption” bax {action of NOT)
Add Filter [Chooss 2 fiker from the st >
Filter Sctas Excoption | Delete
7 —

e Fill=r Seiettee [l

r Define Schedule ("WHEN")
Choose & Schedube from the st and dlick "Add". To get 3 Schedule as an exception 1o the wle, select the conesponding "Set as Bxception”™ box (action of

NOT).
Adding mubtiple schedule is not recommended unless one is going To be “Set as Exception” (actlon of "aND NOT™)
e Tet[z]
Schedule | Sct as Exception | Delete
|anytime ] il
Gonca|

& 2015, Cmco Syatewe, I, | Privacy Poliy | Sisclaimer

Click on Add Group and select your group then Confirm Selection

@ 2 groups of 2 Filter: x

default .
Test AnyConnect Group

[ Contem 5 e on L
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4. Drop down Add Filter menu, select your AnyConnect Block Filter, then click Add.

Define Filters ("WHAT™)

Choose a Filter from the list and dick "Add". To set a Filter as an exception to the rule, select the corresponding "Set as Exception™ box (action of NOT).

Add Filter | Choose a filker from the list| =

§ Choose a filter from the list _
Filter Master - Adult Master Set as Exception Delete
“elq Master - default i
default

P SIS T et AnyConnect Block

Define Filters ("WHAT™)

Choose a Filter from the list and click "Add”. To set a Filter as an exception to the rule, select the corresponding "Set as Exception™ box (action of NOT).

Add Filter = ﬂ\_

Filter Set as Exception Delete

Mo Filter Selected i
5. After all selections are complete, click Create Rule at the bottom.

Name [Test anyConnect Rule Active [

Description |

Rule Action @ Block :

r Define Group ("WHO™)

Search for a group by clicking on "Add Group®. Toe set a group as an exception to the rule, select the corresponding "Set as Exception™ box (action of NOT).
If no group is selected, this rule will apply to anyone. Adding multiple groups has the action of "OR", so users will need to be in any of the groups listed for
the rule to take effect.If a user is a member of both a regular group and an exception group the rule will not be matched.

Group Set as Exception Delete
Test AnyConnect Group D i
T}

r Define Filters ("WHAT")

Choose a Filter from the list and click "Add". To set a Filter as an exception to the rule, select the corresponding "Set as Exception™ box (action of NOT).

Add Filter [Test anyConnect Block [ ]
Filter

Set as Exception Delete
Test AnyConnect Block [ i

r Define Schedule ("WHEN")

Choose a Schedule from the list and dick "Add". To set a Schedule as an exception to the rule, select the corresponding "Set as Exception” box (action of
NOT).

Adding multiple schedule is not recommended unless one is going to be "Set as Exception” (action of "AND NOT™)
Add Schedule | Choose a schedule from the list[ = |
Schedule

Set as Exception Delete
anytime ] i

K e

Arkansas Department of Information Systems — APSCN LAN Support 9|Page



6. Check the Active box, then Apply Changes.

i i Portugués Engich
€IsCo Cisco Cloud Web Security Daniel_franklinG arkansas gov lopged irto: Arkansas DIS - &, el | G | ;‘—E‘-ﬂﬁ_!-ﬂ_;;j d_m_d
Netifications & Home Dashboard ® Web Virus Spywarc  ®  Weh Filtering Admin leports
[ =

Wb Fillering » Menaoemerd 3 2ok » Menage Policy

iE Manags Policy =7 Edit Rule = Create Rule
PFules highzr in the kst will take prarity over the lower ones, Use the amowes o ciange the prordy of each rule by moving them up or dawn in the list,

Please noca that anonymization rules ara teatad separately from the main policy. Hence these appear In a separste part of the table. These can be ordered in the same way as tha rast of the
ruless, and snopymization will sirays ake precedence

There is o maximum of 100 cnabicd rukes allowed for the policy.

| # | Move Rules Groups/Users{ 1 Filter © Schedule | Action | Active | Edit  Exceptions | Delete
B | %] § 7= revconnoct s “Test AryCannect Group” “Test AnyConnect Slock” “anytima” & Block HEd

) 2015, Cito Systeme, Ine. | Privocy Foley | Drecaimer

Installing AnyConnect Web Security Profile Editor

1. Open the downloaded file anyconnect-profileeditor-win-4.2.x-k9.msi
#2 Cisco AnyConnect Profile Editor Setup X

Welcome to the Cisco
AnyConnect Profile Editor
Setup Wizard

The Setup Wizard will install Cisco AnyConnect Profile Editor on
your computer. Click "MNext" to continue or "Cancel” to exit the
Setup Wizard.

= o
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2. Select Custom

ﬁ Cisco AnyConnect Profile Editor Setup

Choose Setup T
piipe NImir
Choose the setup type that best suits your needs c I s c o
Typical
Installs the most common program features. Recommended for
most users.
Custom

Allows users to choose which program features will be installed
il and aw will be installed. Recommended for advanced

ustom Installation

Complete
5@ All program features will be installed. (Requires most disk space)

Advanced Installer

< Back

3. Click ‘Web Security Profile Editor’ and Select Will be installed on local hard drive

ﬁ Cisco AnyConnect Profile Editor Setup

Custom Setu
P NI
Select the way you want features to be installed. c I sc o

Click on the icons in the tree below to change the way features will be installed.

. =2~ | Network Access Manager Profile Web Security Profile Editor
. =2~ | AMP Enabler Profile Editor B
I | Web Security Profile Editor

= Will be installed on local hard drive B on your

feature will be installed on local hard drive

=8 En

& Feature will be installed when required

¥ Entire feature will be unavailable

Browse...

Advanced Installer
Reset " Disk Usage ] [ < Back " Next> | [ Cancel
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4. Click Install

ﬁg Cisco AnyConnect Profile Editor Setup

Ready to Install
y alia]n
The Setup Wizard is ready to begin the Cisco AnyConnect Profile Editor inselrgrco

Click "Install" to begin the installation. If you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.

Advanced Installer

= Back "’ ﬁtﬁl} Cancel

5. After Install completes, click Finish.

]@ Cisco AnyConnect Profile Editor Setup

Completing the Cisco
AnyConnect Profile Editor
Setup Wizard

Click the "Finish" button to exit the Setup Wizard.

|:| View readme file

< Back | Cancel
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Using AnyConnect Web Security Profile Editor

1. Open Web Security Profile Editor

MName Date madifisd Type Size

ﬁ anyconnect-profileeditor-win-4.2.01035-k%.msi 3/8/2016 4:04 PM Windows Installer ... 4,588 KB
(=} anyconnect-win-4.2.01035-pre-deploy-k2.iso 3/8/2016 4:06 PM MagiclSO Docume.. 27,716 KB
[#@* ISE Posture Profile Editor 3/8/2016 4:10 PM Shortcut 2KB
ﬂ MNetwork Access Manager Profile Editor 3/8/2016 410 PM Shoricut 3 KB
hﬁ MNetwork Visibility Module Profile Editor 3/8/2016 410 PM Shoricut 3 KB
|h§ Web Security_r Profile Editﬁ 3/8/20164:10 PM Sharicut 3 KB
hﬁ AMP Enabler Standalone 3/8/2016 410 PM Shoricut 2 KB

2. Change Default Scanning Proxy to US Midwest

uri | Scanning Proxy
Scanning Froxy . :

[E] Exceptions Profile: Untitled

{8 Proferences

i &‘ Authentication Updates to the Scanning Proxy list are now availabla. Update Proxies

Advanced

Scanning Proxy Host Name Plain Port SSL Port  Digplay/Hide .
M| UK 108.171.128.156 8080 443 Display IR Hida
Germany 108.171.120.157 2080 443 Display R ——
France 80.254.150.78 8080 443 Display 'LI Display All
Denmark 80.254.154.98 8080 443 Display
Swizerland 80.254.155.66 8080 443 Display
South Africa 196.26.220.66 8080 443 Display i
4 L] r
L
Default Scanning Prosy
v
US West Coast -
US East Coast
Us South -
U5 Southeast k.
N Hong Kong :
India
W lapan i
il
|
[l < | I | »
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3. Add 443 to Traffic Listen Port

File Help
| 1 web sacury 1 Scanning Proxy
i SEINGFY | profile: Untitled
| Exceptions
i2} Preferences
&g Authentication Updates to the Scanning Frosy list are now available.
- Advancad
Scanning Proxy Host Hame Plain Port SEL Port  Display/Hide
UK (108.171.128.16 so0s0 443 |Display
i Carmany EL SN S . i |Display
France |80.754.150.78 8080 443 Display
Denmark 80.254.154.98 B0E0 443 Display
Switzerlznd (80.254.155.66 8080 443 |Display
South Africa 1196.26.220.66 8080 443 Display
« il »
|}
Dafault Scanning Proxy
S Micwest =
Traffic Listen Port
gl || aae D{ <&
80 | Delete " |
I P o =
|
{
N
L] B H
I | Help

File Help

Exceptions
Profile: Untitled

M || Weh Secunty
Scanning Proxy

EF.EI;éﬂES
&g Authentcation
" Advanced

‘@) Host Exceptions

| Host Inclusions

liveupdate.symante

*kl2arus

cliveupdate.com

windewsupdate. microsoft.com
*.msg.yzhoo.com
* Arkansas. gov

il Froxy Exceplions

| Add

Daleta

Static Exceptions
il [

10.0.0.0/8

|| 127.0.0.0/8
169,254.0.0/16
172.16.0.0/12
102,169.0.0/16
234 N.0.0/4

| »

1

| belete

m

4
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5. Add 170.211.0.0/16, 66.204.0.0/16, 165.29.0.0/16, and 170.94.0.0/16 to Static Exceptions.

File Help

| L web Securing ! Exceptions F
gﬁ?.ﬂ"ﬁtﬂﬂ FO% | Profile: Untitled

Preferences = I
Authentication 9/ Host Exceptions | | Host Indlusions |

)
57 Advanced ] W

symentecli com | Dalata
windowrsupdate microseft.com |
~.msg.yahoo.com [
|

" arkansas.goy
T.RITBLUS

Prioosy Evceptions

Delee

Static Evceptions
| 170.94.0.0/16

| 102.168.0.0/16
| 1224.0.0.004
240,0.0.0/4
B0.254.145.118
170,311,0.0/16

B 2. 1116

6. Click Preferences and Enable Trusted Network Detection
7. Add IP address of CDA (Or any internal secure website)

This is the trigger for AnyConnect to know if the laptop is onsite or not.

File Help
. Wab Securtty Preferences ‘
53 Scanning Prosy .
& exceptions Profile: Untitled
|- Latillls
i Feranc | Automatic Scanning Prosy Salection [¥] user Controllzble =
S Authentication
~# ndvanced [” ©rder Seanning Proxies by Responss Time
Advanced Response Tima Settings
| Enable Test Interual 1% hour(s) 05 minute(s]
Test Inactvity Timeout {min.} 1 5

Trusted Network Detection

—9 |¥' Enable Trusted Network Detection

Mew Trusted Server al hitps://=ceiver=[:<port=]
hitess) [ | add_|

hitps:/[10.72.16.3:443 [ mlar_‘sfr:E

Certificate hash:

** thange requires WebS=curity service restart

O Help |

Arkansas Department of Information Systems — APSCN LAN Support

15| Page



8. Click Authentication and paste the Group Authentication Key you saved from your new
AnyConnect Group in CWS

F

[zl AnyConnect Profile Editor - Web Security

i -

- ... S —

File Help

W Web Security

53 Scanning Proxy
B Exceptions

¥ Preferences

LY Advanced

\l.

Authentication
Profile: Untitled

Froxy Authentication License Key
Semvice Password

E Enable Enterprise Domalins *

|Computer Hame.
Custom Groups (opbonal}

|aceccanscaz1eBACC2 1066BADFE0EASY] Dy Palicas

i;uehsecurll\r

Use [Groupndudelist

| ]

Aad

Deleta

- |

1 [ ]

[ oelete |

| Delate

|| Custom matching and reparting for machines not joined to domains =

** changa raguiras WebSecurity servica restart
L

O R e

enabled

T T T T S

9. Click File and Save As. Create a new folder with the AnyConnect Group Name. Very important to

save file as websecurity_serviceprofile.xml

[ AnyConnect Profile

Help

J veb securty ! Authentication
E g::;‘;‘t'iggn:rm"’ | Profile; ..t StuffiTest AnyConnect Group\websecurity_serviceprofile. xml
L3 prefar,
a.?;mwﬂ [z Save - Rp— M
save in | | Tes AnyCannect Group ' iR M-
P
wim
Recent ftems
Deskiop
My Docum...
L
Computer
@ File name: Ewebsemrity___sewicepruﬁle.xml m | Sawe
Mebrork  Files of type: | All Files = [ cencel
| == change requires WebSecurity service restart
£ AT L S ST LA P L LUSAE Y &
enabled
| @ hep
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10. You will need the file it created with the .wso extension to copy to the client laptop after you

install the AnyConnect Web Security Client

Alert |

,:6, Note: To apply this profile to an endpoint device,
k. ® you must copy the obfuscated profile (the file with

the *wso extension) to the proper directory on the
endpoint. Please see the Standalone Profile Editor
README for details.

View

Installing AnyConnect Web Security Client

1. Burn or Extract the anyconnect-win-4.2.x-pre-deploy-k9.iso to the client laptop and run

Setup.exe

Note: You will have to expand the screen to see all options.

2. Make sure that ONLY AnyConnect Diagnostic and Reporting Tool and AnyConnect Web Security
are selected then click Install Selected (Optional, you can Lock Down Component Services to

keep users from disabling the Secure Mobility Service)

m AnyConnect VPN

m AnyConnect VPN Start Before Login

AnyConnect Diagnostic And Reporting Tool
m AnyConnect Network Access Manager

®m AnyConnect Posture

m AnyConnect AMP Enabler

m AnyConnect Network Visibility Module

= AnyConnect Web Security

m AnyConnect ISE Posture

m Sclect All

m Lock Down Component Services

Install Selectqd

Arkansas Department of Information Systems — APSCN LAN Support
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3. Click OK to install the 2 selected items.

| _Ci.s:_:c_:_.Anyi_.'__bnnect'- Secure Mobility Client Install Selector &J

'0 You selected the following AnyConnect 4.2.01035 modules to
¥ install:

AnyConnect Diagnostic And Reporting Tool
Stand-Alone AnyConnect Web Security

Do you wish to install these now?

4. Accept the EULA

= Cisco AnyConnect Secure Mobility Client EULA -

Supplemental End User License Agreement ||
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA"} contains
additional terms and conditions for the Software Product licensed under the
End User License Agreement ("EULA") between You ("You" as used herein
means You and the business entity you represent) and Cisco (collectively, the
"Agreement"”). Capitalized terms used in this SEULA but not defined will have
the meanings assigned to them in the EULA. To the extent that there is a
conflict between the terms and conditions of the EULA and this SEULA, the
terms and conditions of this SEULA will take precedence.

In addition to the limitations set forth in the EULA on your access and use of
the Software, You agree to comply at all times with the terms and conditions

s ot B TS ) S T S el S 0 L | VTR IR Ty A TSR ™ INICT AL B IRE™ Ay IR T
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obility Client Install Selector

You must reboot your system for the installed changes to take effect.

0K
I
Ly

VERY IMPORTANT!

Before you restart, copy the websecurity_serviceprofile.wso to:

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Web Security

3 -
@-' - v| . CAProgramData\Cisco\Cisco AnyConnect Secure Mability Client\Web Security [} 'I +4 | Search Web 5
Crganize » Include in library Sharewith * Burn New falder
- Name Date modified Type Size
L] !
= . Config
i websecurity_serviceprofile.wso TKB
= WebbecurityCertcfg 2KB
=
4
{
B
o |
&
-
=
-
|
-
3 items
|
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