
Digital 
Citizenship



Digital Citizenship

Reinforces the positive 
aspects of technology so 
that everyone can work 
and play in this digital 
world. 



Nine Elements

1. Digital Access – full electronic 
participation in society

2. Digital Commerce – the buying and 
selling of goods online

3. Digital Communication – the 
electronic exchange of information

4. Digital Literacy – the capability to 
use digital technology and knowing 
when and how to use it



Nine Elements

5. Digital Etiquette– the standards of 
conduct expected by other digital 
technology users

6. Digital Law– the legal rights and 
restrictions governing technology use

7. Digital Rights & Responsibilities– 
the privileges and freedoms extended 
to all digital technology users, and the 
behavioral expectations that come with
them



Nine Elements

8. Digital Health & Wellness– the 
elements of physical and psychological 
well-being related to digital technology
use

9. Digital Security– the precautions that
all technology users must take to 
guarantee their personal safety and the
security of their network





Digital Access
• Full electronic participation 

in society
• Does everyone have equal 

opportunity to digital 
technology?



Digital Access Issues
• Access for all students
• Accommodations for 

students with special needs
• Programs for increasing 

access outside school



DISCUSS

Ms. Taylor wants to change how parents send 
and receive information from the school. She 
wants everything to be done online. We will no 
longer be sending any paper notes home. When 
parents need to send something to school, it 
must be done through the website.



Statistics
% of Households with Internet (2009)

None

Internet



Activity

Present 5 facts about 
Abraham Lincoln. Sources 
must be included.



1 2 3



Reflection

•What were your limitations on 
this project?
•How did you overcome these 
limitations to complete the 
project?



Digital Commerce
• The buying and selling of 

goods online



Digital 
Commerce Issues
• Online buying through 

commercial sites, auction sites, 
and others

• Online selling through auction 
sites and others

• Media subscriptions and 
purchases made through media 
such as iTunes

• Buying and selling “virtual 
merchandise” for online games



DISCUSS

Liz is using the Internet to buy decorations for 
the homecoming dance. She is unsure of what 
exactly she is looking for, but wants something 
that looks nice. She has a limited budget, and she
is not really sure what quality decorations might 
cost.
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What’s the risk?
• Top 3 complaints:

– Merchandise that wasn’t delivered or 
payment that wasn’t received

– Internet auction fraud
– Credit/debit card fraud



Tips for Shopping
• Know your retailer

– Contact numbers
– Physical address (no PO boxes)

• Use secure Web sites



Tips for Shopping
• Be aware of phishing email
• Review privacy and security 

policies
• Use antivirus and firewall 

software
• Check credit reports regularly



Digital Communication
• The electronic exchange of 

information
• Cell phones, IM, 

videoconferencing, e-mail, 
texting, blogs, etc.



DISCUSS

Mrs. Vick decides that handwriting essays in 
class is boring. She sets up a blog to help 
students post their thoughts and ideas on the 
Web. 



Formal v. Informal Writing
• Blog – an online journal made 

public for others to read

• Mrs. Ashlock’s Blog
• Emoticons – emotional graphics; 

visual ways to express how you feel

http://www.rjashlockfamily.blogspot.com/


Formal v. Informal Writing
• How do you write when you

are texting or emailing or 
blogging?

• Emoticons/Texting
• 
•<3
•3@t
•r u

– i write in all lowercase



Activity

Rumor



Activity

Can you Crack 
the Code?



Social Networking

• Online communication where 
users can interact with other 
people, as well as with the 
information they send, receive, 
and create.

• Web 2.0 – lets people 
collaborate and share 
information online



Types of Social Media Sites

• Social Networking 
• User-generated content
• File-sharing
• Entertainment



Examples of Social 
Networking Sites

1. MySpace
2. Wikipedia
3. YouTube
4. Facebook
5. Photo Bucket

6. Craig’s List
7. Flickr
8. IMDb
9. Twitter
10. Blogspot.com



Activity

Putting Your 
Best  Forward



Digital Literacy
• The capability to use digital 

technology and knowing 
when and how to use it



Digital Literacy Issues
• Learning how to use search 

engines and email
• Evaluating online resources
• Using distance education 

and online learning



DISCUSS

John is a sophomore at Haltom High School. 
John is not interested in sitting in a classroom all
day to hear boring lectures about information 
that he does not care about. He enjoys working 
on his computer at home doing creative projects 
such as digital animation.





Evaluating Web Sites
• Anyone can put 

information on the Internet
• No regulation
• Tree Octopus
• Criteria

http://zapatopi.net/treeoctopus/
http://www.wiredsafety.org/wiredlearning/Evaluation/evalcriteria


5 Evaluating Criteria?
• Accuracy
• Expertise
• Bias/Objectivity
• Currency
• Coverage



Evaluating Web Sites
• Reliable sources

– .gov (government)
– .edu (education)
– .com (commercial business)
– .org (organization; non-profit)
– .net (network)

• Blog – someone’s personal 
opinion; may not be fact



Search Engines
• Databases that gather 

information from 
thousands of websites 
based on keywords

• Be specific – you will get 
better results

• Google, Yahoo, Ask, Bing



Example:

Find the answer to the question:

• Who is said to have discovered 
America in 1492?



Search and Results



Search and Results



Search and Results



Search and Results



Citing Sources

•Google is not 
a source!





Citing Sources Format

Author. Web Site Title. Web 
address. Copyright Date. Found 
on (list the date you found the 
information).



Citing Sources Format

Author
Web Site Title
Web address
Copyright Date
Found on (list the date you 

found the information).



Sample

Roger Young. FBI History. 
http://www.fib.gov/kids. 2007.  
Found on April 2, 2008.

http://www.fib.gov/kids.%202007


Citation Machine



Activity

Internet Scavenger Hunt
&

Bibliography



Digital Etiquette
• The standards of conduct 

expected by other digital 
technology users



Digital Etiquette Issues
• Minimize negative effects 

on others
• Using technology when it is

contextually appropriate
• Respecting others online



DISCUSS

Ms. Meza is expecting an important phone call 
from Dr. Waddell, the superintendent. However, 
she is also supposed to be attending the school 
play, Beauty and the Beast.



39% will answer a 
phone while having

a face 
to face 

conversation



Cell Phone Etiquette
• Set appropriate ringtones
• Don’t yell
• Keep it short in public
• Don’t text and drive

– InTEXTicated

• Excuse yourself
• Use cameras wisely

– Sexting

http://www.oprah.com/packages/no-phone-zone.html
http://www.nbcdfw.com/news/local-beat/Keller_Students_Arrested_for_Sexting_Dallas-Fort_Worth.html


Privacy
• Nothing is ever private on 

the Internet
• Don’t write something 

down if you don’t ever want
to see it again

• Forwards…..



Activity

Cell Phone Skits



Digital Law
• The legal rules and 

restrictions governing 
technology use



Digital Law Issues
• Using file-sharing sites
• Pirating software
• Hacking into systems or 

networks
• Copyright
• Stealing someone’s identity



DISCUSS

Patrick keeps himself very busy. He goes 
to school, plays on the football team and 
has a part time job. Tonight Patrick’s boss
has asked him to work a little later, and 
he does not get home until 11 p.m. He 
realizes that he has a paper due the 
following morning for his English class. 
He sits down at his computer and thinks 
about the time he will need to put into 
getting a good grade on the paper. He 
goes to the Internet to do some research  
and finds the exact information that he 
needs; all he has to do is copy and paste 
the information.



3 / 4 students do not think it’s 
wrong to download files without 
permission



File-Sharing – making 
files available to others 
to download from the 

internet



Activity

Debate – File Sharing
Is it Right or Wrong?



Copyright
The exclusive right to
publish and sell 
literary or musical or 
artistic work



A Right to Earn a Living

• When another person 
copies an artistic work to 
sell or give away, the 
person who created the 
work loses money.



A Right to Earn a Living

• The author or artist is the 
only person who has the 
right to make copies or to 
give permission to make 
copies.



Respecting Copyrights

• If you copy a work 
protected by copyright and 
give or sell it to others, you 
are breaking the law.



Respecting Copyrights

• Putting copyrighted works 
on your Web site for public 
display without the owner’s
permission is also illegal.



Case Studies

Battle of the Bands
Stick Bombs on the Sly

http://www.mybytes.com/stories.html
http://www.mybytes.com/stories.html


Intellectual Property

• Creations of the mind from new 
inventions to markings that 
identify the source of products or 
services to books, photos, movies, 
and music 

• Intellectual property is intangible 
yet it always has value



How do you protect 
yourself?

•Register through the 
copyright process at 
www.copyright.gov

•Creative Commons – 
work intended to be 
shared

http://www.copyright.gov/


Fair Use

• Students can use a limited 
amount of copyrighted works 
for school projects without 
getting permission.

• Credit must always be given to 
the author.



Basic Guidelines - Video

• Students may use portions of 
“lawfully acquired copyright 
works” 

• 10% or 3 minutes (whichever is 
less)



Basic Guidelines - Music

• Up to 10% OR
• Maximum of 30 seconds
• Whichever is less



What can you do?

•Ask for 
permission. 



Plagiarism

• Define Plagiarism
• Using works from someone 

without giving credit is 
plagiarism.

• You are guilty of plagiarism 
even if you paraphrase and 
don’t give credit.

• www.turnitin.com 

http://www.plagiarism.org/learning_center/what_is_plagiarism.html
http://www.turnitin.com/


Digital Rights and 
Responsibilities

• The privileges and 
freedoms extended to all 
digital technology users, 
and the behavioral 
expectations that come 
with them



Digital Rights and 
Responsibilities Issues

• Following Acceptable Use 
Policies

• Using online material 
ethically

• Using technology to cheat on
tests and assignments

• Reporting cyber bullies and 
threats



DISCUSS

Our technology department 
reports to Ms. Taylor that students 
are accessing pornographic Web 
sites. Mr. Young says that he has a 
demo of an inexpensive Web filter 
that could be used to solve the 
problem.



Acceptable Use Policy

A set of rules set up by the 
owner of a product that the 
user must agree to in order 
to use the product

.



Acceptable Use Policies

Microsoft
Photobucket

Limewire

What are you agreeing to?

Microsoft%20EULA.doc
Photobucket%20Inc%20Copyright.doc
LimeWire%20Copyright.doc


Activities

Software Piracy



Digital Health and 
Wellness

• The elements of physical 
and psychological well-
being related to digital 
technology use



Digital Health and 
Wellness Issues

• Cyber bullying and 
predators

• Using proper ergonomics
• Becoming addicted to the 

Internet or to video games 
and withdrawing from 
society



DISCUSS

Rob, a junior at Haltom High School, has 
enjoyed using the computer since fifth 
grade. When he enters high school, his 
parents purchase a laptop for him. Rob is 
able to take it to school and use it in his 
room; he can work on it wherever he 
wants. Rob uses his computer several 
hours a day in awkward positions. Lately,
he has been noticing pain in his lower 
arms and wrists. At first, the pain isn’t 
bad; now, it has become increasingly 
painful to use his keyboard.



Stranger Danger

Give examples of information
that is considered private 
and should not be given out
to others (strangers) online.



Trust

• The Internet is built on trust
• Do you know who you are 

talking to?
• How much information do 

you give out to others 
online?



Kacie Woody

Kacie’s Story

Picture Source: http://kaciewoody.homestead.com/Photos.html

http://www.youtube.com/watch?v=-mEirio3xIg


Cyber bullying

• Willful and repeated 
threats, harassment or 
intimidation intended to 
inflict harm or emotional 
distress through the 
medium of electronic media



MySpace Tragedy

http://www.youtube.com/watch?v=gD9OUas5pDs


“The rules are fairly 
simple. You don’t lie. 
You don’t pretend to be
someone else. You 
don’t use the site to 
harass others.”



Stay Safe

• If you feel:
– Embarrassed, upset, depressed 

uncomfortable, afraid

• Leave the computer/chat room
• Print the messages
• Never reply
• Report to an adult



Ergonomics

• Designing and arranging 
things people use so that 
the people and things 
interact most efficiently 
and safely 





Internet Addiction

• Any online-related, 
compulsive behavior which 
interferes with normal 
living causing severe stress 
on family, friends, and/or 
work



Types of Addiction

• Pornography
• eBay
• Online gambling
• Multi-user role playing games 

(Xbox live)



Are you addicted?

• How often do you stay on-line longer
than you intended?

• How often do you neglect chores, 
work, or homework to spend more 
time on-line?

• How often do you form new 
friendships with on-line users?



Are you addicted?

• How often do others complain about 
how much time you spend on-line?

• How often do your grades at school 
suffer because of the time you 
spend on-line?

• How often do you check email, 
Facebook, MySpace, etc. before you
do something else?



Are you addicted?

• How often do you become defensive
or secretive when anyone asks you 
what you do on-line?

• How often do you find yourself 
anticipating when you will go on-line 
again?

• How often do you fear that life 
without the Internet would be boring 
and empty?



Are you addicted?

• How often do you act annoyed of get
mad if someone bothers you while 
you are on-line?

• How often do you lose sleep due to 
late-night log-ins?

• How often do you fantasize about 
being on-line?

• How often do you try to hide how 
long you’ve been on-line?



Are you addicted?

• If you answered:
– Always – You may have an addiction 

and need to evaluate how much time 
you spend online and work on cutting 
back 

– Sometimes – You may be 
experiencing the beginning stages of 
addiction and need to be very careful 
how you spend your time

– Rarely – You are an average user but 
should always be aware of you begin 
spending more time on-line than normal



What can we do?

• Treatment options are available
• Growing awareness
• Re-learn how to manage time 

much like treatments of eating 
disorders

• Talk to an adult



Digital Security

• The precautions that all 
technology users must take 
to guarantee their personal 
safety and the security of 
their network



Digital Security Issues

• Protecting hardware and 
network security

• Protecting personal security
(identity theft, phishing)

• Protecting school security 
(hackers, viruses)

• Protecting community 
security (terrorist threats)



DISCUSS

Adam’s school provides e-mail 
accounts to all students. Adam is 
afraid that he might forget his 
password and writes it down in his 
notebook. One day during class he 
is called to the counseling office. 
He leaves his books in class and 
goes to the office. When he gets 
back, he sees his notebook open to 
the page with his password.





Trust

• Human beings are trusting.
• Mail from the Post Office v. 

Email



Information in the Clear

•Who can hear your 
conversation?



Activity

Beware of Geeks
Bearing 



Task 1: Install and Use 
Anti-Virus Programs

• Who would you let in your 
house?

• Examine the files on the 
computer and warns of 
potential viruses





Task 2: Keep Your 
System Patched

• Most vendors provide 
patches that are supposed 
to fix bugs in their 
products.

• Register and sign up for 
email updates from vendors



Task 3: Use Care When Reading 
Email with Attachments & Links

• Social engineering – send items
to unsuspecting recipients

• Phishing – email messages that 
look valid but are tricking the 
recipient to end private 
information

• Pharming – attack to redirect 
traffic from a valid website to a 
bogus website



Task 3: Use Care When Reading 
Email with Attachments & Links

• Spam – Commercial messages 
that you didn’t ask for

• Chain Letters – Messages 
containing jokes, stories or 
warnings that may not be true 
and may contain viruses



Activity

Spam, Phishing, 
Chain Letters??

Snopes – check it out

http://www.snopes.com/


Hacking

• If someone found a key to 
your house, is it okay for 
them to go inside?

• Getting into someone else’s 
computer is hacking.

• Hacking is illegal even if it 
is not meant to do damage.



Task 4: Use a Firewall 
Program
• Works like a security guard
• Grants permission for 

outside sources to enter the
computer



Identity Theft
• Stealing someone’s identity 

for the purpose of financial 
gain

• Various sources report 
anywhere from 9 to 10 
million people will have 
their identity stolen per 
year



Task 5: Make Backups of Files 

Files

Often

Media

Store



Task 6: Use Strong Passwords

Strong

Unique

Remember

Change



Creating Strong Passwords

• Think of a sentence.
– My son is three years old.

• Use the first letter of each 
word to create a new word.

– msityo

• Code it with letters, numbers, 
& symbols.

– M$ni3yzo



Activity

Password Checker

http://www.microsoft.com/protect/yourself/password/checker.mspx


Task 7: Use Care When 
Downloading and Installing 
Programs
• Who certifies products and 

sets standards?
• Research your product and 

vendor
• Know the return policy



Additional Resources



Additional Resources



Additional Resources



Additional Resources



Additional Resources

• www.mybytes.com
• www.readwritethink.org

– Wading Through the Web lesson

• www.becybersmart.org
• www.bsa.org (Business Software 

Alliance)
• www.netsmartz.org 

http://www.readwritethink.org/
http://www.readwritethink.org/
http://www.becybersmart.org/
http://www.bsa.org/
http://www.netsmartz.org/


Additional Activities
• www.mybytes.com/viewpoints 
• Write a response to one of the 

interviews – How does intellectual 
Property Rights affect each of these 
artists?

http://www.mybytes.com/viewpoints


Additional Activities
• www.mybytes.com/polls 
• Use the weekly polls as class intros or

as blog/journal writing prompts

http://www.mybytes.com/polls

